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Common DNS-related DoS attacks
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Common DNS-related DoS attacks

Reflection with simple amplification 
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Common DNS-related DoS attacks
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Rise of application-layer amplification
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Rise of application-layer amplification
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Rise of application-layer amplification
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Rise of application-layer amplification
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 Advantages over PRSD
• Low attack request rate
• Legitimate looking
• Numerous variants

Each single client request triggers excessive resolver queries
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Rise of application-layer amplification

iDNS attack (Maury, 2015): “indefinitely” delegating nameserver

Q0.attacker  NS  Q1.attacker

Q0.attacker?
Q1.attacker?

Authoritative

nameserver(s) 

hosting specially 
crafted records

Q1.attacker  NS  Q2.attacker
Q2.attacker  NS  Q3.attacker

Q0.attacker?

Q2.attacker?

Recursive

resolver

MAF = #NS recursions
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Rise of application-layer amplification

Unchained attack (Bushart and Rossow, 2018): CNAME chain chasing

Q0.attacker-A  CNAME  Q0.attacker-B

Q0.attacker-B?
Q1.attacker-A?

Q0.attacker-B  CNAME  Q1.attacker-A

Q0.attacker-A?

Q1.attacker-A  CNAME  Q1.attacker-B
Q1.attacker-B  CNAME  Q2.attacker-A

Q1.attacker-B?
Authoritative


nameserver(s) 
hosting specially 
crafted records

Q0.attacker-A?

Recursive

resolver

MAF = #Qry rewrites
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Rise of application-layer amplification

NXNSAttack (Afek et al., 2020): proactive and parallel NS fetching
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Rise of application-layer amplification

NXNSAttack (Afek et al., 2020): proactive and parallel NS fetching

Q0.attacker?
N1.attacker/victim?
N2.attacker/victim?

Recursive

resolver

Authoritative

nameserver(s) 

hosting specially 
crafted records

Q0.attacker?
N3.attacker/victim?

Q0.attacker  NS  N1.attacker/victim

                     NS  N2.attacker/victim

                     NS  N3.attacker/victim

Questions: 

How many more such vulnerabilities are out there? 

What is the maximum achievable MAF?
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CAMP: compositional amplification attacks

Compose amplification primitives to produce multiplicative effects
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                 NS    N12.attacker
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  N11.attacker   A     0.0.0.1       
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CAMP: compositional amplification attacks

Possible target: nameserver where attacker can set up CAMP zones

Likely victim: public DNS hosting services
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CAMP: compositional amplification attacks

Possible target: resolver accessible to attacker

Major impact on cache-missing requests from normal clients
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MAF = X*Y
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CAMP: compositional amplification attacks

Possible target: arbitrary nameserver

Authoritative
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CAMP zones

Recursive

resolver

Authoritative
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CAMP zones

Authoritative

nameserver hosting 

CAMP zones

Recursive

resolver
Recursive
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 server


Let NS records in fanout primitives (see later) point to the victim

MAF = X*Y
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Taxonomy of amplification primitives
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Taxonomy of amplification primitives
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Taxonomy of amplification primitives
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Taxonomy of amplification primitives
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Taxonomy of amplification primitives
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Taxonomy of amplification primitives
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Taxonomy of amplification primitives
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Taxonomy of amplification primitives
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Composability analysis

Observation: one amplification primitive’s derivative can be another primitive’s base
primary secondary

irregular 

additive

Focus on regular multiplicative compositions

secondaries of same type & size
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Composability analysis

Results: 16 out of 25 conceivable compositions are constructible

Compo-
sability

Secondary

F.O. R.C. W.C. Q.M. D.D.

F.O. ✔ ✔ ✔ ✔ ✔

R.C. ✘ ✘ ✘ ✔ ✔

W.C. ✔ ✔ ✘ ✔ ✔

Q.M. ✘ ✘ ✘ ✘ ✘

D.D. ✔ ✔ ✔ ✔ ✔

Pr
im

ar
y
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Composability analysis

Results: 16 out of 25 conceivable compositions are constructible

All from legitimate DNS features,  
only one exception

“The domain name used as the 
value of an NS record, or part 
of the value of an MX record 

must not be an alias.”

RFC2181
Many implementations are non-compliant…

Compo-
sability

Secondary

F.O. R.C. W.C. Q.M. D.D.

F.O. ✔ ✔ ✔ ✔ ✔

R.C. ✘ ✘ ✘ ✔ ✔

W.C. ✔ ✔ ✘ ✔ ✔

Q.M. ✘ ✘ ✘ ✘ ✘

D.D. ✔ ✔ ✔ ✔ ✔

Pr
im

ar
y
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Composability analysis

Compo-
sability

Secondary

F.O. R.C. W.C. Q.M. D.D.

F.O. ✔ ✔ ✔ ✔ ✔

R.C. ✘ ✘ ✘ ✔ ✔

W.C. ✔ ✔ ✘ ✔ ✔

Q.M. ✘ ✘ ✘ ✘ ✘

D.D. ✔ ✔ ✔ ✔ ✔

Pr
im

ar
y

Static construction with pre-installed zones files

Example: Rewrite Chain X Fanout

zone a

r1.a  NS  n11.b 
r1.a  NS  n12.b 
r1.a  NS  n13.b 

r2.a  NS  n21.b 
r2.a  NS  n22.b 
r2.a  NS  n23.b 

r3.a  NS  n31.b 
r3.a  NS  n32.b 
r3.a  NS  n33.b

zone b

n11.b  A  0.0.0.1 
n12.b  A  0.0.0.1 
n13.b  A  0.0.0.1 

n21.b  A  0.0.0.1 
n22.b  A  0.0.0.1 
n23.b  A  0.0.0.1 

n33.b  A  0.0.0.1 
n33.b  A  0.0.0.1 
n33.b  A  0.0.0.1 

nameserver@0.0.0.2

zone r0.a
q.r0.a  CNAME  q.r1.a

zone r1.a
q.r1.a  CNAME  q.r2.a

zone r2.a
q.r2.a  CNAME  q.r3.a

nameserver@0.0.0.1
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Composability analysis

Exponentially many multi-dimensional (regular or irregular) compositions!

Example: Fanout X Chain X Self-probing
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Validation on major DNS implementations

Message amplification factor (MAF)* measured on a controlled local testbed
Table 4: The MAF of Camp compositions measured with resolver software. The composition instances are configured
according to the default limits of the resolvers (Table 3), with several exceptions explained in the notes below. A
shaded cell indicates that the composition fails to produce a multiplicative amplification e�ect.

Primary F.O. W.C. R.C. D.D. F.O. W.C. D.D.
Secondary F.O. R.C. W.C. Q.M. F.O. R.C. Q.M. Q.M. F.O. R.C. W.C. Q.M. W.C. F.O. W.C.
Tertiary - - - - - - - - - - - - Q.M. R.C. Q.M.

Compo. Index a b c d e f g h i j k l m n o

BIND 31 36 21 21 119 136 82 8 80 50 2 21 26 731 2
Unbound 12 17 73 61 28 60 112 43 30 67 241 201 726 23 2400

PowerDNS 57 57 56 91 24 31 99 98 21 30 53 90 97 11 97

• For BIND, we set the size of fan-out instances to 5 in attacks a and b, because it does not send failover queries for non-existing ns
names; we increase the size to 20 in the other attacks e, i and m where failover ns queries are triggered.

• The deep names of QMIN instances contain 16 labels after the TLD, e.g., 15.14...1.a.com. This ensures that all three resolvers, which
implement di�erent QMIN algorithms, reach their iteration limits. We disable their QMIN feature for compositions not involving it.

• None of the resolvers explicitly restricts the number of DDLG iterations, which seems to be restricted only by the global query limit.
We choose a value of 20 for a balance between setup complexity and comparability with other primitives.

• We disable aaaa queries (IPv6 addresses) for ns names in all three resolvers to obtain a better picture of the multiplicative amplification
e�ects. More queries will be generated if this feature is enabled.

5.1 Vulnerabilities in DNS Software
DNS resolvers play a central role in Camp vulnerabilities
because they drive the name resolution process, whereas
nameservers answer queries passively. We examine three
industry-standard resolver implementations: BIND in
the recursive mode, Unbound, and PowerDNS recursor.
For each of them, we choose a recent stable version that
has been patched in response to the NXNS attack [5].
Methodology. We develop a Docker-based testbed to
facilitate our evaluation and for the reproducibility of
our results. It allows the flexible simulation of a real-
istic DNS infrastructure. All DNS servers and clients
run in separate containers. Our architecture comprises:
two nameservers for a customized root zone and TLD,
plus the necessary number of nameservers for attacker-
controlled zones, all running BIND in the authoritative
mode; one resolver using one of the three implementa-
tions; and one client to generate triggering queries.

We focus on evaluating all 12 of the 16 regular 2D
compositions that produce multiplicative amplification
on the focal nameserver (i.e., those not employing DDLG
as the secondary primitive), and 3 representative regular
3D compositions, each using di�erent primitives.
Measurement Results. Our results are summarized in
Table 4, where each composition is assigned an index for
brevity. Overall, every composition results in multiplica-
tive amplification for at least one resolver, with the mea-
sured MAF matching the expected value.5 The strength
of compositions varies across resolvers. While there is no
clear winner, compositions involving the rewrite chain
and QMIN tend to be the most powerful. Below we high-
5Note that to calculate the expected MAF of a composition subject
to a resolver query quota, we must account for queries sent to
other nameservers in addition to the focal nameserver.

light our main observations from the evaluation, leaving
further explanation to Appendix B.

O1: Camp can bypass individual query limits. DNS re-
solvers have implemented various query limits (Table 3)
to bound resource consumption and hence reduce the
risk of DoS attacks. While e�ective for known attacks
that exploit individual amplification primitives, these
limits fail to address Camp: a composition’s MAF can
far exceed individual limits. A global quote on resolver
queries per client request would serve as a safety net to
curb the overall e�ect caused by any application-layer
amplification compositions. Yet a correct implementation
is non-trivial: among the three resolvers, only PowerDNS
gets this right (which is why it never reaches an MAF
over 60, or 100 when QMIN is enabled), whereas both
BIND and Unbound reset the corresponding counters
after each query rewrite or referral.

O2: Camp can grow exponentially. The results for 3D
compositions demonstrate that the amplification power
of Camp can grow exponentially in the number of dimen-
sions. In the case of Unbound, the tertiary primitives
contribute a perfect multiplicative factor to the MAFs
of compositions m and o. For a given resolver, it is pos-
sible to find the multi-dimensional, possibly irregular,
composition that produce the highest MAF. This is espe-
cially alarming in the absence of a correctly implemented
global query limiting mechanism.

O3: RFC compliance is critical but complicated. While
it remains controversial among DNS implementations
whether an ns name can own a cname/dname RR, it
is explicitly stated in RFC 2181 [16, §10.3] that “The
domain name used as the value of an NS record, or
part of the value of an MX record must not be an alias”.
BIND complies with this rule, protecting itself from

adjusted according to the limits implemented by DNS
servers. Allowing these irregularities substantially adds
to the variety and flexibility of Camp attacks.

Since regular compositions already achieve large ampli-
fication beyond the reach of any individual attack vector,
we focus on them in the rest of this paper, leaving a full
accounting of arbitrary composition for future work.

4.4 Launching Real Attacks

Camp attacks build on the composition of amplification
primitives. We define an instance of a composition as a
group of RRs implementing it; each instance is activated
by one triggering query. An attacker can start with a
reconnaissance of the involved DNS servers for their vul-
nerabilities, then deploys the most e�ective composition
instances, and finally sends coordinated queries to trigger
the attack. Three types of targets are possible.

Focal Nameserver. At the center of amplification, a fo-
cal nameserver is a natural target of attacks. An attacker
can employ an array of resolvers and coordinate them
to process duplicate queries for composition instances
installed at the focal nameserver. The resolvers can be
those open ones on the order of millions [23], or the closed
ones accessible to the attacker, e.g., through a botnet or
Internet measurement probes [1]. An important factor
for prolonged attacks is the bypassing of resolver caching.
This can be achieved by deploying a large number of com-
position instances (which would increase the attacker’s
costs) for queries in rotation and/or setting small TTL
values for attack-related RRs.

Arbitrary Nameserver. Camp attacks can target an
arbitrary nameserver, including the root and TLD servers,
even if the attacker cannot install zone files on it. This is
enabled by compositions where the primitives along the
last dimension are fan-out. Specifically, we can change
the derivatives of these fan-out instances to ns names in
any zone hosted by the target nameserver. For example,
changing n[x][y].b.com to n[x][y].tld if the target
is a TLD server, or to ns.n[x][y] if the target is a root
server. In some cases, such as chaining ◊ fan-out or
self-probing ◊ fan-out, one of the ns names should
remain under the attacker’s control and resolve to a
server that provides the necessary RR for the resolver
to traverse along the primary primitive.

Resolver. When the target is a resolver, the attacker
will need to deploy composition instances on multiple
focal nameservers according to the servers’ capacities,
the expected attack intensity and duration, as well as
the algorithm used to coordinate triggering queries.

Table 3: Default query limits implemented by popular
open-source DNS resolvers to mitigate DoS risks.

Resolver Limits BIND
9.18.4

Unbound
1.16.0

PowerDNS
4.7.3

Concurrent ns queries 5 3 1
Failover ns queries - 3 9

Total ns queries - 6 10

Referral chain length 7 4 15
Rewrite chain length 17 12 12

QMIN iterations 5 10 10
DDLG iterations >20 >20 >20

Max queries per cli. req. 100 32 60/100

1: No explicit limit according to our measurement.
2: Controlled by PowerDNS’s max-ns-address-qperq parameter.

The default value 10 decreases for every additional ns RR in
a response to a minimum of 5.

3: Controlled by PowerDNS’s max-qperq parameter and raised
to 100 when QMIN is enabled.

5 Evaluation

We have validated Camp vulnerabilities in both popu-
lar DNS software and public DNS services. The central
metric in our measurement is the message amplification
factor (MAF), which we define as the number of DNS
queries received3 by the focal nameserver during the res-
olution of one triggering client request. Other common
metrics include the packet amplification factor (PAF)
and the bandwidth amplification factor (BAF). Clearly,
the MAF establishes a lower bound on amplification
power4. Using MAF also aligns with our focus on ana-
lyzing application-layer vulnerabilities while abstracting
away lower-layer details.

Ethical considerations. For measuring open resolvers
(Section 5.2) and attack simulation (Section 5.3), we use
our own domains and authoritative nameservers without
a�ecting the public DNS infrastructure, except occasion-
ally sending a few queries to root and TLD servers. Our
servers run on cloud VMs. We have confirmed with the
cloud provider that our experiments do not violate their
user policy nor raise any security alert. The experiments
generate small volumes of intermittent queries: even in
the most intensive simulated attack, no more than 200
queries per second (QPS) on average are sent by each
resolver within half an minute. The query load is negli-
gible compared with their usual workloads (QPS in the
millions or higher), and all attack-related RRs have a
low TTL of 5 seconds. Therefore, our experiments have
no impact on the public resolvers’ normal operation.

3Some studies count both tra�c sent and received by a server [5].
4For DNS amplification attacks, the PAF can be 5◊ larger than
the MAF if TCP fallback is factored in [5], and the BAF can be
even higher if, for example, DNSSEC is enabled.

*MAF = #queries received by focal nameserver 
       <= #queries sent by the amplifying resolver ^Resovler queries for IPv6 nameserver disabled

^



adjusted according to the limits implemented by DNS
servers. Allowing these irregularities substantially adds
to the variety and flexibility of Camp attacks.

Since regular compositions already achieve large ampli-
fication beyond the reach of any individual attack vector,
we focus on them in the rest of this paper, leaving a full
accounting of arbitrary composition for future work.

4.4 Launching Real Attacks

Camp attacks build on the composition of amplification
primitives. We define an instance of a composition as a
group of RRs implementing it; each instance is activated
by one triggering query. An attacker can start with a
reconnaissance of the involved DNS servers for their vul-
nerabilities, then deploys the most e�ective composition
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the attack. Three types of targets are possible.
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cal nameserver is a natural target of attacks. An attacker
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those open ones on the order of millions [23], or the closed
ones accessible to the attacker, e.g., through a botnet or
Internet measurement probes [1]. An important factor
for prolonged attacks is the bypassing of resolver caching.
This can be achieved by deploying a large number of com-
position instances (which would increase the attacker’s
costs) for queries in rotation and/or setting small TTL
values for attack-related RRs.

Arbitrary Nameserver. Camp attacks can target an
arbitrary nameserver, including the root and TLD servers,
even if the attacker cannot install zone files on it. This is
enabled by compositions where the primitives along the
last dimension are fan-out. Specifically, we can change
the derivatives of these fan-out instances to ns names in
any zone hosted by the target nameserver. For example,
changing n[x][y].b.com to n[x][y].tld if the target
is a TLD server, or to ns.n[x][y] if the target is a root
server. In some cases, such as chaining ◊ fan-out or
self-probing ◊ fan-out, one of the ns names should
remain under the attacker’s control and resolve to a
server that provides the necessary RR for the resolver
to traverse along the primary primitive.

Resolver. When the target is a resolver, the attacker
will need to deploy composition instances on multiple
focal nameservers according to the servers’ capacities,
the expected attack intensity and duration, as well as
the algorithm used to coordinate triggering queries.

Table 3: Default query limits implemented by popular
open-source DNS resolvers to mitigate DoS risks.

Resolver Limits BIND
9.18.4

Unbound
1.16.0

PowerDNS
4.7.3

Concurrent ns queries 5 3 1
Failover ns queries - 3 9

Total ns queries - 6 10

Referral chain length 7 4 15
Rewrite chain length 17 12 12

QMIN iterations 5 10 10
DDLG iterations >20 >20 >20

Max queries per cli. req. 100 32 60/100

1: No explicit limit according to our measurement.
2: Controlled by PowerDNS’s max-ns-address-qperq parameter.

The default value 10 decreases for every additional ns RR in
a response to a minimum of 5.

3: Controlled by PowerDNS’s max-qperq parameter and raised
to 100 when QMIN is enabled.

5 Evaluation

We have validated Camp vulnerabilities in both popu-
lar DNS software and public DNS services. The central
metric in our measurement is the message amplification
factor (MAF), which we define as the number of DNS
queries received3 by the focal nameserver during the res-
olution of one triggering client request. Other common
metrics include the packet amplification factor (PAF)
and the bandwidth amplification factor (BAF). Clearly,
the MAF establishes a lower bound on amplification
power4. Using MAF also aligns with our focus on ana-
lyzing application-layer vulnerabilities while abstracting
away lower-layer details.

Ethical considerations. For measuring open resolvers
(Section 5.2) and attack simulation (Section 5.3), we use
our own domains and authoritative nameservers without
a�ecting the public DNS infrastructure, except occasion-
ally sending a few queries to root and TLD servers. Our
servers run on cloud VMs. We have confirmed with the
cloud provider that our experiments do not violate their
user policy nor raise any security alert. The experiments
generate small volumes of intermittent queries: even in
the most intensive simulated attack, no more than 200
queries per second (QPS) on average are sent by each
resolver within half an minute. The query load is negli-
gible compared with their usual workloads (QPS in the
millions or higher), and all attack-related RRs have a
low TTL of 5 seconds. Therefore, our experiments have
no impact on the public resolvers’ normal operation.

3Some studies count both tra�c sent and received by a server [5].
4For DNS amplification attacks, the PAF can be 5◊ larger than
the MAF if TCP fallback is factored in [5], and the BAF can be
even higher if, for example, DNSSEC is enabled.

33

Validation on major DNS implementations

Highlight #1: CAMP can bypass
query limits on individual features

Table 4: The MAF of Camp compositions measured with resolver software. The composition instances are configured
according to the default limits of the resolvers (Table 3), with several exceptions explained in the notes below. A
shaded cell indicates that the composition fails to produce a multiplicative amplification e�ect.

Primary F.O. W.C. R.C. D.D. F.O. W.C. D.D.
Secondary F.O. R.C. W.C. Q.M. F.O. R.C. Q.M. Q.M. F.O. R.C. W.C. Q.M. W.C. F.O. W.C.
Tertiary - - - - - - - - - - - - Q.M. R.C. Q.M.

Compo. Index a b c d e f g h i j k l m n o

BIND 31 36 21 21 119 136 82 8 80 50 2 21 26 731 2
Unbound 12 17 73 61 28 60 112 43 30 67 241 201 726 23 2400

PowerDNS 57 57 56 91 24 31 99 98 21 30 53 90 97 11 97

• For BIND, we set the size of fan-out instances to 5 in attacks a and b, because it does not send failover queries for non-existing ns
names; we increase the size to 20 in the other attacks e, i and m where failover ns queries are triggered.

• The deep names of QMIN instances contain 16 labels after the TLD, e.g., 15.14...1.a.com. This ensures that all three resolvers, which
implement di�erent QMIN algorithms, reach their iteration limits. We disable their QMIN feature for compositions not involving it.

• None of the resolvers explicitly restricts the number of DDLG iterations, which seems to be restricted only by the global query limit.
We choose a value of 20 for a balance between setup complexity and comparability with other primitives.

• We disable aaaa queries (IPv6 addresses) for ns names in all three resolvers to obtain a better picture of the multiplicative amplification
e�ects. More queries will be generated if this feature is enabled.

5.1 Vulnerabilities in DNS Software
DNS resolvers play a central role in Camp vulnerabilities
because they drive the name resolution process, whereas
nameservers answer queries passively. We examine three
industry-standard resolver implementations: BIND in
the recursive mode, Unbound, and PowerDNS recursor.
For each of them, we choose a recent stable version that
has been patched in response to the NXNS attack [5].
Methodology. We develop a Docker-based testbed to
facilitate our evaluation and for the reproducibility of
our results. It allows the flexible simulation of a real-
istic DNS infrastructure. All DNS servers and clients
run in separate containers. Our architecture comprises:
two nameservers for a customized root zone and TLD,
plus the necessary number of nameservers for attacker-
controlled zones, all running BIND in the authoritative
mode; one resolver using one of the three implementa-
tions; and one client to generate triggering queries.

We focus on evaluating all 12 of the 16 regular 2D
compositions that produce multiplicative amplification
on the focal nameserver (i.e., those not employing DDLG
as the secondary primitive), and 3 representative regular
3D compositions, each using di�erent primitives.
Measurement Results. Our results are summarized in
Table 4, where each composition is assigned an index for
brevity. Overall, every composition results in multiplica-
tive amplification for at least one resolver, with the mea-
sured MAF matching the expected value.5 The strength
of compositions varies across resolvers. While there is no
clear winner, compositions involving the rewrite chain
and QMIN tend to be the most powerful. Below we high-
5Note that to calculate the expected MAF of a composition subject
to a resolver query quota, we must account for queries sent to
other nameservers in addition to the focal nameserver.

light our main observations from the evaluation, leaving
further explanation to Appendix B.

O1: Camp can bypass individual query limits. DNS re-
solvers have implemented various query limits (Table 3)
to bound resource consumption and hence reduce the
risk of DoS attacks. While e�ective for known attacks
that exploit individual amplification primitives, these
limits fail to address Camp: a composition’s MAF can
far exceed individual limits. A global quote on resolver
queries per client request would serve as a safety net to
curb the overall e�ect caused by any application-layer
amplification compositions. Yet a correct implementation
is non-trivial: among the three resolvers, only PowerDNS
gets this right (which is why it never reaches an MAF
over 60, or 100 when QMIN is enabled), whereas both
BIND and Unbound reset the corresponding counters
after each query rewrite or referral.

O2: Camp can grow exponentially. The results for 3D
compositions demonstrate that the amplification power
of Camp can grow exponentially in the number of dimen-
sions. In the case of Unbound, the tertiary primitives
contribute a perfect multiplicative factor to the MAFs
of compositions m and o. For a given resolver, it is pos-
sible to find the multi-dimensional, possibly irregular,
composition that produce the highest MAF. This is espe-
cially alarming in the absence of a correctly implemented
global query limiting mechanism.

O3: RFC compliance is critical but complicated. While
it remains controversial among DNS implementations
whether an ns name can own a cname/dname RR, it
is explicitly stated in RFC 2181 [16, §10.3] that “The
domain name used as the value of an NS record, or
part of the value of an MX record must not be an alias”.
BIND complies with this rule, protecting itself from

Message amplification factor (MAF)* measured on a controlled local testbed

*MAF = #queries received by focal nameserver 
       <= #queries sent by the amplifying resolver ^Resovler queries for IPv6 nameserver disabled

^



Table 4: The MAF of Camp compositions measured with resolver software. The composition instances are configured
according to the default limits of the resolvers (Table 3), with several exceptions explained in the notes below. A
shaded cell indicates that the composition fails to produce a multiplicative amplification e�ect.

Primary F.O. W.C. R.C. D.D. F.O. W.C. D.D.
Secondary F.O. R.C. W.C. Q.M. F.O. R.C. Q.M. Q.M. F.O. R.C. W.C. Q.M. W.C. F.O. W.C.
Tertiary - - - - - - - - - - - - Q.M. R.C. Q.M.

Compo. Index a b c d e f g h i j k l m n o

BIND 31 36 21 21 119 136 82 8 80 50 2 21 26 731 2
Unbound 12 17 73 61 28 60 112 43 30 67 241 201 726 23 2400

PowerDNS 57 57 56 91 24 31 99 98 21 30 53 90 97 11 97

• For BIND, we set the size of fan-out instances to 5 in attacks a and b, because it does not send failover queries for non-existing ns
names; we increase the size to 20 in the other attacks e, i and m where failover ns queries are triggered.

• The deep names of QMIN instances contain 16 labels after the TLD, e.g., 15.14...1.a.com. This ensures that all three resolvers, which
implement di�erent QMIN algorithms, reach their iteration limits. We disable their QMIN feature for compositions not involving it.

• None of the resolvers explicitly restricts the number of DDLG iterations, which seems to be restricted only by the global query limit.
We choose a value of 20 for a balance between setup complexity and comparability with other primitives.

• We disable aaaa queries (IPv6 addresses) for ns names in all three resolvers to obtain a better picture of the multiplicative amplification
e�ects. More queries will be generated if this feature is enabled.

5.1 Vulnerabilities in DNS Software
DNS resolvers play a central role in Camp vulnerabilities
because they drive the name resolution process, whereas
nameservers answer queries passively. We examine three
industry-standard resolver implementations: BIND in
the recursive mode, Unbound, and PowerDNS recursor.
For each of them, we choose a recent stable version that
has been patched in response to the NXNS attack [5].
Methodology. We develop a Docker-based testbed to
facilitate our evaluation and for the reproducibility of
our results. It allows the flexible simulation of a real-
istic DNS infrastructure. All DNS servers and clients
run in separate containers. Our architecture comprises:
two nameservers for a customized root zone and TLD,
plus the necessary number of nameservers for attacker-
controlled zones, all running BIND in the authoritative
mode; one resolver using one of the three implementa-
tions; and one client to generate triggering queries.

We focus on evaluating all 12 of the 16 regular 2D
compositions that produce multiplicative amplification
on the focal nameserver (i.e., those not employing DDLG
as the secondary primitive), and 3 representative regular
3D compositions, each using di�erent primitives.
Measurement Results. Our results are summarized in
Table 4, where each composition is assigned an index for
brevity. Overall, every composition results in multiplica-
tive amplification for at least one resolver, with the mea-
sured MAF matching the expected value.5 The strength
of compositions varies across resolvers. While there is no
clear winner, compositions involving the rewrite chain
and QMIN tend to be the most powerful. Below we high-
5Note that to calculate the expected MAF of a composition subject
to a resolver query quota, we must account for queries sent to
other nameservers in addition to the focal nameserver.

light our main observations from the evaluation, leaving
further explanation to Appendix B.

O1: Camp can bypass individual query limits. DNS re-
solvers have implemented various query limits (Table 3)
to bound resource consumption and hence reduce the
risk of DoS attacks. While e�ective for known attacks
that exploit individual amplification primitives, these
limits fail to address Camp: a composition’s MAF can
far exceed individual limits. A global quote on resolver
queries per client request would serve as a safety net to
curb the overall e�ect caused by any application-layer
amplification compositions. Yet a correct implementation
is non-trivial: among the three resolvers, only PowerDNS
gets this right (which is why it never reaches an MAF
over 60, or 100 when QMIN is enabled), whereas both
BIND and Unbound reset the corresponding counters
after each query rewrite or referral.

O2: Camp can grow exponentially. The results for 3D
compositions demonstrate that the amplification power
of Camp can grow exponentially in the number of dimen-
sions. In the case of Unbound, the tertiary primitives
contribute a perfect multiplicative factor to the MAFs
of compositions m and o. For a given resolver, it is pos-
sible to find the multi-dimensional, possibly irregular,
composition that produce the highest MAF. This is espe-
cially alarming in the absence of a correctly implemented
global query limiting mechanism.

O3: RFC compliance is critical but complicated. While
it remains controversial among DNS implementations
whether an ns name can own a cname/dname RR, it
is explicitly stated in RFC 2181 [16, §10.3] that “The
domain name used as the value of an NS record, or
part of the value of an MX record must not be an alias”.
BIND complies with this rule, protecting itself from

adjusted according to the limits implemented by DNS
servers. Allowing these irregularities substantially adds
to the variety and flexibility of Camp attacks.

Since regular compositions already achieve large ampli-
fication beyond the reach of any individual attack vector,
we focus on them in the rest of this paper, leaving a full
accounting of arbitrary composition for future work.

4.4 Launching Real Attacks

Camp attacks build on the composition of amplification
primitives. We define an instance of a composition as a
group of RRs implementing it; each instance is activated
by one triggering query. An attacker can start with a
reconnaissance of the involved DNS servers for their vul-
nerabilities, then deploys the most e�ective composition
instances, and finally sends coordinated queries to trigger
the attack. Three types of targets are possible.

Focal Nameserver. At the center of amplification, a fo-
cal nameserver is a natural target of attacks. An attacker
can employ an array of resolvers and coordinate them
to process duplicate queries for composition instances
installed at the focal nameserver. The resolvers can be
those open ones on the order of millions [23], or the closed
ones accessible to the attacker, e.g., through a botnet or
Internet measurement probes [1]. An important factor
for prolonged attacks is the bypassing of resolver caching.
This can be achieved by deploying a large number of com-
position instances (which would increase the attacker’s
costs) for queries in rotation and/or setting small TTL
values for attack-related RRs.

Arbitrary Nameserver. Camp attacks can target an
arbitrary nameserver, including the root and TLD servers,
even if the attacker cannot install zone files on it. This is
enabled by compositions where the primitives along the
last dimension are fan-out. Specifically, we can change
the derivatives of these fan-out instances to ns names in
any zone hosted by the target nameserver. For example,
changing n[x][y].b.com to n[x][y].tld if the target
is a TLD server, or to ns.n[x][y] if the target is a root
server. In some cases, such as chaining ◊ fan-out or
self-probing ◊ fan-out, one of the ns names should
remain under the attacker’s control and resolve to a
server that provides the necessary RR for the resolver
to traverse along the primary primitive.

Resolver. When the target is a resolver, the attacker
will need to deploy composition instances on multiple
focal nameservers according to the servers’ capacities,
the expected attack intensity and duration, as well as
the algorithm used to coordinate triggering queries.

Table 3: Default query limits implemented by popular
open-source DNS resolvers to mitigate DoS risks.

Resolver Limits BIND
9.18.4

Unbound
1.16.0

PowerDNS
4.7.3

Concurrent ns queries 5 3 1
Failover ns queries - 3 9

Total ns queries - 6 10

Referral chain length 7 4 15
Rewrite chain length 17 12 12

QMIN iterations 5 10 10
DDLG iterations >20 >20 >20

Max queries per cli. req. 100 32 60/100

1: No explicit limit according to our measurement.
2: Controlled by PowerDNS’s max-ns-address-qperq parameter.

The default value 10 decreases for every additional ns RR in
a response to a minimum of 5.

3: Controlled by PowerDNS’s max-qperq parameter and raised
to 100 when QMIN is enabled.

5 Evaluation

We have validated Camp vulnerabilities in both popu-
lar DNS software and public DNS services. The central
metric in our measurement is the message amplification
factor (MAF), which we define as the number of DNS
queries received3 by the focal nameserver during the res-
olution of one triggering client request. Other common
metrics include the packet amplification factor (PAF)
and the bandwidth amplification factor (BAF). Clearly,
the MAF establishes a lower bound on amplification
power4. Using MAF also aligns with our focus on ana-
lyzing application-layer vulnerabilities while abstracting
away lower-layer details.

Ethical considerations. For measuring open resolvers
(Section 5.2) and attack simulation (Section 5.3), we use
our own domains and authoritative nameservers without
a�ecting the public DNS infrastructure, except occasion-
ally sending a few queries to root and TLD servers. Our
servers run on cloud VMs. We have confirmed with the
cloud provider that our experiments do not violate their
user policy nor raise any security alert. The experiments
generate small volumes of intermittent queries: even in
the most intensive simulated attack, no more than 200
queries per second (QPS) on average are sent by each
resolver within half an minute. The query load is negli-
gible compared with their usual workloads (QPS in the
millions or higher), and all attack-related RRs have a
low TTL of 5 seconds. Therefore, our experiments have
no impact on the public resolvers’ normal operation.

3Some studies count both tra�c sent and received by a server [5].
4For DNS amplification attacks, the PAF can be 5◊ larger than
the MAF if TCP fallback is factored in [5], and the BAF can be
even higher if, for example, DNSSEC is enabled.
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Table 4: The MAF of Camp compositions measured with resolver software. The composition instances are configured
according to the default limits of the resolvers (Table 3), with several exceptions explained in the notes below. A
shaded cell indicates that the composition fails to produce a multiplicative amplification e�ect.

Primary F.O. W.C. R.C. D.D. F.O. W.C. D.D.
Secondary F.O. R.C. W.C. Q.M. F.O. R.C. Q.M. Q.M. F.O. R.C. W.C. Q.M. W.C. F.O. W.C.
Tertiary - - - - - - - - - - - - Q.M. R.C. Q.M.

Compo. Index a b c d e f g h i j k l m n o

BIND 31 36 21 21 119 136 82 8 80 50 2 21 26 731 2
Unbound 12 17 73 61 28 60 112 43 30 67 241 201 726 23 2400

PowerDNS 57 57 56 91 24 31 99 98 21 30 53 90 97 11 97

• For BIND, we set the size of fan-out instances to 5 in attacks a and b, because it does not send failover queries for non-existing ns
names; we increase the size to 20 in the other attacks e, i and m where failover ns queries are triggered.

• The deep names of QMIN instances contain 16 labels after the TLD, e.g., 15.14...1.a.com. This ensures that all three resolvers, which
implement di�erent QMIN algorithms, reach their iteration limits. We disable their QMIN feature for compositions not involving it.

• None of the resolvers explicitly restricts the number of DDLG iterations, which seems to be restricted only by the global query limit.
We choose a value of 20 for a balance between setup complexity and comparability with other primitives.

• We disable aaaa queries (IPv6 addresses) for ns names in all three resolvers to obtain a better picture of the multiplicative amplification
e�ects. More queries will be generated if this feature is enabled.

5.1 Vulnerabilities in DNS Software
DNS resolvers play a central role in Camp vulnerabilities
because they drive the name resolution process, whereas
nameservers answer queries passively. We examine three
industry-standard resolver implementations: BIND in
the recursive mode, Unbound, and PowerDNS recursor.
For each of them, we choose a recent stable version that
has been patched in response to the NXNS attack [5].
Methodology. We develop a Docker-based testbed to
facilitate our evaluation and for the reproducibility of
our results. It allows the flexible simulation of a real-
istic DNS infrastructure. All DNS servers and clients
run in separate containers. Our architecture comprises:
two nameservers for a customized root zone and TLD,
plus the necessary number of nameservers for attacker-
controlled zones, all running BIND in the authoritative
mode; one resolver using one of the three implementa-
tions; and one client to generate triggering queries.

We focus on evaluating all 12 of the 16 regular 2D
compositions that produce multiplicative amplification
on the focal nameserver (i.e., those not employing DDLG
as the secondary primitive), and 3 representative regular
3D compositions, each using di�erent primitives.
Measurement Results. Our results are summarized in
Table 4, where each composition is assigned an index for
brevity. Overall, every composition results in multiplica-
tive amplification for at least one resolver, with the mea-
sured MAF matching the expected value.5 The strength
of compositions varies across resolvers. While there is no
clear winner, compositions involving the rewrite chain
and QMIN tend to be the most powerful. Below we high-
5Note that to calculate the expected MAF of a composition subject
to a resolver query quota, we must account for queries sent to
other nameservers in addition to the focal nameserver.

light our main observations from the evaluation, leaving
further explanation to Appendix B.

O1: Camp can bypass individual query limits. DNS re-
solvers have implemented various query limits (Table 3)
to bound resource consumption and hence reduce the
risk of DoS attacks. While e�ective for known attacks
that exploit individual amplification primitives, these
limits fail to address Camp: a composition’s MAF can
far exceed individual limits. A global quote on resolver
queries per client request would serve as a safety net to
curb the overall e�ect caused by any application-layer
amplification compositions. Yet a correct implementation
is non-trivial: among the three resolvers, only PowerDNS
gets this right (which is why it never reaches an MAF
over 60, or 100 when QMIN is enabled), whereas both
BIND and Unbound reset the corresponding counters
after each query rewrite or referral.

O2: Camp can grow exponentially. The results for 3D
compositions demonstrate that the amplification power
of Camp can grow exponentially in the number of dimen-
sions. In the case of Unbound, the tertiary primitives
contribute a perfect multiplicative factor to the MAFs
of compositions m and o. For a given resolver, it is pos-
sible to find the multi-dimensional, possibly irregular,
composition that produce the highest MAF. This is espe-
cially alarming in the absence of a correctly implemented
global query limiting mechanism.

O3: RFC compliance is critical but complicated. While
it remains controversial among DNS implementations
whether an ns name can own a cname/dname RR, it
is explicitly stated in RFC 2181 [16, §10.3] that “The
domain name used as the value of an NS record, or
part of the value of an MX record must not be an alias”.
BIND complies with this rule, protecting itself from
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adjusted according to the limits implemented by DNS
servers. Allowing these irregularities substantially adds
to the variety and flexibility of Camp attacks.

Since regular compositions already achieve large ampli-
fication beyond the reach of any individual attack vector,
we focus on them in the rest of this paper, leaving a full
accounting of arbitrary composition for future work.

4.4 Launching Real Attacks

Camp attacks build on the composition of amplification
primitives. We define an instance of a composition as a
group of RRs implementing it; each instance is activated
by one triggering query. An attacker can start with a
reconnaissance of the involved DNS servers for their vul-
nerabilities, then deploys the most e�ective composition
instances, and finally sends coordinated queries to trigger
the attack. Three types of targets are possible.

Focal Nameserver. At the center of amplification, a fo-
cal nameserver is a natural target of attacks. An attacker
can employ an array of resolvers and coordinate them
to process duplicate queries for composition instances
installed at the focal nameserver. The resolvers can be
those open ones on the order of millions [23], or the closed
ones accessible to the attacker, e.g., through a botnet or
Internet measurement probes [1]. An important factor
for prolonged attacks is the bypassing of resolver caching.
This can be achieved by deploying a large number of com-
position instances (which would increase the attacker’s
costs) for queries in rotation and/or setting small TTL
values for attack-related RRs.

Arbitrary Nameserver. Camp attacks can target an
arbitrary nameserver, including the root and TLD servers,
even if the attacker cannot install zone files on it. This is
enabled by compositions where the primitives along the
last dimension are fan-out. Specifically, we can change
the derivatives of these fan-out instances to ns names in
any zone hosted by the target nameserver. For example,
changing n[x][y].b.com to n[x][y].tld if the target
is a TLD server, or to ns.n[x][y] if the target is a root
server. In some cases, such as chaining ◊ fan-out or
self-probing ◊ fan-out, one of the ns names should
remain under the attacker’s control and resolve to a
server that provides the necessary RR for the resolver
to traverse along the primary primitive.

Resolver. When the target is a resolver, the attacker
will need to deploy composition instances on multiple
focal nameservers according to the servers’ capacities,
the expected attack intensity and duration, as well as
the algorithm used to coordinate triggering queries.

Table 3: Default query limits implemented by popular
open-source DNS resolvers to mitigate DoS risks.

Resolver Limits BIND
9.18.4

Unbound
1.16.0

PowerDNS
4.7.3

Concurrent ns queries 5 3 1
Failover ns queries - 3 9

Total ns queries - 6 10

Referral chain length 7 4 15
Rewrite chain length 17 12 12

QMIN iterations 5 10 10
DDLG iterations >20 >20 >20

Max queries per cli. req. 100 32 60/100

1: No explicit limit according to our measurement.
2: Controlled by PowerDNS’s max-ns-address-qperq parameter.

The default value 10 decreases for every additional ns RR in
a response to a minimum of 5.

3: Controlled by PowerDNS’s max-qperq parameter and raised
to 100 when QMIN is enabled.

5 Evaluation

We have validated Camp vulnerabilities in both popu-
lar DNS software and public DNS services. The central
metric in our measurement is the message amplification
factor (MAF), which we define as the number of DNS
queries received3 by the focal nameserver during the res-
olution of one triggering client request. Other common
metrics include the packet amplification factor (PAF)
and the bandwidth amplification factor (BAF). Clearly,
the MAF establishes a lower bound on amplification
power4. Using MAF also aligns with our focus on ana-
lyzing application-layer vulnerabilities while abstracting
away lower-layer details.

Ethical considerations. For measuring open resolvers
(Section 5.2) and attack simulation (Section 5.3), we use
our own domains and authoritative nameservers without
a�ecting the public DNS infrastructure, except occasion-
ally sending a few queries to root and TLD servers. Our
servers run on cloud VMs. We have confirmed with the
cloud provider that our experiments do not violate their
user policy nor raise any security alert. The experiments
generate small volumes of intermittent queries: even in
the most intensive simulated attack, no more than 200
queries per second (QPS) on average are sent by each
resolver within half an minute. The query load is negli-
gible compared with their usual workloads (QPS in the
millions or higher), and all attack-related RRs have a
low TTL of 5 seconds. Therefore, our experiments have
no impact on the public resolvers’ normal operation.

3Some studies count both tra�c sent and received by a server [5].
4For DNS amplification attacks, the PAF can be 5◊ larger than
the MAF if TCP fallback is factored in [5], and the BAF can be
even higher if, for example, DNSSEC is enabled.

Message amplification factor (MAF)* measured on a controlled local testbed

*MAF = #queries received by focal nameserver 
       <= #queries sent by the amplifying resolver ^Resovler queries for IPv6 nameserver disabled

^
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Concluding remarks

Analysis framework can incorporate new features, e.g., SVCB record

First systematic study of application-layer amplification intrinsic to DNS

CAMP can explore the full amplification potential of a resolver

100—1000s of MAFs on real-world resolvers

Disclosure status

Initially to BIND, Unbound, and PowerDNS, patched with better query limiting

To international DNS entities via Swiss National Cyber Security Centre NCSC

Amplification can be upper-bounded but not eliminated
Mitigation at protocol-, impl-, and operation-level

Thank you!  
Questions?

Contact: huayi.duan@inf.ethz.ch
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