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Today’s network structure is hierarchical,

… processes are hierarchical
    Purdue Model

    Control systems collocated with processes 

… it is good for security
    Layered security protects the processes 

because ...
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Changes to the network
are challenging Purdue

    SDN has taken over the datacenter

    IT/OT convergence is bringing SDN to the factory 

    IEEE Time-Sensitive Networking (TSN) enables
    standard Ethernet to replace today’s fieldbusses

IEEE 802
Ethernet

+ TSN 
Profile

Cellular 
fronthaul Audio-Video 

Bridging

Industrial 
automationCloser integration

→ Harder to separate Purdue levels

Centrally managed technologies
→ Reduced robustness of distributed security enforcement
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Changes to the automation infrastructure
are challenging Purdue

Dedicated systems are replaced by general-purpose components

IT/OT convergence

Virtualized Automation Functions: Soft-PLC, Soft-SCADA, Soft-HMI

No need to place virtual functions close to the process

Placed at the edge

Placed in the cloud

→ Logical and physical location must be decoupled
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Changes to information flows ...
Flows increasingly cross more then 1 Purdue level

→ High management overhead and reduced security

Changes to threat models ...

Changes to operation models ...

… are challenging Purdue 

Attackers increasingly enter at lower Purdue levels
→ Incremental security undermined

Remotely operated plants
→ Control traffic exposed to inter-domain networks
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A Tableau production plant flattens the hierarchy

Separate end host and transit 
functions of network

Each zone has a dedicated 
Transition Point

Flattened hierarchy with full 
connectivity

Single, centrally administered
zone transition policy

Open transit network
with protected inter-TP traffic

6

https://app.diagrams.net/?page-id=GDRXYiQTMC3-HGAt2Uiz&scale=auto#G1KWvuqwKOEWVxot5kK47sjDVrhC3qFocZ


Tableau facilitates hybrid plant-cloud networks

Physical layout

Logical view
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Tableau simplifies multihoming 8
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Tableau is brownfield compatible

Partial Deployment

Hierarchical overlay
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Mondrian facilitates inter-transition point traffic

Designed for enterprise 
networks

All Inter-TP traffic is encrypted 
+ authenticated

Zone transitions checked 
against central policy file

TP overhead < 5 μs

Inter-Domain 
transit zone
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Mondrian facilitates inter-transition point traffic

Designed for enterprise 
networks

All Inter-TP traffic is encrypted 
+ authenticated

Zone transitions checked 
against central policy file

TP overhead < 5 μs

Inter-Domain 
transit zone
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But what about defence in depth?

Complexity leads to poor security

Threat (and network) models are changing
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Tableau facilitates

Policy simplification

Fine-grained zoning

Automated network verification

Layered firewalls
Heterogenity

defence in depth



Tableau introduces structured heterogeneity

operating on
one policy

verified by 
heterogeneous 

verifiers

Heterogeneous transition points from heterogeneous 
controller 

implementations
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require a threshold
number of flow approvals 
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Conclusion

IIoT and IT/OT convergence are challenging OT defences

Purdue assumptions on network no longer hold
⇒ Security is eroding

Tableau flattens OT networks and
enables flexible inter-domain traffic management
with centralized policy management 

Modern security practices and structured heterogeneity
replace layered firewalls where needed
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