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Web PKI

» Essentiabuildingblockfor securityon the Internet
e Basinf TLS, HTTPBpoH Dok X
« Myriad of improvementsand extensions
 OCSPs(apling
 CertificateTransparency

« ACME
e X
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Web PKis TooRIgid

{I trust CA Xnorethan CA'Y | trust CA Ymore than CA X}

M
mé

Heterogeneouglobalsociety I trust CA Yor .chdomains
requiresmore flexibility! {' trust CA X buonly for .ch and CA Xor all other domains

domains

EqualTrustplacedinto afixed setof CAs
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Problems irthe Web PKI

WeakestLink Security No TrustFlexibility Limited Controfor DomainOwners

n Object Token
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Date Modifi.. Expires Keychain

AC

View... Edit Trust... Import... Export... Delete or Distrust...
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o

A mercial

AffirmTrust Networking certificate -- System Roots c en s s

System

(¥ sslmate

#eert #um'que Pp #domain
crt.sh 407,660 327,019 | 14.4% 104
SSLMate 201,954 201,954 |47.1% 164
Censys 418,382 333,993 | 12.6% 120
Google Monitor 268,152 181,664 [52.3% 546
aC O Facebook Monitor 327,805 252,189 [ 34.0% 289
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| ackof Innovation

@ Decision:
Two validation failures

Can’t issue the cert

o All CAanustimplementa
new securitymeasure

e Lackof incentivesto bethe
first oneto innovatd

 Trust rootchangesause
collateraldamage

 Removabf CAdeadsto S
u navallabldsecu re we bSIteS Victim domain A Adversary

GExperience®eployingMulti-VantagePoint Domain Validation 4t S Er@r@pﬁv
Birgel] SS SiG Ffodx ! {9bL- {SOdzNAR(& WHuwm

Cert request:
| own domain A
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Flexible PKI {PKI)

 Fixfor weakestlink securityin Web PKI

e Flexiblenotion of trust

 Increasecdcontrol over certificatesfor domainowners
* Incrementaldeployability

No serversidemodificationsin HTTPS

» LeverageexistingCTinfrastructure
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Web PKI
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Web PKIWeakestlink Security

S

o i o

CA



FixXWeakeslLink Security

Validatecertificatesfrom all CAs detectmisbehavingCA

X 1. Howdo we fetch all certificates?
CA 2. Whatare conflictingcertificates?
&) « Differentpublickeys?
——  Different Issuers?
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DomainOwnerDefinesConflicts

PN
P
Ownerof bank.com CA
FPKIPolicies (" csr )
 AllowedlIssuers Policy:
 AllowedSubdomains No subdomains
e AllowWildcards
e Maximum Lifetime
e X
4 )
Policy: —
<« Nosubdomains

X

- J
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Web PKI Validation

ETH:zurich

=]
=
RelyingParty Domain
T HTTPS
X.509Cert —

Web PKI Validatio

Accept Reject
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FPKI Validation

=i
? R -l
Policy Oracle RelyingParty Domain
T HTTPS
X.509Cert —
CA, CA and CA
L=
N All signedPolicies
-
Web PKI Validatio
FPKI Policy Validatiorl
Accept Reject
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Policiessignedby the CAs CA CA
and CAare considered i.e.,these
CAsare saidto be "highlytrusted"

{CA,CACA}
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UseStrongestPossible Policy
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Policies

» Allowedlssuersiftersection

EXN. [, [cscx

» AllowedSubdomainsifitersection

{a-z}.example.com @ . b.example.com

» AllowWildcards lpgicalconjunction

Allow N8 -“

Disallow

e Maximum Lifetime rinimum)

i EENEES R monive

Final Policy

={CA}

= b.example.com

= Disallow

=n8onths

27.04.2022 14



EnableTrustFlexibility

[ 4
Highlytrust CAsusingmuilti-
vantagepoint ACME
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UserDependentlrust

@
ﬁ Highlytrust CAsusingmulti- l‘
vantagepoint ACME

® Whois highlytrusted? [ 4 H
o = VAN ﬁ
Dl Poli Dl Poli
% ” )
A R X R
~—/
m Policy Dm licy
S S
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UserDependentlrust

Highlytrust CAsusingmulti- l‘
vantagepoint ACME

- Highlytrust CAdocated l‘
ﬁ iIn my own country
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| highlytrust | highlytrust
US CAs Swiss CAs

f() = {US CAs} f() = {Swiss CAs}
D, E 2 E
X R X R

~— e/
m Policy Dm Policy
¥ -
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DomainDependentlrust

o [ Howcanl g
i ?
ﬁ Highlytrust CAsusingmulti- l‘ definet()* ®
vantagepoint ACME w
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{US CAs}
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—
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DomainrDependentlrust

vantagepoint ACME

[ Howcanl g
inef()?
ﬁ Highlytrust CAsusingmuIti-J l‘ definef(): ®

™ ~< Highlytrust CAdocated 16 f(*.google.com) =
ﬁ in my own country {Google CAs}

)
. mail.google.com

Highlytrust Google Q
® CAdor google.com l‘ maps.google.comm———
subdomains y E
" - -

Highlytrust US CAs l‘ ;zfglzaéom -
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"
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f() isdefinedoverthe
validateddomain
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f(*.gov) = {US CAs}

usa.gov

state.gov

X

trade.gov

A
Policy

27.04.2022 19



Whatisour Policy Oracle?

Map Servers!

* Fetcheertificatesfrom CT logservers

* Providegnappingfrom domainto all existingcertificates

» Usesa sparseMHT1to store certificatesand verify correctoperation

* Providescryptographigoroof of the (non-)existenceof a certain
domainto certificatesetmapping
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Certificateand Proof Retrieval

Domain Owner
|
4. (cert. upload)

v

Web Server |<--

Optiona. > 6
(stapling) (TLS)

\M/

Browser

~~~~~

— 1. (certificate request) —>
<—— 3. (issuance)

(stapling)
[T

Certification Authority

7

”

2. (log submission)

7~

yA
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Option a.
g --=> Map Servers
/ Certificate
| Names): ...
1 Public key: ...
Issuer: ...
Highly Trusted Policies: ...
CA1, CAs, ... Signature: ... 9 )
Trusted
CA3, CA4, ...
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Certificateand Proof Retrieval

—— 1. (certificate request) —>

Domain Owner .
<—— 3. (issuance)

Certification Authority

! 4
4. (cert. upload) 2. (log submission)
v ya
/ Web Server |<--- --=>{ Map Servers
5. 6. | / Certificate
(TLS) option b. S| Namegsy:
(fetching) 1 Public key: ...
\ | \l/ / Issuer: ...
Highly Trusted Policies: ...
BI’OWSE‘I’ CA,. Chs, ... Signature: ... 9 )
T Trusted
CA3, CA4, ...
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Certificateand Proof Retrieval
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Stapling
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Conclusion

 FPKlenablesinnovationandtrust flexibility in the Web PKI
 FPKlextendsCT andsincrementallydeployable
» Workingproof-of-conceptimplementation

Cyrill Krahenbhl
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