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Web PKI

•Essential buildingblock for securityon the Internet

•Basis of TLS, HTTPS, DoH, DoTΣ Χ

•Myriad of improvementsand extensions
•OCSP (stapling)

•CertificateTransparency

•ACME

•Χ
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Web PKI isTooRigid

Heterogeneousglobal society
requiresmore flexibility !

I trust CA Y more than CA X

I trust CA Y for .chdomains
and CA X for all other domainsI trust CA X but only for .ch

domains

I trust CA X more than CA Y

EqualTrust placedinto a fixed setof CAs
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NoTrust Flexibility Limited Control for Domain Owners
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WeakestLink Security

Problems in the Web PKI

Lack of
Innovation
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Lack of Innovation

•All CAs must implementa 
newsecuritymeasure

•Lack of incentivesto be the
first oneto innovate!

•Trust root changescause
collateraldamage

•Removalof CAs leadsto
unavailable(secure) websites
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άExperiencesDeployingMulti-Vantage-Point Domain Validation at [ŜǘΩǎEncryptέ, 
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Flexible PKI (F-PKI)

•Fix for weakestlink securityin Web PKI

•Flexible notion of trust

•Increasedcontrol overcertificatesfor domainowners

•Incrementaldeployability

•Noserver-sidemodificationsin HTTPS

•LeveragesexistingCT infrastructure
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Web PKI
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example.com

CA

example.com



Web PKI: WeakestLink Security
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CA1
CA2 CAnΧ



Fix WeakestLink Security
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1. Howdo we fetch all certificates?
2. Whatareconflictingcertificates?

• Different publickeys?
• Different Issuers?

Validatecertificatesfrom all CAs ᵼdetect misbehavingCA

CA1

CA2

CA3



CSR

Domain OwnerDefinesConflicts
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Ownerof bank.com CA

Policy:
Nosubdomains

F-PKI Policies:
• AllowedIssuers
• AllowedSubdomains
• AllowWildcards
• Maximum Lifetime
•Χ

Policy:
Nosubdomains



Web PKI Validation
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RelyingParty Domain

HTTPS

X.509 Cert

Web PKI Validation

Accept Reject



F-PKI Validation
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RelyingParty Domain

Policy

Policy

Policy

{CAX,CAY,CAZ}

Policiessignedby the CAs CAX, CAY, 
and CAZ areconsidered, i.e., these
CAs aresaidto be "highlytrusted"

HTTPS

X.509 Cert

Accept Reject

Policy Oracle

?

CAX, CAY, and CAZ

All signedPolicies

F-PKI Policy Validation

Web PKI Validation



Use StrongestPossible Policy

27.04.2022Network Security Group 14

Policy

Policy

Policy

᷊ ᷊ CA2,CA3CA1,CA2CA1,CA2 = {CA2}

• AllowedIssuers (intersection)

᷊ ᷊ b.example.com*{a-z}.example.com = b.example.com

• AllowedSubdomains (intersection)

᷈ ᷈ Disallow-Allow = Disallow

• AllowWildcards (logicalconjunction)

ȟ ȟ3 months1 year10 years )                   = 3 monthsmin(

• Maximum Lifetime (minimum)

Final PolicyPolicies:



EnableTrust Flexibility
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Highlytrust CAs usingmulti-
vantagepoint ACME

Policy

Policy

Policy

{[ŜǘΩǎEncrypt}

D1

Χ

D2

Dm



User-DependentTrust
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Highlytrust CAs usingmulti-
vantagepoint ACME

Highlytrust CAs located
in my own country

Who ishighlytrusted?

Policy

Policy

Policy

{Swiss CAs}

D1

Χ

D2

DmPolicy

Policy

Policy

{US CAs}

D1

Χ

D2

Dm



User-DependentTrust
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Highlytrust CAs usingmulti-
vantagepoint ACME

Highlytrust CAs located
in my own country

I highlytrust
US CAs

I highlytrust
Swiss CAs

Policy

Policy

Policy

f() = {Swiss CAs}

D1

Χ

D2

DmPolicy

Policy

Policy

f() = {US CAs}

D1

Χ

D2

Dm



Domain-DependentTrust
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Highlytrust CAs usingmulti-
vantagepoint ACME

Highlytrust CAs located
in my own country

usa.gov

Χ

state.gov

trade.gov

mail.google.com

Χ

maps.google.com

calendar.
google.com

HowcanI 
definef()?

Highlytrust Google 
CAs for google.com 

subdomains

Highlytrust US CAs 
for .govDomains

Policy

Policy

Policy

{US CAs}

Policy

Policy

Policy

{Google CAs}

Highlytrust Google 
CAs for google.com 

subdomains

Highlytrust US CAs 
for .govDomains



Domain-DependentTrust
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Highlytrust Google 
CAs for google.com 

subdomains

Highlytrust US CAs 
for .govDomains

Highlytrust CAs usingmulti-
vantagepoint ACME

Highlytrust CAs located
in my own country f(*.gov) = {US CAs}

f(*.google.com) = 
{Google CAs}

HowcanI 
definef()?

f() isdefinedoverthe
validateddomain!

usa.gov

Χ

state.gov

trade.gov

mail.google.com

Χ

maps.google.com

calendar.
google.com Policy

Policy

Policy

Policy

Policy

Policy



Whatisour Policy Oracle?

Map Servers!

•Fetchescertificatesfrom CT log servers

•Providesmappingfrom domainto all existingcertificates

•Usesa sparseMHT to storecertificatesand verifycorrectoperation

•Providescryptographicproof of the (non-)existenceof a certain
domainto certificatesetmapping
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Certificateand Proof Retrieval
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Certificateand Proof Retrieval
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Certificateand Proof Retrieval
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DNS Stapling



Conclusion

•F-PKI enablesinnovationand trust flexibility in the Web PKI

•F-PKI extendsCT and is incrementallydeployable

•Working proof-of-conceptimplementation
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Thank you for your attention!
Cyrill Krähenbühl
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cyrill.kraehenbuehl@inf.ethz.ch


