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Overview 

● Problem Setting

● Comparison with Existing Public Key Infrastructures

● Verifiable Geographical Database

● Implementation & Evaluation

● Conclusion
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Research Question and Main Contribution

How can we efficiently authenticate ownership 
of 3D spaces in the digital world?
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Design and implementation of the 
geographical public key infrastructure GECKO



Why is Associating Digital Assets with their Physical 
Location Useful?

Evil Twin Hotspot → Steal 
credit card information
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Online Real Estate and 
Renting Fraud → Buy/rent 

fake real estate

Fake Payment Terminals → 
Divert money to attacker



Securing Digital Assets Through(out) the Physical World

Securing digital assets through the physical world:

➢ GECKO provide an additional trust anchor in the physical world
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Securing digital assets throughout the physical world:

➢ GECKO covers all possible physical spaces



Securing Digital Assets Through Certificates …
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google.com

… in the Internet … in the Physical World

Geo 
CA

Prove ownership of 
occupied space

Web 
CA

Prove ownership of 
domain

Description of the 
3D space occupied 

by the shop



Obtaining Certificates …
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… in the Internet … in the Physical World

google.com

Who owns the shop at 
my current location?

?Geo Map 
Server

WWW

In-band via 
HTTPS



Geo Map Server Requirements

● Return all certificates (cannot hide certificates)
● No split-view attacks (cannot hide certificates to 

specific users)
● Non-repudiation (results provide proof of possible 

misbehavior)
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[1] Chuat, L., Krähenbühl, C., Mittal, P., & Perrig, A. (2022). F-PKI: enabling innovation and trust flexibility in the HTTPS 
public-key infrastructure. In Proceedings of the Symposium on Network and Distributed Systems Security (NDSS). 
https://dx.doi.org/10.14722/ndss.2022.24241.

Same as Domain Map 
Server in F-PKI [1].
NDSS Presentation: 
https://www.ndss-symposium.org/
ndss-paper/auto-draft-250/

● Proofs of absence (attest to the 
non-existence of certificates in a given 
space)

● Efficient ingestion and lookup

https://dx.doi.org/10.14722/ndss.2022.24241
https://www.ndss-symposium.org/ndss-paper/auto-draft-250/
https://www.ndss-symposium.org/ndss-paper/auto-draft-250/


Merkle Tree as Verifiable Data Structure

● Merkle trees enable verifiable proofs of presence since all content of the 
Merkle tree is determined by the value of the tree head

● Merkle trees over ordered data enable verifiable proofs of absence
● Representing all possible 3D space is infeasible → use a sparse Merkle tree
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Node 1:
V1 = H(V2, V3)

Node 2:
V2 = H(V4, V5)

Node 3:
V3 = H(V6, V7)

Node 4 Node 5 Node 6 Node 7



Spatial Structure

Ellipsoidal Shell around 
earth from -11000 meter 
(below Mariana Trench) 
to 21767 meter (above 

Mount Everest)
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A frustum is specified 
by latitude and 
longitude polygon 
and extrudes along 
the earth ellipsoid 
between a minimum 
and maximum 
altitude.

For example:
[45° N, 67° 30’ N) x 
[0° E, 22° 30’ E) x 
[5384 m, 21768 m)



Efficient and Verifiable Geographical Merkle Tree

Mapping spatial structure to Merkle tree:

● Deterministic Dimensionality 
Reduction (3D space to 1D space) → 
proofs of absence

● Spatially ordered Merkle tree data → 
proofs of absence (sparse tree)

● Preserve locality → efficient proofs 
of absence

Possible approaches:

● k-d trees, Gray codes, Z-order 
curves

11Image Credit: David Eppstein (https://commons.wikimedia.org/wiki/User:David_Eppstein/Gallery)

https://commons.wikimedia.org/wiki/User:David_Eppstein/Gallery


Efficient and Verifiable Geographical Merkle Tree
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Space (3D)

Surface Tree (2D)

Longitude

La
tit

ud
e

Altitude Sub-Tree (1D)

Meters above 
sea level

Z-order curve Binary tree

Primary Index Secondary Index



Surface Tree
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[0° E, 180° E) x
[-90° N, 90° N)

[0° E, 180° E) x 
[0° N, 90° N)

[-180° E, 180° E) x
[-90° N, 90° N)

Western Hemisphere Eastern Hemisphere

Surface Tree 
Bit String

Altitude Sub-Tree 
Bit String



Altitude Sub-Tree
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Mariana Trench (-11000 meter)

Maximum Altitude (21767 meter)

Sea Level



Altitude Sub-Tree
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Mapping from bit strings to altitude ranges

ε = [-11000m - 
21767m]

1 = [5384 -
21767m]

0 = [-11000 -
5384m]

11 = [13576 -
21767m]

10 = [5384 -
13576m]

01 = [-2808 -
5384m]

00 = [-11000 -
-2808m]



Efficient Ingestion

Ingestion of certificate with polygon S:

1. Determine appropriate grid size
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Grid Size



Efficient Ingestion

Ingestion of certificate with polygon S:

1. Determine appropriate grid size
2. Find a starting node N of the given 

grid size overlapping with S
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Starting Node N



Efficient Ingestion

Ingestion of certificate with polygon S:

1. Determine appropriate grid size
2. Find a starting node N of the given 

grid size overlapping with S
3. BFS among spatial neighbors to 

find intersecting nodes
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Efficient Ingestion

Ingestion of certificate with polygon S:

1. Determine appropriate grid size
2. Find a starting node N of the given 

grid size overlapping with S
3. BFS among spatial neighbors to 

find intersecting nodes
4. Merge sibling nodes until no more 

siblings exist (find smallest set of 
covering nodes)
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Grid Size



Efficient Ingestion

Ingestion of certificate with polygon S:

1. Determine appropriate grid size
2. Find a starting node N of the given 

grid size overlapping with S
3. BFS among spatial neighbors to 

find intersecting nodes
4. Merge sibling nodes until no more 

siblings exist (find smallest set of 
covering nodes)

5. Create non-existent nodes
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Efficient Ingestion

Ingestion of certificate with polygon S:

1. Determine appropriate grid size
2. Find a starting node N of the given 

grid size overlapping with S
3. BFS among spatial neighbors to 

find intersecting nodes
4. Merge sibling nodes until no more 

siblings exist (find smallest set of 
covering nodes)

5. Create non-existent nodes
6. Add the certificate to all nodes
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Efficient Lookup
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Over-approximate Search Space 
(convert complex search polygon 

frustum-based approximation)

Bit-string-based DB lookups 
(without prefix matching)

Sparse Merkle tree reduces storage 
and number of returned nodes

Easy query parallelization



Implementation & Evaluation

● Geo Map Server written in Go with PostgreSQL Backend
● Browser-based GUI using JavaScript, Web Assembly, and the 

OpenStreetMap API
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Request and Response Sizes
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Lookup Time
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Total time = query build time + verification time + map server query latency

Map server query 
latency ~5ms



Comparison with state-of-the-art: Map Server Merkle Tree
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System GeoPKI (Kim et al., EuroPKI ‘12) GECKO (our system)

Spatial Structure Divided unit cube around earth Shell (frustums) around earth

Logical Structure (Hierarchical) Sparse Merkle tree Sparse Merkle tree

Revoke by … … claiming space with a higher security level … removing certificate from tree

Proofs of Absence ✅ ✅

Theoretical Analysis ✅ ✅

Implementation and Evaluation ❌ ✅

Verifiable Data Structure? ❌ ✅

Overlapping Space Claims? ❌ ✅

Efficient large spaces? ❌ ✅

Efficient small spaces? ❌  (✅ without neighbors) ✅



Conclusion

● Location information is a valuable trust anchor and solves novel use cases for 
authentication of digital assets in the physical world

● The geographical PKI GECKO enriches the Web PKI with authentic location 
information

● We show feasibility of GECKO with a prototype implementation that serves up 
to 19000 queries per second at a millisecond latency on a single machine
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Thank you for 
your attention!

Cyrill Krähenbühl
Princeton University

cyrill.k@princeton.edu



Backup Slides

28



Efficient and Verifiable Geographical Merkle Tree

● The surface tree uses Z-order curves 
to specify a closed latitude-longitude 
polygon using interleaved longitude 
and latitude coordinates

● Each surface tree node contains an 
altitude sub-tree specifying a 
minimum and maximum frustum 
height
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Design Overview
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F-PKI (NDSS ‘22)
Focus of this 
presentation

Analogous to Certificate 
Transparency (RFC 6962)

See extended technical 
report for details



Verifiable Append-Only Data Structure (same as F-PKI [1])

1. Non-repudiation:
● Geo log server records all certificates (append-only Merkle tree with 

signed root)
● Geo map server ingests log server certificates (sparse Merkle tree with 

signed root)
2. Cannot hide certificates:

● Auditor verifies that all certificates were added to the geo map server 
(reconstruct sparse Merkle tree and verify root signatures) 

3. No split-view attacks:
● Users and auditors gossip root signatures among themselves to detect 

split-view attacks
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[1] Chuat, L., Krähenbühl, C., Mittal, P., & Perrig, A. (2022). F-PKI: enabling innovation and trust flexibility in the HTTPS 
public-key infrastructure. In Proceedings of the Symposium on Network and Distributed Systems Security (NDSS). 
https://dx.doi.org/10.14722/ndss.2022.24241.

https://dx.doi.org/10.14722/ndss.2022.24241


Bit String Discretization
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Grid Assignment During Ingestion
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Node Concentration of OpenStreetMaps Dataset
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Highest Concentration at ~10m grid 

size without altitude information

Local Peak at ~4m height



Parallelism

35Setup: Intel(R) Xeon(R) Gold 6242 CPU @ 2.80GHz (64 cores), 190GB of RAM



Ingestion Rate
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Example Run - Ingestion
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Merkle Tree Root:
V(ε,ε) = ∅Start with an empty Merkle tree



Example Run - Ingestion
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V(0,ε) = 
H(∅ || ∅ || 

H(C1))
V(1,ε) = ∅

Merkle Tree Root:
V(ε,ε) = H(V(0,ε) || ∅)Add green certificate C1 covering 

parts of the Pacific Ocean

V(00,ε) = ∅ V(01,ε) = ∅



Example Run - Ingestion
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V(10,ε) = H(∅ || 
∅ || H(C2))

V(11,ε) = H(∅ || ∅ || 
H(C3) || H(C4))

V(0,ε) = 
H(∅ || ∅ || 

H(C1))
V(1,ε) = 
H(V(10,ε) || V(11,ε))

Merkle Tree Root:
V(ε,ε) = H(V(0,ε) || V(1,ε))Add three more certificates in asia 

and australia

V(00,ε) = ∅ V(01,ε) = ∅



Example Run - User Query
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V(10,ε) = H(∅ || 
∅ || H(C2))

V(11,ε) = H(∅ || ∅ || 
H(C3) || H(C4))

V(0,ε) = 
H(∅ || ∅ || 

H(C1))
V(1,ε) = 
H(V(10,ε) || V(11,ε))

Merkle Tree Root:
V(ε,ε) = H(V(0,ε) || V(1,ε))Is there a certificate in 

south america (SA)?

V(00,ε) = ∅ V(01,ε) = ∅



Example Run - User Query
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V(10,ε) = H(∅ || 
∅ || H(C2))

V(11,ε) = H(∅ || ∅ || 
H(C3) || H(C4))

V(0,ε) = 
H(∅ || ∅ || 

H(C1))
V(1,ε) = 
H(V(10,ε) || V(11,ε))

Merkle Tree Root:
V(ε,ε) = H(V(0,ε) || V(1,ε))Is there a certificate in 

south america (SA)? No:
● No certificate in (ε, ε) ✅

V(00,ε) = ∅ V(01,ε) = ∅



Example Run - User Query
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V(10,ε) = H(∅ || 
∅ || H(C2))

V(11,ε) = H(∅ || ∅ || 
H(C3) || H(C4))

V(0,ε) = 
H(∅ || ∅ || 

H(C1))
V(1,ε) = 
H(V(10,ε) || V(11,ε))

Merkle Tree Root:
V(ε,ε) = H(V(0,ε) || V(1,ε))Is there a certificate in 

south america (SA)? No:
● No certificate in (ε, ε) ✅
● C1 in (0, ε) does not

overlap with SA ✅

V(00,ε) = ∅ V(01,ε) = ∅



Example Run - User Query
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V(10,ε) = H(∅ || 
∅ || H(C2))

V(11,ε) = H(∅ || ∅ || 
H(C3) || H(C4))

V(0,ε) = 
H(∅ || ∅ || 

H(C1))
V(1,ε) = 
H(V(10,ε) || V(11,ε))

Merkle Tree Root:
V(ε,ε) = H(V(0,ε) || V(1,ε))Is there a certificate in 

south america (SA)? No:
● No certificate in (ε, ε) ✅
● C1 in (0, ε) does not

overlap with SA ✅
● Nodes (00, ε) and (01, ε) 

represent an empty 
subtree (∅) ✅

V(00,ε) = ∅ V(01,ε) = ∅



Example Run - User Query
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V(10,ε) = H(∅ || 
∅ || H(C2))

V(11,ε) = H(∅ || ∅ || 
H(C3) || H(C4))

V(0,ε) = 
H(∅ || ∅ || 

H(C1))
V(1,ε) = 
H(V(10,ε) || V(11,ε))

Merkle Tree Root:
V(ε,ε) = H(V(0,ε) || V(1,ε))Is there a certificate in 

south america (SA)? No:
● No certificate in (ε, ε) ✅
● C1 in (0, ε) does not

overlap with SA ✅
● Nodes (00, ε) and (01, ε) 

represent an empty 
subtree (∅) ✅

● Sig(V(ε, ε)) is correct ✅

V(00,ε) = ∅ V(01,ε) = ∅


