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GNSSes as the most practical and 
cost-effective sources of reference time.
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GNSS Failure
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GNSS Failure

ht
tp

s:
//

b
lo

g.
ap

n
ic

.n
et

/2
02

2/
01

/1
1/

w
e-

n
ee

d
-t

o
-r

et
h

in
k-

th
e-

re
si

lie
n

ce
-o

f-
th

e-
gl

o
b

al
-i

nt
er

n
et

-i
nf

ra
st

ru
ct

u
re

/

Global Navigation
Satellite Systems 

5



GNSS Failure

Synchronization over the 
network as active standby.

Network-based
Synchronization 
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Synchronization over the 
network as active standby.
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GNSS Failure

Node Failure

Any-to-any (A2A)
Synchronization 
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GNSS Failure

Node Failure

 

 

 

 

 

Everdeen
WNB: stop fault propagation with 
neighbor-based synchronization.
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WNB: stop fault propagation with 
neighbor-based synchronization.
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WNB: stop fault propagation with 
neighbor-based synchronization.

DOSC: establish DDoS-resistant 
channels between neighbors.

Everdeen
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WNB Evaluation
WNB performs at least as well as A2A for the same proportion of initially malicious nodes.
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DOSC Evaluation
Linux-based router with offset measurements using 
chrony.
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Everdeen

• reduces reliance on GNSSes by incorporating network-based synchronization,

• achieves robustness by exclusively synchronizing among neighbors,

• simplifies deployment by leveraging existing infrastructure,

• and operates in a fully decentralized manner.
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