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Motivation

Killer app, 

needs secure user 

authentication

► Establish 

absolute identityBig Password

https://www.cl.cam.ac.uk/~fms27/pico/people/index.html

https://www.cl.cam.ac.uk/~fms27/

Ask for ID

https://www.cl.cam.ac.uk/~fms27/pico/people/index.html
https://www.cl.cam.ac.uk/~fms27/
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Motivation

Whistleblower may want to stay anonymous

HRW report: “All This Terror Because of a Photo”

Feb. 21 2023, p. 14

https://www.hrw.org/sites/default/files/media_2023/02/lgbt_mena02

23web_0.pdf

https://www.hrw.org/news/2023/03/09/uganda-new-anti-gay-bill-

further-threatens-rights
► Establish relative identity

https://www.hrw.org/sites/default/files/media_2023/02/lgbt_mena0223web_0.pdf
https://www.hrw.org/sites/default/files/media_2023/02/lgbt_mena0223web_0.pdf
https://www.hrw.org/news/2023/03/09/uganda-new-anti-gay-bill-further-threatens-rights
https://www.hrw.org/news/2023/03/09/uganda-new-anti-gay-bill-further-threatens-rights
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Motivation

General issue, IRL and online.

May mean life or death for marginalized

groups.

New trusted relationships through 

endorsements by people we already trust.

https://zh.wikihow.com/%E4%BB%8B%E7%BB%8D%E5%88%AB%E4%BA%BA

https://zh.wikihow.com/%E4%BB%8B%E7%BB%8D%E5%88%AB%E4%BA%BA
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- Motivation

- The Signal Protocol

- Safety Numbers

- A Trusted Introduction

- Open Questions

Outline
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The Signal Protocol

Out-of-the-box opportunistic encryption

- Resist passive eavesdropping

- Perfect forward secrecy

- Repudiation

- Practical key revocations

No out-of-the-box resistance against active attacks

- Impersonation attacks

- Man in the middle attacks

► User must mitigate through 

out-of-band verification of per-conversation 

safety number
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The Safety Number

Alice Bob

5200 x SHA-512 5200 x SHA-512

Truncate: 30 Digits Truncate: 30 Digits

Sort

57201 68526 22614 02096
72842 58817 91556 20178
54496 38276 72040 89909



My half of the safety 

number is: 
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How to securely initiate contact?

Bob

Diana

Carol

Safety numbers

https://BobTheJournalist.com

B

Eve’s great firewall

E

E

B

B

Eve
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number is: 

02.06.2023Christelle Gloor, Network Security Group, D-INFK 9

How to securely initiate contact?

Bob

Diana

Carol

Safety numbers

https://BobTheJournalist.com

B

Eve’s great firewall

E

E

B

B

Eve

Alice

AB

AC

AD
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A Trusted Introduction

Demo!
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A Trusted Introduction

Properties:

- Relative &

- Ephemeral trust

- Introducer information may be purged (anonymous introduction)

- On key change: user can query list of named introductions and request a refresh

- User controls sharing of information

► Process mirrors real-world human interactions

► Trustworthiness of introduction is anchored in preexisting trust-relationship with the introducer
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Open Questions

1. Introduction Chains?

Safety & sound reasoning  ↔ accessibility

2. How much can/should we automate?

3. How to approach threat communication?

4. Could gamification help speed up adoption?

BD

AD

DC

BC

Alice

Bob

AB

Carol

Diana
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Join the fun!

https://trusted-introductions.github.io/

https://trusted-introductions.github.io/


Thank you!

Christelle Gloor

CAB F81

Universitätstrasse 6

8092 Zürich

christelle.gloor@inf.ethz.ch
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Adrian Perrig

CAB F85.1

Universitätstrasse 6

8092 Zürich

adrian.perrig@inf.ethz.ch
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