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Abstract— Today’s Internet hosts are threatened by large-scale « TCP SYN Flooding: In this attack, an attacker sends TCP
[_)istr_ibuted_ Denial-of-Service (DDoS) attacks. The Path Identi- SYN packets as if to initiate a TCP connection with its
fication (Pi) DDoS defense scheme has recently been proposed victim. These SYN packets contain spoofed source IP

as a deterministic packet marking scheme that allows a DDoS dd hich the victim t t that
victim to filter out attack packets on a per packet basis with high addresses, which cause the vicim 1o waste resources tha

accuracy after only a few attack packets are received [40]. are allocated to half-open TCP connections which will
In this article, we propose the StackPi marking, a new packet never be completed by the attacker [9].

marking scheme based on Pi, and new filtering mechanisms. , Reflector Attack: In this attack described by Paxson [30],

The StackPi marking scheme consists of two new marking the attacker attempts to overwhelm the victim with traffic,

methods that substantially improve Pi's incremental deployment

performance: Stack-based marking and Write-ahead marking. by using intermediate servers to amplify the attacker's

Our scheme almost completely eliminates the effect of a few bandwidth and/or hide the attacker’s origin. The attacker
legacy routers on a path, and performs2—4 times better than the simply sends requests to the intermediate server with
original Pi scheme in a sparse deployment of Pi-enabled routers. a spoofed source IP address matching the victim's IP
For the filtering mechanism, we derive an optimal threshold address. The intermediate server only sees that a number

strategy for filtering with the Pi marking. We also develop a

new filter, the PilP filter, which can be used to detect IP spoofing of requests are supposedly coming from the victim, and

attacks with just a single attack packet. S0 sends its responses to the victim. When properly coor-
Finally, we discuss in detail StackPi's compatibility with dinated, a group of attackers can cause a flood of packets

IP Fragmentation, applicability in an IPv6 environment, and to hit the victim, without sending any packets directly to

several other important issues relating to potential deployment the victim itself. To amplify the traffic, the attacker setec

of StackPi. intermediate servers whose responses to the spoofed
Index Terms— Security, system design, distributed denial of requests are larger than the requests themselves. For

service defense, DDoS. example, in DNS server based reflector attacks, attackers

send short DNS lookup requests (50 bytes each), whose
|. Introduction replies can be over a thousand bytes long, thus giving

! the attacker a 20-fold traffic amplification. Other popular
I-A.IP Spoofing and DDoS Attacks reflectors are Internet game servers, where attackers can
Internet security is of critical importance to our sociesg use similar methods to gain two orders of magnitude of
the government and economy increasingly rely on the Interne traffic amplification [21].
to conduct their business, and people use the Internet as gpege types of DDoS attacks, which use large amounts
convenient vehicle for simplifying a wide range of tasksyf traffic to disable a victim server, are the focus of this
from banking to shopping. Unfortunately, the current In&r 5ticie. However, source IP address spoofing is also used in
infrastructure is vulnerable to a Distributed Denial of \Bee many other attacks. An attacker who wants to evade source
(DDos) attack. Because DDoS attacks typically rely on conp aqgress based packet filtering will use source IP spoofing.
promising a large number of hosts to generate traffic to d&ingna|ly, some DDoS attacks do not rely on source IP address
destination, the severity of DDoS attacks will likely inase as spoofing, because the attacker simply does not care whether
greater numbers of poorly secured hosts are connectedhe higr ot the machine that it has compromised is implicated in
bandwidth Internet connections. For example, an attacker Wiy attack, so long as the attacker itself remains unknown.
could compromise the popular SETI@Home [32] distributedyever, as source IP address filtering mechanisms become
computation software, or any popular P2P client, would tWider deployed (e.g., the Pushback framework [17], [28]),
able to harness several hundreds of thousands of hostSsifikely that attackers will have to resort to source IP addr

generate traffic for an attack. _ spoofing to increase the effectiveness of their attacks.
The weakness of the current Internet infrastructure that

facilitates DDoS attacks is the inability for a packet réeip

to authenticate that packet's claimed source IP address.l'lﬁ'
other words, an attacker can intentionally modify, spoof D
the source address of the packets it sends from a compromiBedause the current Internet infrastructure has few chfpadi
host. Two examples of DDoS attacks that rely on IP addretss defend against DDoS attacks, we need to design a new
spoofing are: network level defense mechanism against these attacks. In

Desired Properties of Defense Mechanisms against
0S Attacks



particular, a good solution to defend against these attackdated work in the DDoS defense literature. Finally, we
should satisfy the following properties: conclude in Section VIII.

» Fast response: The solution should be able to rapidly ) )
respond to and defend against attacks. Every secdnd Overview of Pi

of Internet service disruption causes economic damagg- ihis section, we present the key design elements of the

We would like to immediately enable blocking of attaCkpath |dentification (Pi) scheme. A full description of Pi can

traffic. _ be found in an earlier work [40].
o Scalable: Some attacks, such as TCP SYN flooding,

involve a relatively small number of packets. Howeverj-aA.  pi Properties

many DDoS attacks are large scale and involve thousanﬂfe Pi DDoS defense scheme is composed of a packet marking

of distributed attackers. A good defense mechanism m%ﬁgorithm that encodes a compldRath Identifier(Pi) in each

gsagfﬁgtlx)e haal%aglré Sfalr(zjvg-s(:e‘at:lze;tf;cukgt attacks, but als|o%cket; and a packet filtering algorithm, that determinas &o

N . DDoS victim will use the markings of the packets it receives
« Victim filtering: Some DDoS defense schemes in thg "~ . ) : -
. . Q, identify and filter attack packets. The uniqueness of & |i
literature assume that once the attack path is revealed . : . T
- ' . in the fact that the Pi marking scheme is deterministic at the
upstream routers will install filters in the network to drop i . .
: L . ath level: all packets traversing the same path receive the
attack traffic. This is a weak assumption because such a

procedure may be slow, since the upstream ISPs have Same marking. Because each packet contains the complete

; . . . &th marking, and the marking for a path is unchanging, then
incentive to offer this service to non-customer networ _— i . .
. : e victim need only identify a single attack packet or flow

and hosts. A defense mechanism should enable sites, [0 . .

o N . S (through some high level algorithm based on packet contents
perform local filtering, which is especially effective ifeh L

' or flow behavior) in order to block all subsequent packets

attack does not cause network congestion.

o . ._arriving from the same path, and presumably, from the same
« Efficient: The solution should have very low processin ) ; : .
ttacker. The next two sections describe the details of hiow P
and state overhead for routers and, to a lesser degreeg, . -
L marking and filtering work.
victim servers.
o Support incremental deployment: The solution is onl B. The Pi Marking Scheme

useful and practical if it provides a benefit when onl i ) _ )
a subset of routers in the network implement it. As ahh€ Pi marking scheme defines how the Pi-marks are gen-

increasing number of routers deploy the scheme, thefgated as a packet traverses the routers along its path to its
should be a corresponding performance increase. destination. Each Pi enabled router marksits into the IP

Many of the current DDoS defense schemes address onlldgntlflcatlon field of every packet it forwards — wheneis

subset of these properties. We review these schemes ilhidetaﬁ global constant equal to either 1 or 2. The IP Identification

: ) o “field is broken into|16/n]| sections, and each router marks
Section VII. Our Pi scheme satisfies all of the above propgrti its n bits into the section indexed by the packets current

TTL modulo [16/n|. Because the IP Identification field is
16 bits in length, each Pi-mark can hold markings from the
This article makes the following contributions. We proposkast 8 (» = 2) or 16 (» = 1) routers away from the packet’s
the StackPi marking, a new packet marking scheme basdsktination — a new router marking simply overwrites the
on Pi, and new filtering mechanisms. The StackPi markingarking of a previous router.
scheme consists of two mew marking methods that sub-Our research on Pi shows that the markings of the last 8 or
stantially improve Pi's incremental deployment performan 16 routers suffice for filtering out the majority of DDoS treffi
Stack-based marking and Write-ahead marking. Our scheeven though many different paths carry the same marking.
almost completely eliminates the effect of legacy routengmv Our analysis of the Internet map [7] and the Skitter tracirou
they constitute less than 20% of the topology, and performsaps [8] indicates that the average Internet path length is
2-4 times better than the original Pi scheme [40]. For threughly 15, which is almost double the number of hops that
filtering mechanism, we derive an optimal threshold strateghe n = 2 bit scheme can hold. Thus, the victim receives the
for endhosts and edge servers for filtering based on the rRarkings from only the last 8 routers in the= 2 bit scheme.
marking. We also develop a new filter, tR&lP filter, which We find that the filtering power of Pi improves if we prevent
can be used to detect IP spoofing attacks with a single local domain routers from marking, thus preserving the
attack packet. We also examine the conflicts between IPw#arkings from routers further away. For example, if the last
fragmentation and Pi marking, and Pi deployment in an IP\8hops are routers within our domain, we assume that we can
environment. configure them not to mark packets destined for our domain.
The remainder of this article is organized as follows: linternet packets would thus carry the markings from routers
Section Il we review the essential elements of the Pi scherdeto 11 hops away (assuming an= 2 marking scheme).
In Section Il we introduce our improvements to the Pi scheme It is critically important that the individual router’s mangs
and evaluate them in Section IV. In Section V, we descril&ve as high an entropy as possible, so that the probability o
the PIlP filter, and in Section VI we discuss IP Fragmentatiotwo distinct paths sharing — or, colliding at — the same Pi
IPv6 deployment and other issues. In Section VII we describgarking is as small as possible. For this reason, the reuter’

I-C. Our Contributions



marking bits are computed as the lasbits of the MD5 hash by the end-hosts (the attackers in the case of a DDoS attack),
of the current router’s IP address concatenated with the laany bits that are not overwritten by the routers in the path ca
hop router’s IP address. A Pi enabled router would cache fie used by an attacker to change between different markings.
marking bits for each interface to avoid recalculating theth In the ideal scenario of 100% deployment of the marking
for each forwarded packet. scheme, this effect is limited only to short paths. However,
The original Pi mark works well in a network where allas the percentage of non- marking (legacy) routers incsgase
routers implement Pi marking. Unfortunately, performandhe likelihood of completely overwriting the IP Identifigat
degrades substantially legacy routers are present, as theyfield correspondingly diminishes. In fact, TTL marking is
decrement the TTL but do not mark the packet. In this articlparticularly vulnerable to this effect, because of the theit
we introduce two new techniques that greatly enhance tlegacy routers decrement the TTLs of the packets that they
performance of Pi in the presence of legacy routers: tfi@ward. Thus, a single legacy router can cause a section of
Stack marking and the Write Ahead improvement, which wibe IP Identification field to go unmarked, at least until the

describe in Section Il TTL pointer wraps around again. However, with an= 2
bit scheme, this requires 8 more hops to be present in the
[I-C. The Pi Filtering Scheme path, the 8th of whichmustnot be a legacy router. These

The Pi filtering scheme defines how a DDoS victim uses tih@marked sections are callewarking holesecause they often
Pi-marks of the packets it receives to accept the least amo@f unfilled and leave attacker initialized bits in the Pi niagk

of attack traffic while accepting the most amount of legitiena e show the impact of legacy routers on TTL marking in
traffic. The simplest Pi filtering scheme is as follows: upog€ction IV.

identifying a particular Pi-mark as belonging to an attadky

observing malicious behavior in a packet or flow of packets

sharing a Pi mark), the victim dropl subsequent packetslll-B. Stack Marking

bearing the same Pi-mark. Unfortunately, because theraare = i o

constant number of Pi markg'f), as the number of attackers] N€ intuition behind Stack marking is the same as that for
increases it is more and more likely that any given Pi mark L markln_g: in order _to generate a path identifier that is
will receive some attack packets, hence causing all legitm representative of a particular path from a source to a destin

user traffic to be dropped as well. This effect is calhearking tion in the Internet, each router along the path must cautieib
saturation some small amount of information whose aggregate among the

To cope withmarking saturationthe victim needs to have MOUters of the path will be the Pi marking. However, instead
more flexibility in deciding whether or not to reject all pat  ©f USing the packets TTL to aggregate the markings from

with a particular Pi-mark. This flexibility can be defined irflifférent routers, each router instead treats the IP Iieation
terms of athreshold a value measured as the maximurfi€'d as though it were a stackUpon receipt of a packet, a
allowable ratio of attack packets bearing a particular Pikma©uter shifts the IP Identification field of the packet to the
to the total number of packets arriving with that Pi mark. Itfft by » bits and writes its marking bits (calculated in the
a threshold filter, the victim will only drop all packets wigh SaMe way as in TTL marking) into the least significant bits
particular Pi-mark if the ratio of attack to total traffic onat that were cleared by the shifting (as shown in Figure 1). In

Pi-mark equals or exceeds the threshold value. other words, the router simplgushesits marking onto the
stack. Because of the finite size of the Identification fiehe, t

. StackPi: A New Marking Scheme for Pi n most significant bits, which represent the oldest mark in the

packet, are lost in this process; just as in TTL marking. In
The Pi marking scheme presented in the previous sectiit, Stack marking and TTL marking are equivalent in the
performs well under the idealistic assumption that all eosit case of 100% deployment.

in the Internet implement it. However, one of the criterion f  The differences between TTL and Stack marking become
a DDos defense presented in Section I-B was that the schegigyent when legacy routers are introduced into the topolog
support incremental deployment; where not all routers & thypjike TTL marking, which interacts poorly with legacy
Internet participate in the marking algorithm. In this $&tf oyters because of its reliance on the packet's TTL which is
we fl_rst explain the weakness of_the 0r|g|nal Pi- markinghqdified by legacy routers, Stack marking does not rely on
algorithm (referred to as thETL markingalgorithm), and then he TTL, and hence, has no interaction with legacy routers
present two new schemeStack markingand routerwrite- 4t 4|, There are no longer anyarking holesbecause each
ahead which both dramatically improve Pi's incrementajnarking router places its mark adjacent to the last marking
deployment performance. router’s mark, in the least significant bits of the IP Identifi
cation field. Completely marking the whole field using Stack
marking requires only that there bh&6/»| non-legacy routers
An important property in the Pi marking scheme is that alinywhere in the path.

packets traversing the same path produce a single marking.

This property relies on there belng enough routers in a glVeqTo be precise, the StackPi markings are treated aginaowed stack,

path to cqmpletely overwrite the IP. I.de'?tiﬁc‘?tion f'eld Withsince the oldest markings are displaced by new markingspbsih andpop
their markings. Because the IP Identification field is ifited operations still manipulate the most recently added maykin

llI-A. Incremental Deployment Issues



O @ 2@e @

Uninitialized IP-

: ECompIeTe Packet
|dentification Field -

pushmy: ©  pushmy,; push myg; - push myg; Marking

S - Source Node :

D- Destination
Node

Fig. 1. The basic Stack Marking Scheme. This figure shows hewPilmark evolves as the packet traverses routers R1 througmially, the marking
field contains arbitrary data. In this example, each routeksaith n = 2 bits and the field has space for four router markings.

llI-C. Router Write-Ahead hop router’s marking onto the stack. If the topmost marking

Stack marking eliminates the interaction between Pi-awablS different from what the router's marking would be, then
routers and legacy routers that is present in TTL marking?e router will assume that the last-hop router was a legacy
However, Stack marking is still limited in that a path whicksh 'outer and will push its own marking as well as the next-
too few marking routers will still result in end-host iniized NOP router's marking onto the stack. There is a chance that
bits arriving at the victim; which allows attackers to shif® 1€9acy router placed between two Pi-enabled routers will
between different Pi markings. We can add an extra step to &l Undetected if it has the same marking as the Pi-enabled
marking scheme to improve this situation slightly. We alea "OULEr after it; this probability is equal tgh wheren is the
assume that each router knows the IP address of the last-Rg1°€" Of bits in each router's marking. Figure 2 shows an
routers or hosts from which it receives packets (this kndgee example of the stack based scheme with write ahead. However,

is necessary for generating the marking bits of each routG¥en if @ légacy router is missed in the Write-ahead scheme,

as explained in Section II-B). If we also assume that eaélaere is no wasted space in the IP Identification field; it is

router knows the IP address of the next-hop routers or ho§l§]ply as though the Write-ahead scheme was not used at all.
to which it is forwarding packets, then the router is capalfle T .ere.fore, the Stack marking scheme ,W'th Write-ahead is a
marking the packetsn their behalf All the router needs to do strict improvement over the stack marking scheme alone.
is substitute its own IP address for the last-hop IP addmeds a It is possible to build a mechanism that would allow a router
the next-hop IP address for its IP address when calculdti@g to detect that its last-hop neighbor in a path is a legacyerout
bits to mark (of course, the results of this calculation $ttouThis mechanism would allow a router to simply push its own
also be cached so that they need not be repeated for eaelrkings onto the stack without incurring the probability
forwarded packet). This second marking is caMgdte-ahead that the last Pi-enabled router's marking is identical te th
marking current router’s marking (causing the current router nadd

The benefits of Write-ahead marking are immediately eits own markings, as discussed above). Such a mechanism
ident when considering a Pi-enabled router followed by ebuld be as simple as noting a variation in the least-sigific
legacy router in a path. In this case, the Pi-enabled routsits of the incoming Pi mark between packets arriving on the
will mark not only for itself but also for the next-hop routersame interface and from the same last-hop (as determined by
the legacy router, so that its marks will be included as wellthe Link Layer address). This mechanism works because a

There is, however, a slight complication with the Writenon-legacy (Pi-enabled) router wouddways mark the same
ahead scheme: what happens when two Pi-enabled routersha®into the packet, resulting in the same bits arrivinghe t
adjacent to each other in a path? It would be a waste of spamext hop router. Thus, a variation in the least significatg bi
for the second Pi enabled router to add its own mark to tlaserved in the Pi-mark of a specific last-hop router inéigat
packet, since the first Pi-enabled router would have add#tdht at least that last-hop router is a legacy router. Uriliiee
that mark already. Therefore, we are forced to change dtrite-ahead scheme proposed above, this scheme may result
scheme slightly to accommodate this situation. Upon réceip extra markings being added to the stack in the particular
of a packet, a routgpeeks(the process of looking at the itemscenario where there exists a layer-2 network between three
in the top of the stack without modifying the stack itselfpr more Pi-enabled routers. The layer-2 routers will resvrit
at the least significant bits and compares the marking itthe Link Layer addresses of packets, which may cause one Pi-
finds there to what its own marking would be. If the markingsnabled router to see different Pi marks (generated by ttes ot
are identical, then the router will assume that the last héywo Pi-enabled routers) appear on the same interface with th
router is Pi-enabled and has already marked the field on tteme Link Layer address. To avoid the uncertainties with thi
current router's behalf. In this case, the current routelt wiegacy router detection scheme, we use the standard write-
skip pushing its own marking and will only push the nextahead scheme presented above in our subsequent simulations
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Fig. 2. The stack marking scheme with write-ahead. The newnsetalows the inclusion of markings from router R3, despiteftet that it is a legacy

router. Each router along the path first (a) checks the topmasking in the stack to see if it equals the marking that wouldeHaeen generated by the
router connected to the current router's incoming link, anithé topmost marking is not equal to that, the router adds thakingto the packet; and then
(b) adds the marking for the incoming link of the next-hop routethe stack.

IV. Analysis and Evaluation of the StackPi  Our DDoS simulations proceed as follows: a certain number
Improvements of pathsare selected, at random, from the topology file and

. . . assigned to be either attack or legitimate user paths. Ahef
In this section, we evaluate the performance of the Pi sche 9 9 b :

. : . 0S simulations have 5,000 legitimate users and vary the
under a simulated DDoS attack. We first review the DD(_) umber of attackers. We use an— 2 bit marking scheme

::agk rgt(.)gsl fg'ra:hvgeouf.fng o;lr Z'rg?l?;g)rg'revsvﬁofgepltgremé%d assume, as discussed in Section 1I-B, that the last three
quati Pl vVal ' hops of any path are under the victim's ISP control and thus,

g?nd(?lr a\t:lackj cl)f vtar)tlllqng ?_fevim]}’tﬁn%?va&%?ﬁ Itrskipn en;omaa do not add their marks to the packet. The results presenged ar
ally, we evaluate the efiect ot the Stac arking Ivero. . averages of 6 runs of each attack.

ments on Pi's incremental deployment performance.

IV-A. DDoS Attack Model IV-B. Threshold Filtering Performance in StackPi

In order to model Pi's performance un_de_r a D[_)OS gttack, Viecall from Section I1-C that the threshold value of the Réfil
must have some way for the DDoS victim to identify attaclg seq to give a DDOS victim some flexibility in deciding
packets, so that it can bootstrap the Pi filter. Unfortuyate|, oiner or not to drop all packets arriving with a particurar
this requires the simulation of a higher-level algorithnatth mark by setting a minimum acceptable level of user traffic
is likely to be dependept on thg .con'tent of.the trgffic (HTTFO that Pi mark. We showed in earlier work [40] that the
or DNS etc.) to make its classifications. Simulating such @f}eater the severity of the attack, the better higher tiuieish
algorithm is beyond the scope of this article. values performed. In this section, we derive the formula for

To compensate for this, we model our DDoS attack in W@ ontimal threshold value as a function of attack and user
phases: theearning phasend theattack phaseln the [eaming yatic and confirm the optimality of our result using our D&
phase, the victim is considered omniscient, and can de“er’m'simulation.

for each packet received, whether that packet originateah fr _In order to quantify the performance of the Pi filter, we

an attack or a legitimate user. This phase of the attaCkfstt define two metrics, representing the two different g/pe

used 0 S|mul_ate the_ effect of a h_|gh-level traf_nc and CONtRt orrors a Pi filter can makdalse positiveswhere legitimate
analysis algorithm, without specifying the algorithm ifs&he users’ packets are dropped; afafie negativeswhere attack-

knowledge gained in the learning phase is used to bootstrap, packets are accepted. For the purpose of our evalyation

tr:te Pk' fllr:er W'EE th? F ' marklngf of kng\_/;/fn att?c!:erst. In th9\/e refer to the following two metrics: thaser acceptance
attack phase, the viclim can no fonger differentiate a ratio; which is 1 minus the false positive rate, and #iacker

ta%eptance ratipwhich is exactly the false negative rate. We

drop decisions for every packet it receives. All of the resul yogh0 these two metrics in terms of the following simulation
presented are taken during the attack phase. The lengtkeof i .\ .

learning phase is 3 packets per legitimate user and 30 macket The total number of packets sent by entjty
per attacker. The length of the attack phase is 20 packets p v]_ - The total number of packets sent yaccepted by the
legitimate user and 200 packets per attacker. vi ct?m
For our experiments, we use Burch and Cheswick’s Inter ' : ; P : .
. . ' . . t tia,;, fi tit defined as:
Mapping Project [6], [16] topology and the Skitter Project ael a_ccvjp ance ratia,, for a given entiy 1S defined as

. : 7= p;
topology distributed by Caida [8]. Thus, fgr the set of all userd/, and all attackersA, the

H o _ v _ v
2Dye to space limitations, we only show the results from thet@kMap aCCceptance ratios are defmed@_s = ;- anday = 4 for
topology. the users and attackers, respectively.
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attack to set the value of the threshold in the attack phase
of the DDoS attack. Figure 3 shows the performance of the
optimal threshold filter relative to select constant thodégh
values for attacks of increasing severity. Each of the @ontst
threshold value curves is tangential to the curve of thenugti
threshold and intersecting at a single point on the curvergvhe
the optimal value of the threshold equals the value of the

constant threshold.

Acceptance Ratio Gap
o
>

el IV-C. Legacy Router Analysis

We now apply the optimal threshold filter to the two mark-
ing schemes: the TTL marking scheme from the earlier Pi
work [40] and the StackPi marking scheme introduced in
Section lll. Figures 4 and 5 show the acceptance ratio gaps
for the TTL and StackPi marking schemes, respectively, unde
increasing percentages of legacy roufers.

Under a DDoS attack, the victim would like to maximize, '€ 11L marking scheme performs as expected (and sim-

the user acceptance ratio and minimize the attacker acmm)ta”arly 0 |t_s performance in [40]), with a roughly constant
ecrease in performance per added percent of legacy routers

ratio. The two acceptance ratios are correlated in thresh his confirms our assertion from Section lll-A thatarking

filtering schemes, as a decrease in one can result in theser !
. . - olesgenerated by legacy routers go mostly unfilled, and result
of the other. The goal of the victim, then, is to maximize the : ) L
. o I more Pi markings per attacker and hence, less filtering
difference between the two ratios:

accuracy at the victim.

The situation is much improved using the StackPi marking
scheme. The slow performance degradation at low percentage
which we refer to asA, the acceptance ratio gapThe of legacy routers is due to two phenomenon. The first is
acceptance ratio gap is a useful metric to determine h@We elimination of the marking holes due to the stack based
a particular StackPi filter performs relative to other fdtermarking. Because most paths contain more routers than there
or to no filter at all. Without Pi marking and filtering, thejs space for in the IP Identification field, when some routers
victim can only make accept/drop decisions at random, whigfop marking, other routers’ marks simply take their place.
intuitively gives an equal user and attacker acceptande, ratrthe second phenomenon is the effect of the write-ahead
or an acceptance ratio gap of zero. Relative to other f”mrSimpro\/ement_ At low percentages of |egacy routers, it is
better filter has a higher acceptance ratio gap. likely that a legacy router will appear between two Pi-eedbl

In order to maximize the acceptance ratio gap, we must figuters. In this case, the write-ahead improvement allaws f
an optimal threshold value. We derived the optimal thresholhat legacy router's markings to be included by the Pi-esbl
value as follows: router appearing before it, so the legacy router has noteffec
on the Pi mark for that path. As the percentage of legacy

2000 4000 6000 100t

Number of Attackers
Fig. 3. Performance Comparison of threshold values.

fi= {1 if % < %7 routers goes beyond 60%, these two effects are minimal, and
0 otherwise. the performance degradation per percent increase in legacy
routers is equivalent between the TTL and StackPi marking
topt = i—U schemes.
A

. o . . Overall, the StackPi marking scheme outperforms the TTL
The details of the derivation are in the Appendix. marking scheme at all percentages of legacy routers, par-
This result indicates that in order to maximize thecylarly the low percentages. With StackPi marking, the Pi
acceptance ratio gap, unless the ratio of user traffic t@lattascheme provides some DDoS protection, even when as little

traffic at a particular Pi mark is greater than the ratio ofrus@s 209 of routers in the Internet implement the scheme.
traffic to attack trafficover all Pi marks then all packets

bearing that marking should be dropped. Because we prefer

to deal with thresholds as percentages, we normalize oufUnfortunately, our algorithm for introducing legacy rorgténto the topol-
optimal threshold value to be: ogy results in a uniform distribution, which may be unredistt is more
' likely that clumps of routers in a path - perhaps belonging tpagicular

pU organization - will be updated over a short period of time. Afanm

topt = ————
v pa+pu

distribution also biases the results in favor of the Staakfrking scheme
because it is more likely that a single legacy router, rathanta series of
them, will appear in a uniform distribution. We are working experiments

~ To calculate the value of the threshold the victim uses th yiize different distributions to model the occurrenaf legacy routers
information from packets in the learning phase of the DDaS the network topology.



traverse sufficiently many Pi routers such that all bits ie th

— owiegay] |P identification field are marked.
+ 10% Legac We observe that packets from a given IP network will all
20% Legac! . . . . .. .
— 3owlegacy Aalrive at the destination with a small number of distinct Pi
- ;‘gjf tggzz marks — we can use this to design a powerful filter to reject
’ packets with spoofed IP addresses. We consider the foltpwin

ol | setup. During peace time (when a server is not under attack),

0.8 -

SO Thel T the server stores the tupte Pi mark, source IP address or
o O~ <Pi,IP> for short?
oA L S— ~_ N When the server is under attack, it uses thei,IP>
~. 1 database to filter out packets with spoofed source IP adekess
02 ’ B "] For each incoming packet, the server checks whether the
""""""""""" - <Pi,IP> tuple of the arriving packet matches an entry in the
| | | | database; if the tuple does not match the corresponding entr
% 2000 4000 6000 8000 1000 In the database, it rejects the packet. A nice feature ofRtiz
Number of Attackers filter is that the server can filter out the very first malicious
Fig. 4. TTL marking incremental deployment performance. attacker packet. However, the forwarding path of a legitena
receiver may change and the arriving packetBi,IP> tuple
may not be in the database. Thus, the application writersieed
1 — ggﬁggg to consider the output of the PilP filter akimt on whether the
» . — d0mLegacy SOUrce IP address is spoofed or not. As long as the server has
oy tzggg sufficient capacity, questionable packets may also geederv
70% Legacy and if the packet originator turns out to be a legitimate ,user
. 80%Lesaty  the server can add thePi,IP> tuple to its database. Note that
0.6 —e~l - the PIIP filter cannot be used to detect IP spoofing attacks if
‘ : the IP address in the packet is not in the database. We have
several ways to address this issue. Because packets from the
same network (even if not from the same IP addresses) usually
r 1 have the same Pi mark, from the Pi mark of one IP address
02f - we can derive the Pi mark of other IP addresses on the same

network.

Acceptance Ratio Gap

0.8

0.4~ —

Acceptance Ratio Gap
[
1
1
/
1
.
/

| | | |
% 2000 N L 8000 1000 \/-B.  PilP Filter Evaluation
Fig. 5. StackPi marking incremental deployment performance. To evaluate the performance of the PilP filter, we compute the
probability of a false negative, i.e., the probability ataeker
. . i . can send a packet with a spoofed IP address that the victim
V. PilP Filter: Filtering on the < Pi Mark, ccepts. A false negative occurs if the attacker spoofsRhe |

Source |IP Address> Tuple address of an end-host that happens to have the same Pi mark

The optimal threshold filtering we describe in Section IVaB i3S the attacker itself. It is clear that the PilP filter perferbest

a great general filtering technique with low filtering oveatie if @ given IP address has very few possible Pi marks, and if Pi
In this section, we present a more powerful filter, the Pilarks are well distributed. For example, assuming unifprml
filter, which can detect IP spoofing attacks on a per_pacgggtributed Pi marks and assuming that a given IP address has
basis. Recent work has shown that IP spoofing is possiﬂé)ossible Pi marks for a certain destination, an attacker ha
in at least a quarter of the ASes of the Internet [4] and this4/2'® = 1/2'* probability to spoof the IP address to that
remains a useful vector for attackers launching DDoS astacKestination so that its packet will be accepted.

In this section, we limit our focus to spoofing attacks where We conduct the following experiment: each end-host sends
the attacker tries to spoof an IP address that is not from th@ packets with non-spoofed source IP addresses to the

same network as the attacker itself. victim to build the <Pi,IP> tuple database. Figure 6 shows
a histogram of the number of Pi markings with a particular
V-A. PilP Filter Design number of unique IP addresses that map to them (note that

The key observation is that assuming relatively stablerhate the y-axis is logarithmic). The histogram shows us that the |
forwarding paths, packets originating from an IP network Wiaddresses are somewhat uniformly distributed over tthjGSS

arrive at the destination with a small set of distinct Pi nsarkPi marks, with the large majority of Pi marks having 1 to 4
Conversely, assuming that the Pi marks are approximately

uniformly distributed. a given Pi mark will 0n|y be pro- 4Since in general all packets from a network have the same Pisnark
! the server can store the network address instead of theesdBraddress.

duced by a relatively small number of origin networks. Thegg,ever, for simplicity we discuss the case where the series the 1P
assumptions hold in particular for networks where packeisdress.



unique IP addresses that map to them and very few Pi mathgs result is two orders of magnitude worse than the ideal

with greater than 20 unique IP addresses that map to thentase, it still shows that in real topologies an attacker has a
very small chance to successfully spoof another IP address
that is not from the same network as the attacker.

10000t E VI. Discussion

HIL — Sdweriep] The Pi scheme has great potential as a DDoS and IP spoofing
1k ] defense mechanism. In this section, we discuss a number of
voooll|[[Th ] issues and extensions relating to Pi that could substinitiad

itk i prove on the results we have obtained thus far. In Section VI-
A we discuss an extension to the StackPi marking scheme
that allows routers to mark with a variable humber of bits.
i In Section VI-B we show how Pi-IP filters can be used to
] implement a form of standard IP traceback. In Section VI-
1 C we discuss Pi's compatibility with IP fragmentation. In
UL TR R e UL U T i vnm Section VI-D we explain briefly how Pi can be applied in an
o n A dresseaperPiMark > ¥ IPv6 environment. Finally, in Section VI-E we discuss whg th

Fig. 6. Histogram of the frequency of Pi marks with a particulamber of Pi scheme is fundamentally different from other IP tracé&bac

IP addresses that map to them, after 10 packets are sent frénerdéhost schemes from a deployment perspective.
in the Internet Map topology.

Number of StackPi marks

100p

VI-A. Variable Bit Marking

Given this distribution, we can calculate the probabilfigtt Thus far, we have assumed that the Pi marking scheme has
a randomly chosen end-host from the topology will succeedly o, parameten, which is the number of bits that each
in spooﬁ_ng th_e IP address of another end_—host. Because Weier uses to mark a single link. We may gain more space
are dealing with a topology that only contains a small subsggiciency if routers are allowed to choose for themselves a
of all the possible legitimate IP addresses, we assume thatticjary, to use for marking. For example, in the current
our attacker has_access to a list of the unique IP addresﬁ?%arking scheme, a router with only two interfaces would
of all end hosts in our topology and selects addresses frofy . o bits in the packet, although that router does not
this list when spoofing a packet. We begin by calculating thg,\y affect the path at all, since it can be abstracted smpl
probability that an attacker with a particular IP address, 5q 7 jink between its last-hop and next-hop neighbors. In a
will succeed in spoofing a packet that will be accepted Ry iapie bit marking scheme, such a router would not mark the
the filter. This probability depends on how many Pi markings, cxet. Each router would calculate its ownpossibly as a
have been recorded at the victim for addréssWe define ¢, tion of the number of interfaces it has. We are working on

the set ofn distinct Pi markings recorded for addreBsas  gimjations that incorporate the variable bit marking scae
{mg, m1,...,my}. For each Pi mark recorded at the victimnio pi.

for IP address:, there is a set of other IP addresses that also
map to the same Pi mark. If the attacker were to spoof anyWf-B. Enabling Traceback with PilP filters

these, the attack packet would be accepted by the filter., ThuS, o perly hootstrapped PilP filter (as described in Sectipn
the probability of an attacker with IP addressuccessfully o pe ysed to perform standard traceback, that is, complete

spoofing is: path reconstruction from a packet’s destination to its eend
Z?:o uniquel Ps(mg, k) When a destination receives a packet that is flagged because
Py = N its source IP address does not match its Pi marking in the

h h el Ps() § . h ber of uni Pi-IP filter's database, the victim can consult the dataltase
where theuniquel Ps() function returns the number o UNIGU€4enerate a list of IP addresses that correspond to the {sacket

IP addresses that map to Pi mark, excluding IP address pi o The victim can then determine the path by simply

k as well ai any dgplicz:tesdbre]twee_n flqunction Icalls., ar?_dhexecutingt racerout e and recording the pathAlthough
represents the number of end-hosts In the topology; WNICN 3¢ method does not guarantee a unique path to the packet’s

the size of the list of possib_lg IP addresses thgt the ama%‘?igin (there may be multiple IP addresses that map to the
can spoof. Given the probability of an attacker with a speufgame Pi mark), it does greatly reduce the space of potential
IP address of successfully spoofing a packet, we can NAQWa ckers.

calculate the probability of an attacker with a random IP

address successfully spoofing: VI-C. Compatibility with IP Fragmentation
ZN— P, Placing a deterministic marking in the IP Identification diel
P = k*TO of every packet in the network is incompatible with the cur-

) ) .~ rent IPv4 fragmentation mechanism (except under verytstric
Using the values from the 10 packet bootstrapping expefimenanyork assumptions such as no packet reordering or loss).
we calculated this probability to be 0.005 for the InternetgM

topology and 0.003 percent for the Skitter topology. Althlou  5This process will not accurately reconstruct asymmetric gpath



Despite the fact that fragmented traffic represents betweeeader, router markings will not add to the packet'’s size¢iwh
0.25% and 0.75% of packets in the Internet [36] [33], wmight cause the packet to exceed the MTU of an intermediate
must at least consider a mechanism to allow Pi to coexisttwork and be dropped). The flow identification field is 20
with fragmentation. bits in length, which allows more routers to include their
We offer a solution, proposed by Vern Paxson, that routemsarkings in each Pi-marfkOf course, this is not the purpose
only mark packets that will never get fragmented and thtiat the flow identification field was meant to serve [12].
are not fragments themselves. The latter class is simple torhe other option is to include the Pi marking in a hop-by-
identify, as these packets will have a non-zero FragmergeDff hop option inserted by the first Pi enabled router in the path.
field in their header or aor e fragnents flag which is The benefit of this approach is that the length of the option
set. Determining which packets will never get fragmenteteed not be limited to 20 bits, as is the flow identification
is more challenging. The simplest classification is those feld. However, inserting such an option into the packet may
packets that have tHeo Not Fragnent (DF) bit set in the cause it to exceed the MTU of a link somewhere along the
Flags field of the IP header. This classification is adequate fpath. In either case, DDoS protection is a critical featia t
servers with a majority of TCP traffic — as most modern TCghould be present at the network level, and IPv6's current
implementations set theF bit by default [39], as specified by limited deployment makes it a good candidate for modificatio
the Path MTU Discovery standard in RFC 1191 [27]. During ® include the Pi scheme.
DDoS attack, a server can easily filter out packets that do not
match this classification and are thus not marked. We show MeE. Incentives for Deployment

percent of markable traffic from aS} day trace of packets froB}evious DDoS defense mechanisms do not provide a good
the Lawrence Berkeley Lab DMZ in Table I. From Table lincenive structure to foster adoption. For example, atersi

we see that if an attacker intentionally does not seR&it o penefits to an ISP deploying ingress filtering [13]. That
to evade marking, filtering out those packets at the victifih Wisp protects other ISPs’ customers from its own customers,
only adversely affect 1.76% of legitimate traffic. as ingress filtering stops its customers from spoofing their
Unfortunately, theDF classification is inadequate for UDPgqrce |P address. Ingress filtering does not directly benefi
traffic, which has a much smaller percent of traffic thahe cystomers of the ISP, yet it introduces more complexity,
carries theDF bit. Without the DF bit, classifying packets higher router management overhead, lower performance due

that will never be fragmented is no longer 100% accurate. Ag filtering, and potential customer problems (when some
alternative method would be to only mark UDP traffic that iﬁegitimate customer’s packets get filtered out).

smaller than the smallest Maximum Transmission Unit (MTU) |, contrast, the Pi scheme offers very good incentives for
fo_r common Internet traffic links. A widely a(_:cepted Va'”‘*_fodeployment that encourage adoption. First of all, if an 18P d
this is 576 bytes [5], however, lower MTU links are possiblg|oys pi marking on all its routers, a customer can immetjiate
and perhaps likely, with the expected proliferation of welsiat ysing the filtering techniques we describe in thisclerti
enabled phones. In either case, the networking community Wy getermine from where the attack traffic enters its ISP's
need to agree on a specific value before Pi can be deploygoiogy. As we demonstrate in Section IV-C, a victim can
to protect UDP specific services. already perform filtering if only 20% of the routers implerhen
Pi marking. Ideally, this creates a market pressure for ISPs

Packet Classification || Percent markable . . .
TCP with DF 98.54% to deploy Pi enabled routers. If ISPs want to deploy Pi, this
UDP with DF 26.69% creates an incentive for router manufacturers to produee Pi
BBE Eg;gg or BE gei %-éézf enabled routers. We anticipate that the benefits of Pi will
< or € . (g . . .
UDP <100b or DF Set 64.75% prqduqe these mgrket incentives t.hat d(lve dep!oyment. The
TABLE | main difference with previous techniques is that Pi deplegim
PERCENT OF PACKETS THAT CAN BE MARKED BY CLASSIFICATION immediately benefits the customers of an ISP, and helps those

AVERAGE OVER31 DAYS OF TRAFFIC FROMLAWRENCE BERKELEY LAB customers defend againSt DDoS attacks.
DMZ, MaY 1-31, 2003.
VI-F. Changing Pi Marks
One of the basic assumptions of the Pi scheme is that the paths
from specific senders remain constant over the timescala of a
VI-D. StackPi in IPv6 attack. Attackers can exploit this assumption in a varidty o

Although the Pi scheme has been specifically designed HgYS- Instead of focusing a DDoS traffic flood on a particular
deployment in IPv4, its principal ideas are equally apliea VICtim, an e_lttacker can try and flood thg routers qlong th pat
in an IPv6 environment. The IPv6 protocol does not suppdft the victim, potentially causing a disruption in the paths
en-route packet fragmentation, and thus does not have RgFkets take to reach the victim, resulting in new Pi marks
equivalent field to the IP Identification field of IPv4. TherdTving at the victim. A clever victim may be able to idegtif

are, however, two possibilities for marking space in IPv@he router under attack by comparing the Pi marks of traffic

in the flow identificationfield or in a hop-by-hopoption. o ,
Th dvantage of markina in the flow identification field o Unlike other IP Traceback schemes, which reconstruct theltiPeases of
€ adv g Ing | Wl mcat I fhe routers in the path to the attackers, the fact that IPeBeades are 128

the header is that because the field is part of the standaitd instead of 32 bits is completely transparent to the Peseh
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before and after the attack begins. Colluding attackers mtne packet markings into account and thus distinguish gacke
try to poison the PIilP filter by coordinating to complete &om various origins (increasing the accuracy of filtering)
TCP connection, while spoofing an address belonging to aSung and Xu propose an altered IP traceback approach,
single attacker. The end-host may be fooled into includiveg twhere the victim tries to reconstruct the attack path bub als
Pi marks of all attackers as legitimate Pi marks of the oratempts to estimate if a new packet lies on the attack path
attackers IP address. This attack is limited, however, imaor not [38]. Their scheme is probabilistic and each router
the attackers would need to spoof the same address, oredtifer inserts an edge marking for the IP traceback scheme
of addresses, (if they poison more than one attackers a&jdres a router marking identifying the router. Unfortunatethygir

during the flooding phase of their attack. approach requires the victim to collect on the order16f
attack packets to reconstruct a path, and once the path is
VIl. Related Work reconstructed, this scheme will likely have a high falsetpas

rate as the routers close to the victim will all lie on somagit
There have been several studies of the frequency and natygh and frequently mark legitimate packets which will then
of Internet DoS attacks [14], [15], [20], [28]. get rejected.

Many approaches have been proposed for securing againsfie have recently proposed a marking schefiea Path
DoS and DDoS attacks. Ferguson and Senie propose to depi@tification algorithm [40]. The original Pi marking is $ed
network ingress filtering to limit spoofing of the source IR the use of the packet's TTL field as an index into the
address [13]. However, unless every ISP implements this |dentification field where a router should add its marks.
scheme, there will still be entry points in the Internet veherrhis method is not as lightweight as the StackPi method.
spoofing can occur. Also, the additional router configuratiq egacy routers have a harmful affect on the original Pi séhem
and processing overhead to perform this filtering is anothggcause they decrement the TTL of a packet but do not add any
reason why it may not be widely deployed. Stone suggesifarkings. The StackPi scheme is robust to legacy routers and
a mechanism whereby ISPs use routers capable of inykn includes the write-ahead scheme to incorporate nygkin
debugging connected through IP tunnels to an ASes borggf single legacy routers in the path.
routers to enable AS-level tracing [37]. Collins and Reiter use a novel approach of combining Cisco

Park and Lee propose a distributed packet filtering (DPRjetFlow data from a large network with Skitter map data,
mechanism against IP address spoofing [29]. DPF relies @ncompare DDoS defense mechanisms [10]. They measure
BGP routing information to detect spoofed IP addressesir Thghe effectiveness of path aware defense systems (Pi and
approach is interesting, but requires high levels of routgfop-Count Filtering), as well as Static and Network-aware
participation. clustering.

Bellovin et al. suggest adding a new type of ICMP mes- Recently, network capability-based systems have been pro-
sage for traceback [3], [18], and Mankin et al. present &fhsed for DDoS defense. Machiraju et al. propose a secure
improvement to this scheme [26]. Several researchers peopeyyality-of-Service (QoS) architecture that is based o net
to embed traceback information within the IP packet [1], [7lyork capabilities [24]. Lakshminarayanan et al. leverage t
[11], [23], [31], [35], [42]. Most of these schemes use the infrastructure to enable a receiver to cut off unwanted
16-bit IP Identification field to hold traceback informationsenders [22]. Anderson et al. [2] present an infrastructure
Routers along the packet's path probabilistically markaier \yhere the sender uses a capability to set up a path to the
bits in the IP Identification field in certain ways. While thgeceiver. We subsequently proposed SIFF, a capabilitgebas
traceback schemes could be used to find the origins of thastem that allows a receiver to enforce flow-based adnnissio
attacks, they often require a large number of packets argl thigntrol [41]. Yang et al. propose a capability-based meisman
cannot be used to filter out packets on a per-packet basis.ith fine-grained service levels that attempts to address th

Snoeren et al. propose using router state to track the pg#hial-of-capability attack [43]. They leverage Pi magsrto
of a single packet [34]. Upon receipt of a packet, each routgifer out floods of request packets — in their scheme routers
hashes specific, invariant fields of the packet and stores #tempt to provide fair sharing among capability requeskpa
hash in a table. When traceback is needed, the victim presesits based on their Pi markings. This nicely illustrates iat
its upstream router with the hash of the packet to be trac%ﬁ,d StackPi are Comp|ementary to Capabi"ty_based systems

The routers then recursively query their upstream routers fand can be used to mitigate spoofing and flooding in the
the presence of the packet in their hash tables. This mesthangapability request channel.

works well if all routers deploy this approach, but requires
routers to store substantial amounts of state and requiees
- VIII.
victim to contact the routers for traceback.
loannidis and Bellovin, and Mahajan et al. propose Push this article, we present new approaches for packet markin
back, a packet filtering infrastructure leveraging routgemort and filtering in the Pi DDoS defense scheme [40]. The
to filter out DDoOS streams [17], [25]. Jin, Wang and ShistackPi marking improvements, stack-based and writeehhea
propose the use of packet TTL as an effective means mfrking, eliminate themarking holesgenerated by legacy
identifying spoofed traffic [19]. The mechanisms we propogeuters and include the markings from single legacy routers
in this article can be used to greatly increase the effentige immediately following Pi-enabled routers in a path. We deri
of Pushback and Hop-count filtering, as the filters can tak@& equation that allows a DDoS victim to select the optimal

Conclusion



threshold value for the Pi filter. We also introduce a novéio]
filter which relies on thePi, IP) tuple of each packet, making
it far less likely that an attacker will successfully bypdke
filter. With these improvements, our evaluation shows that Poj
provides measurable DDoS protection, even when only 20%
of routers in the Internet participate in the marking scheme
Finally, we discuss how Pi can be made compatible with IPygh]
fragmentation, and propose ways to integrate Pi marking int

IPv6. The Pi scheme is very general and quite promising |
performance. These properties promise to make Pi a critica

deterrent to today’s most common Internet attacks.
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APPENDIX
OPTIMAL THRESHOLDFILTERING

We derive the optimal threshold filtering as follows.

Let v;, andp;, equal the number of packets accepted k
the victim and the total number of packets sent by entity
with StackPi mark,irespectively.

The acceptance ratio gap, is then:

VU vA
A=———
pu  pa
21671 21671
_ dico VU _ dico VA
bu pA
2161
- Y (o)
i—o \PU  Pa

When the ratio of user traffic to attacker traffic at a particula
StackPi mark is above the threshold value, then all packets
arriving with that StackPi mark are accepted. Thus, we can
introduce our threshold filtering functiorf;, which will return
1 if the user traffic ratio at StackPi mark is above the
threshold and O if it is below. We can now define the packe
accepted by the victim at a particular StackPi mark in tern
of the total packets arriving at that mark:

vy, = fi*pu; ﬁ/f‘

va, = fi - pa,

12

Abraham Yaar worked on this project while he was
a graduate student at Carnegie Mellon University.
Avi obtained his MS degree in Summer 2004. He
is now working at Microsoft and can be reached at
ayaar @r crosoft.com

Adrian Perrig (M’'96) is an Assistant Professor

in Electrical and Computer Engineering, Engineer-
ing and Public Policy, and Computer Science at
Carnegie Mellon University. He earned the Ph.D.
degree in Computer Science in 2001 from Carnegie
Mellon University, and spent three years during
his Ph.D. degree at the University of California,

Berkeley. He received the M.S. degree in Computer
Science in 1999 from Carnegie Mellon University

and the B.Sc. degree in Computer Engineering in
1997 from the Swiss Federal Institute of Technology

in Lausanne (EPFL). Professor Perrig’s research intenestslve around
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networks and mobile applications.

2161
A=Y <fi'pUi B fi'pAi)
=0 bu ba
216_1
-y 4 (PUi M)
- K2
i—0 bu  pa

To maximizeA, it is clear that we must only accept packets
with StackPi marki: where the ratio of user packets with
StackPi marki to the total number of user packet%p% is
greater than the ratio of attack packets with StackPi mark
to the total number of attack packel%p‘,%. In terms of our
filtering function f;:

£ Pu, pA;
fi — Loif pU " pa ’
0 otherwise.
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