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Abstract—Although much research has been conducted in ensure participants are who they claim to be, and prevert mal
the area of authentication in wireless networks, Vehicular Ad cjous parties from modifying messages. Without an autbanti
hoc Networks (VANETS) pose unique challenges, such as real-tjon framework, attackers could physically or financiallyrim
time constraints, processing limitations, memory constraints, ther dri F | lici . d braatl
frequently changing senders, requirements for interoperability 0 e!’ Mvers. For example, m§1|C|0us p?r 1es cou : rastic .
with existing standards, extensibility and flexibility for future ~ Spurious data and cause vehicular accidents—accidenthwhi
requirements, etc. No currently proposed technique addresses otherwise would have been avoided if VANETs were not in
all of the requirements for message and entity authentication in yse. Malicious parties could pose as electronic toll botths
VANETS. steal drivers’ financial information.

After analyzing the requirements for viable VANET mes-
sage authentication, we propose a modified version of TESLA, The current |IEEE 1609.2 standard for secure VANET

TESLA++, which provides the same computationally eff- COMMunication proposes the use of the Elliptic Curve Dig-
cient broadcast authentication as TESLA with reduced mem- ital Signature Algorithm (ECDSA) for signatures to verify

ory requirements. To address the range of needs within messages [2]. Prior work has shown that the verification of
VANETs we propose a new hybrid authentication mecha- 5 gingle ECDSA signature requires 7ms of computation on

nism, VANET A uthentication using Sgnatures and TESLA++
(VAST), that combines the advantages of ECDSA signatures and proposed OBU hardware [3]. However, an attacker can send

TESLA++. ECDSA signatures provide fast authentication and @n invalid signature in a fraction of that time. This imbalen
non-repudiation, but are computationally expensive. TESLA++ between time needed to process and time needed to receive
prevents memory and computation-based Denial of Service at- gives rise to Denial of Service (DoS) attacks. An attacketdo
?:g- inWree :Iins?ilgzh? wﬁaseggr:icti)i/tiC(J)IISotjj::ldrgs(\:/g?nii:mng?vsofli(rgl:llgte use a fraction of the DSRC bandwidth to flood receivers with
vehicular traffic sc%narigs. Simulation resultsyshgow that VAST 'n\_/a“d signatures W_h'Ch will takg much Ionger. to process.
outperforms either signatures or TESLA on its own. Even under Without a more efficient authentication mechanism, attecke
heavy loads VAST is able to authenticate 100% of the received could cripple a VANET.
messages within 107ms. TESLA appears to provide an efficient alternative to signa-
VANETSs use certificates to achieve entity authentication (i.e., tyres [4]. Rather than using asymmetric cryptography, TASL
\éalldate §enders). To reduce ce_rtn‘lcate_b_andW|dth_usag_e, we use <o symmetric cryptography with delayed key disclosure to
u et al.’'s strategy of broadcasting certificates at fixed intervés, .
independent of the arrival of new entities. We propose a new Provide the necessary asymmetry to prove the sender was the
certificate verification strategy that prevents Denial of Service source of a message. Since symmetric cryptography is orders
attacks while requiring zero additional sender overhead. Our of magnitude faster than signatures, TESLA is resilient to
analysis shows that these solutions introduce a small delay, but computational DoS attacks. However, TESLA is vulnerable to
still allow drivers in a worst case scenario over 3 seconds 0 yomary hased Denial of Service attacks. In TESLA, recsiver
respond to a dangerous situation. . . . .
store data until the corresponding key is disclosed. Malisi
Index Terms—Broadcasting, Computer Network Security, parties can flood receivers with invalid messages whichmeve
Road Vehicles have a corresponding key disclosure as part of a “pollution
attack” [4]. If an attacker can fill a receiver's memory with
junk data, performance on the receiver's system degrades.
To address such memory-based DoS attacks in TESLA, we
Within the next decade, vehicles will be equipped witrropose TESLA++, a modified version of TESLA that reduces
Dedicated Short Range Communication (DSRC) capabitnemory requirements on the receiver without sacrificing se-
ties to provide a means for a Vehicular Ad Hoc Networkurity.
(VANET) where vehicles’ On-Board Units (OBUs) commu- Alas, we cannot abandon digital signatures. At this time,
nicate wirelessly with other vehicles’ OBUs or Road Sid®ANET applications are still in the process of being defined,
Units (RSUs) [1]. Vehicle manufacturers and federal esgiti leaving their authentication requirements unclear. Initaait
intend to leverage these VANETS to make roadways safer aménufacturers may also develop new applications which re-
improve the driving experience through a number of safetyuire additional security properties which were previgusin-
convenience, and commercial applications. sidered unnecessary. Rather than proposing an authémicat
For VANET applications to operate safely, an authenticatianechanism that focuses on one aspect (e.g., computation or
framework is necessary to help identify valid participantdandwidth overhead, DoS resilience, or security requirdjne
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we propose VANET Authentication using Signatures ancbuld handle the workload associated with asymmetric cryp-
TESLA++ (VAST). VAST is a flexible solution that providestography [3]. However, Raya’s work assumes NTRU signa-
a wide range of possible authentication properties andlesaltures which require less than'4 of the time to verify. NTRU
developers to fine tune parameters at a later time to achisignatures are roughly 200 bytes (5 times the size of ECDSA
important properties. signatures) and present significant overhead when included

In addition to verifying the validity of messages, a VANETevery heartbeat message (a 32 byte or smaller message).
participant needs to verify the validity of other OBUs or RSU Researchers have proposed techniques which require less
Given VANET participants rarely have a prior association, #than one signature per packet as a means to reduce com-
trusted third party (i.e., a certificate authority) is usedden- putation and bandwidth overhead associated with authenti-
tify valid participants and their corresponding cryptqure cation. Broadcast Authentication Streams [5] and Digiilla
credentials (e.g., public keys). Such third party autlatibn Codes [7] use error correction and limited digital signesur
technigues use digital signatures and present a commahtido address the scenario where a subset of a sender’'s packets
DoS vulnerability in VANETSs. In addition to proposing anare dropped or attackers inject malicious packets into #ia d
authentication framework to efficiently verify message® wstream. Using these techniques, a sender procespaskets
present a technigue to efficiently manage the verification aé a set and only generatéssignature for alln packets.
newly encountered OBUs and RSUs. These contributions &wach processing prevents the sender from broadcasting any
crucial to the operation of VANETS. If designers only focus oof the packets until the data in the last packet is known.
efficient mechanisms to verify messages and ignore the ovéhis requirement introduces a delay, which is unacceptable
head associated with verification of valid entities, a mialis in VANETS, since the sender will not know data for future
party could exploit an inefficiency in certificate verifiaati heartbeat messages (i.e., the OBU'’s future location armtvel
and launch a DoS attack to disable VANET communicationity).

The remainder of this work is organized as follows: Sec- As an alternative to broadcast authentication based on
tion 1l contains a summary of previous work on broadcastsymmetric cryptography, TESLA [8] uses symmetric cryp-
authentication. In Section Ill, we discuss the different rdography and delay key disclosure and time synchronizagon
quirements for an authentication framework and why previogrovide the necessary asymmetry for broadcast authepticat
works fail to fulfill all of the prerequisites for a robust aulin TESLA, a sender pre-computes a hash-chain of kéys:
thentication framework. In Section 1V, we introduce our Do$ h(K;_1). The sender uses each of these keys for a short
resistant version of TESLA, TESLA++. Section V containperiod of time to generate Message Authentication Codes
the description of our authentication framework, VAST. IfMACSs). A certificate authority signs a copy of the hash chain
Section VI, we evaluate VAST through a series of simulationanchor {<,,), the starting time for the hash chain, and the
Section VII discusses the mechanism we propose to mandgegth of each key interval as a certificate for the sender.
the distribution and verification of VANET participants’eer When a sender wants to broadcast a messdgehe sender
dentials (i.e., certificates). In Section VIII, we discussng broadcastsM and the MAC of M generated with the key
remaining topics which were not addressed earlier in thepagfor that interval K; : MAC g, (M). Once the time interval for
We make concluding remarks in Section IX. K, is over, the sender broadcadt§ and starts using<;_;
to generate MACs for any messages broadcast in the new
interval. Receivers store the message and the MAC until the
key is broadcast. To authenticate a message, receivers hash

Several works have investigated how to perform broadcake received key and compare it to the key in the certificate to
authentication [3], [5]-[8] and how to mitigate Denial ofverify the keys validity and use the now verified key to check
Service (DoS) attacks against broadcast authenticatipfi’[> that the stored MAC was generated with the appropriate key at
[9]. the appropriate time. The maximum synchronization between
Broadcast Authentication. To perform broadcast authenti-senders and receivers controls the length of the time iaterv
cation, several works use asymmetric cryptography where thnd subsequently the minimum authentication delay. Hu et
sender digitally signs messages or some structure whikh liral. propose the use of TESLA within VANETSs [6] to reduce
messages together [3], [5], [7]. TESLA [8] and its derivativ the overhead associated with authentication. As we disouss
use symmetric cryptography for broadcast authenticatiwh aSection Il the fact that receivers must store messagesdesv
rely on time to provide the necessary asymmetry so only thepossible memory-based Denial of Service attack.
sender can generate a broadcast authenticator at a given tiDenial of Service Mitigation.  Several works have examined
Symmetric cryptography significantly reduces computatiohow to mitigate DoS attacks against broadcast authentitati
but cannot provide non-repudiation (i.e., a recipient gsirmechanisms. These schemes use puzzles [9] or filters [5], [7]
TESLA cannot convince a third party that the sender inde¢ad prevent receivers from expending resources on malilsious
broadcast the message). injected packets.

The IEEE 1609.2 VANET standard calls for the inclusion Ning et al. [9] propose the use afessage specific puzzles
of an Elliptic Curve Digital Signature Algorithm (ECDSA)to prevent DoS on broadcast authentication. Messagef&peci
signature in every packet as a means for broadcast autheptizzles are computational puzzles [10] which force the send
cation [2]. Work by Raya et al. demonstrated that resourc® expend some amount of computation before receivers accep
constrained 400MHz machines intended for use in VANETthe message as legitimate. Parties can generate validepuzz!
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solutions at a rate proportional to the computation inwksteattack is possible when, for example, an attacker modifies
This reduces the effectiveness of a computationally bodinda series of packets from sender which lack signatures.
attacker. However, the technique is inappropriate for VANE When A broadcasts the signature for the last few packets, the
where a sending OBU will have little spare computation poweattacker could block the signature such that receiversfinil
Solving a new puzzle for each message introduces significanithentication of the data or the modified data impossible.

computation a?d delay at the sender. Non-repudiation.  Non-repudiation allows a receiver to
Gunter et al.'s Broadcast Authentication Streams (BASE) [Erove to a third party that the sender is accountable for
use forward error correction in broadcast streams SUCh“hatgenerating a message. If the broadcast mechanism lacks
sender has to generate one signature for several packets,dQ repudiation, a malicious party can claim another party
mitigate DoS attacks where an attacker inserts '”Va“das'grgenerated the messabesor example, in TESLA once the
tures, th.ey propose selecFiye verif!cation wherg oply atitnac. symmetric key used to generate a MAC is broadcast, any
of the signatures are verified. This approach is mapprtmrlaentity can use the disclosed key to generate a MAC for
for VANETS since a sender must know the contents of evegy, grpjtrary message. A malicious party could also fail to
packet in a set before the sender is able to compute the epfaqcast the necessary verification data that would helahth
correcting data which is inserted mto each packet. _Smce Afkponsible for that message. For example, in schemesgbat u
OBU lacks knowledge of the vehicle’s future location andle signature fon packets, an attacker can broadcast spurious
velocity this scheme would introduce an unacceptable delgyis and never broadcast the corresponding signature tpacke

as the OBU queued up packets in the set. il of Servi DoS) Resi A hani hould
Karlof et al. propose the use of Distillation Codes [7 enial ot Service ( O,) esistant. mechanism shou
to prevent computational DoS in broadcast authenticatidfdtie little computational or memory resources such that
where malicious parties inject spurious data in an attemﬁﬁ er OBU opergtlons may pr.oc'eed.ummpawed: _G|ven the
elatively expensive nature of digital signature verificat(=

to interfere with error correction. This allows receivers t for ECDSA I3 K | h onal
efficiently “distill” the sender’s packets from maliciouagkets Tms for X [3D. an_attac ‘er can faunch a computationa
in the broadcast stream while permitting the sender to u 9S by _floodlng a receiver _W'th invalid S|gn§tures S_UCh that
one signature for a set of messages. Again, senders mi§ '€CelVer wastes processing power to verify the sigeaiur
process packets as sets. For scenarios where the sendey kﬁr _LA incurs little computau(cj)nal overhead,h bUI, r%(lwres
data in advance this technique works well. As mentioned tties to §tore messages an messagg—aut gntlca 8-CO
the previous paragraph, the need to simultaneously prace ACs) until the corresponding symmetric key is broadcast.
ﬁéattacker can broadcast a large number of invalid malgiou
e

set of packets introduces a delay which makes the techni h th ) d . f
inappropriate for VANETS. ssages such that receivers expend an excessive amount o

This section has provided a description of previous wofREMOY resources as part of a “pollution attack” [4].
on broadcast authentication and ways to address DoS attalgkgti-hop Authentication.  Given the limited radio range
against broadcast authentication. Next, we discuss tlfier-dif of DSRC radios (reliable up to 300 meters) [2], a VANET
ent properties VANETS require of a broadcast authentinati@uthentication mechanism should enable parties outside of
mechanism and why the current solutions fail to meet all éf sender’s radio range to authenticate messages after an
these properties. intermediate party has relayed the message. Such multi-hop

authentication is crucial for applications that dissenendata
IIl. REQUIREMENTS AND COMPARISON OFBROADCAST  Over long distances or require extensive time and distanice f
AUTHENTICATION SCHEMES drivers to respond. For example, knowledge of a closed or

In this section, we discuss the desirable properties Ofcgngested road is more useful miles away from the incident

broadcast authentication mechanism, potential attacéssty on the hlghway. Unless_ your vehicle is near an Oﬁ'ra”?p’
. information about a traffic jam 300 meters ahead (e.g., just
those properties, and whether or not proposed broadcast au- . . !
- . . ; around the corner) is almost useless. Signatures allowi-mult
thentication mechanisms fulfill those requirements. S o
hop communication as a result of the non-repudiation ptgper
o _ because any receiver can use the signer’s public key toyverif
A. Broadcast Authentication Properties the signature. Multi-hop authentication is possible in TES
A successful authentication mechanism should fulfill saiverbut one of two undesirable use cases must happen: receivers
properties: secure authentication, non-repudiation,id@esf will forward data before having authenticated the message,
Service (DoS) resilience, and support for multi-hop commuake sender must generate multiple MACs using different keys
nication. We now discuss each of these properties in turn. (i.e., keys for intervali, i + 1, 7 + 2 etc.) so receivers can
Authentication.  Authenticated data ensures receivers cauthenticate a packet after an interval and forward the data
verify that the message received was sent by the appropriatel future key broadcasts from the sender to receiverseiurth
entity and that it has not been modified in transit. If an &gac away who uses the other MACs and subsequent key broadcasts
can pose as another entity or modify another entity’s packdo authenticate the packet.
without being detected, the mechanism fails to provide iecu
authentication. One attack against authentication is & [@s
another entity and generate or r.noc?n‘y a packet, or block AThe scenario where an entity broadcasts its private asynurietsi to
future packet to prevent authentication of the data. Such @édieat non-repudiation is outside of the scope of this work.



Scheme Authentication | Non-Repudiation DoS Prevention Efficient
Computation| Memory | Multi-hop Comm.

ECDSA for

Every Packet v v v v

ECDSA in 1

of n Packets

TESLA V/ v/

VAST N v N N N

TABLE |
PROPERTIES THEDIFFERENTBROADCAST AUTHENTICATION SCHEMES FULFILL

B. Comparison relayers will forward since they have no way to tell if the
We now compare previous proposals for VANET authenoformation is authentic. This wastes bandwidth and strag
tication with our new protocol (VAST) with respect to theSince receivers should have dropped the invalid messages. |
aforementioned requirements. Table | contains a summary'8faying nodes wait until the key is broadcast, the relaying
this comparison. node can verify the message is valid before retransmitting

IEEE 1609.2 [2] (the proposed standard) suggests the ¢ data. However, the nodes must use their own TESLA
clusion of an ECDSA signature iavery packet to provide credentials to retransmit data which may not necessarily be
broadcast authentication. A digital signature ensuregaims true, even though it was authenticated. For example, a sende
authentication with non-repudiation. However, the longi-ve ¢@n falsely claim debris is on the road and use TESLA to

fication time enables computational DoS attacks by floodirfgnd an authenticated message about the fake debris. Once
OBUs with bogus signatures. a node authenticates the message, the receiver will retay th

The inclusion of a digital signature in a subset of thE'€Ssage to other nodes and use his own TESLA values to
broadcast packets (i.e., after— 1 packets then' packet authenticate the message. If the false debris notificaésalts
includes a signature over the last messages) can helpi” legal actions, TESLAS lack of non-repudiation prevethts
reduce bandwidth and computation overhead associated WRiYing node from proving to a third party he did not craft
security, but fails to fulfill the properties necessary for e lie, butreceived the fake message from the originalesend
VANET authentication scheme. As discussed earlier, attack!f the sender includes multiple MACs in the packet, each
can block other senders’ signatures to prevent autheiaticat hop can authenticate the message before relaying it to nodes
Attackers could also fail to generate a signature—posing éther away. Such an approach consumes a large amount
though the packet was lost—to avoid non-repudiation. gQf bandwidth; the additional MACs increase the size of the
pensive signature verification operations permit comjariat  Original packet. In addition, when a node relays a packet
DoS where attackers broadcast a large number of invafid the relayer has to rebroadcastand any subsequent key
signatures. Storing packets until the signature arrivemipe broadcasts from the sender to ensure recipients can vbsdfy t
memory DoS since malicious parties can send numerous juififerent MACs in P.
messages which victims store, expecting the broadcast of &/AST uses a combination of TESLA++ (a modified ver-
signature. Given signature verification requires a subset ¥0n of TESLA, which is resilient to memory-based DoS
all n packets to successfully authenticate the data, multi-hagacks) and digital signatures to provide authenticatimm-
communication is inefficient. Rather than forwarding orfig t repudiation, DoS prevention, and multi-hop authenticatio
relevant packets, nodes must forward multiple packetsjmgak Section V, we provide a detailed description of our schente an
the scheme inappropriate for multi-hop communicationoErrexactly how we achieve these properties. Before describing
correction codes can reduce the number of packets neces@atyentire scheme, we present TESLA++ and describe how it
for verification. However, error correction adds more datd a differs from TESLA in Section IV.
introduces delay since the sender must know the data in the
entire set before broadcasting the first pa_cke_t. _ V. TESLA++

TESLA may work as a VANET authentication mechanism
with less computation and bandwidth demands. However,In this Section, we begin with a short description of
since TESLA uses symmetric cryptography non-repudiatidrESLA [6], [8] as background. We describe TESLA++ with an
is impossible. As discussed before, TESLA fails to suppogmphasis on how it improves on the techniques in TESLA. We
efficient multi-hop communication. If senders are limited talso provide a security analysis of TESLA++ and a discussion
one MAC per packet, two unfortunate things can happeaf how TESLA++ provides resilience to memory-based DoS
a relayer forwards unauthenticated data or a relayer semdicks.
potentially incorrect — but authenticated — data as its divn. Here we only present how a sender can perform broadcast
relaying entities forward messages and MACs before ramgiviauthentication of a message within an interval. In TESLA
the corresponding key, receivers more than one hop awayd TESLA++, key management across intervals is the same
from the sender will receive the data early enough that théye., using key hash-chains) and any party wishing more
can authenticate the data once the key is broadcast. Howeirdormation on that portion of the schemes should refer to
an attacker could send invalid message/MAC pairs whithe original TESLA publication [8].
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1.
A comparison of TESLA and TESLA++

Fig. 1.

TESLA Background. TESLA uses symmetric cryptogra-
phy and delayed key disclosure to perform broadcast authen-
tication (the left side of Figure 1 depicts the operations in
TESLA). To authenticate a messagé, a sender broadcasts
the message and a Message Authentication Code (MAC) (Step
2) of the packet using the sender's key for this interval
(K;). Recipients save the entire message and MAC (Step 3)
until the sender broadcasts the key. After the key discosur
period, the sender broadcasts the key (Step 5). To authémntic
the message, receivers verify that the stored message/MAC
pair agrees with the broadcast key (Steps 6 and 7). As we
mentioned in Sections Il & Ill, one problem with TESLA

is that receivers store all message/MAC pairs. With enough
pairs maliciously broadcast, a pollution attack occurs nete
receiver wastes a significant amount of memory storing idval
data [4].

TESLA++. We propose TESLA++ to prevent memory-
based DoS attacks against TESLA. Like TESLA, TESLA++
provides broadcast authentication using symmetric cgpato

phy and delayed key disclosure. However, in TESLA++, a
receiver only stores a self-generated MAC to reduce memory
requirements. Since receivers only store a shortenedoversi
of the sender’s data, the sender first broadcasts the MAC and
later broadcasts the corresponding key and message (simila
to the Guy Fawkes protocol [11]). Figure 1 shows an example
of how to authenticate a broadcast message using TESLA++.

To authenticate messagg/, in TESLA++, the sender
first broadcasts the MAC (MAE = MAC g, (M)) which is
computed with the current kek;, along with the key index
1 (Step 2). Upon reception, using the key indexand the
time associated with the start of the sender’s key chain, a
recipient first verifies the security condition to ensuret tha
key K; for the sender has not yet been broadcast and is thus
still only known by the sender. If the security condition doe
not hold, the receiver drops the MAC because an attacker
could potentially have already received the corresponiey
K;. The receiver then re-MACs the received data using a
local secret keyKg.., that is only known to the receiver
(MACr = MACk,..,(MACg)) (Step 3) and stores this
shortened MAC (MAG;) along with the key index (Step 4).

Once the keyK; can be disclosed, the sender will broadcast
any messages and the key used to calculate the messages
MACs (Step 5). To verify a message, the receiver first verifies
the validity of K; by following the one-way key chain back to
a trusted key. The receiver then calculates the shortene@ MA
of the message (Step 6) and compares it with the MAC and
index stored in memory (Step 7). If the receiver has a magchin
MAC/key index pair in memory, the receiver considers the
message authentic (Step 8). If none of the stored pairs match
the newly calculated value, the receiver considers the agess
unauthentic and discards the message.

Over time the receiver will store more MAC and key
index pairs in memory. When a stored MAC successfully
authenticates a message, the receiver can free the memory
used to store the MAC and key index. However, when the
receiver misses a legitimate senders message and key bsbvadc
or malicious nodes flood the network with MACs in an attempt
to waste a receiver’s resources, the receiver will need iaypol



to determine when to replace a MAC and key pair. In the eveat Analysis of TESLA++
of a MAC flood and the receiver has insufficient memory, the _ | ) ) )
replacement policy for shortened MACs stored in memory THiS section analyzes the security and storage require-

is an intricate issue in the design of TESLA++. For thgents of TESLA++. We begin by assuming TESLA and

replacement policy below, receivers also store the seraierti€ Underlying cryptographic functions (MACs and hashes)

and an arrival timestamp along with the shortened MAC ari® Secure. However, TESLA++ raises some questions since
the key index (for simplicity, we left it out of the descripti senders first broadcast a Message Authentication Code (MAC)

above). For each sender (besides the trusted key chain va&l{ld receivers generate a shorter MAC based on the received
and key disclosure information), the receiver also stohes tMAC and a secret key. Storing only the shortened MAC,

latest key index for which an authentic message has arrivéeftéad of the original MAC and message, reduces the possi-
If memory space becomes insufficient, we make use of tRlity of memory exhaustion attacks. However, if storingyon

following policy to identify which shortened MACs to discar & Shortened MAC enables malicious parties to spoof other
entities the technique is useless. In this section, we vwgtiuks
. - why broadcasting the MAC without the message is secure,
» All shortened MACS with key |nd|c_es that are older thanhy receivers can use shorter MACs when storing records of
the Iast .a.uthe.nnc message received from that Sen,dL%rCeived MACs without decreasing security, and some rough
The intuition is that older ;h_ortened MACs are si Iculations to demonstrate the memory savings and thus DoS
stored because an attacker injected the message or M&iance of TESLA++.

corresponding message and disclosed key were Ig;t. Attacks on Broadcasting MACs Alone. Under TESLA++,
« If more space is needed, the message whose verification

is furthest out in the future is discarded. This addressg@s>Snder first broadcasts the MAC and the key index and
ncludes the message in the key broadcast. Some may worry

the .scenario where attackers try to trigk receiver§ i.n ﬂat without the message and the MAC in the same packet
f;grlggyr?ﬁjsjgi: {/?/L:nlc:ﬁg f:;:Oge;)g226C2¥rgLilT;r;gttaCkers can ge_nerate false messages and pose as the origi-
index is j wherej << n nal sender. Provided secure underlying MACs and key hash
| chains, the probability of success for this attack is négjky If
_ an attacker waits until the key and message are broadcast, th
The DoS protection of TESLA++ comes at a cost: lackiiacker will try to find a different message which resultthie
of non-repudiation, poor multi-hop performance, and po@gme MAC as the original sender's message (i.e., find a new
functionality in lossy networks. Like TESLA, TESLA++ UseSmessagell’ such that the original messagi/} and key ()
symmetric cryptography and as a result prevents compufas,it in the same MACS (MAE, (M) == MAC g, (M"))).
tional DoS, but does not provide non-repudiation or effitiegseneration of such a messagelimplies the undérlying MAC
multi-hop authentication. In addition, s_enders using TESE was not CMA secure. An attacker can try to calculate the
broadcast the MAC and the message in separate packets Wi pefore the original sender broadcasts the message and
impacts the functionality in lossy networks. In TESLA, the;(ey_ With knowledge of the key, the attacker can generate
receiver acquires and stores the MAC and message togem valid MAC and message pair. For this attack to be
and can use any future key broadcast to authenticate Wfcessful, the sender must calculate the next TESLA++ key
message. In TESLA++ if the appropriate message broadcgsl generate a new MAC (or use the old one) such that the
is lost the MAC is useless. We discuss the impact of thigyculated key and desired message generate the broadcast
difference in VANETSs later in Section VIII. One solution isrf pac. To discover an undisclosed TESLA++ key, an attacker
the sender to broadcast the message twice (with the MAC apds; defeat the one-way property of the hash used to build the
with the key), and allow the receiver the option of storing thnash chain, which is computationally infeasible. If an citea
message. A receiver tha’F stores the message can use arey fWadcasts an arbitrary keyk() and message (which produce
key broadcast to authenticate the message. However,g#itin 5 previously broadcast MAC), a receiver can verify tiét
of the received messages indefinitely can lead to a MeMOY-invalid by hashing the broadcast kef’) and comparing
based DoS attack, similar to a scenario where receivers yseyajue to previous keys from the claimed sender. Provided
TESLA with smaller MACs. As such, broadcasting the mespe ynderlying MAC algorithm and hash chain are secure

sage multiple times presents a tradeoff between resiliéncey oadcasting the MAC without the message in TESLA++ is
lossy channels and bandwidth and storage overhead. secure.

Storing smaller MACs and discarding old MACs makeéttacks on Storing Shortened MACs. In TESLA++, the
TESLA++ resilient to pollution attacks [4]. In the next subfeceiver only records a shortened re-keyed MAC as a means
section, we discuss why TESLA++ is secure and resilient to reduce storage. When receivers’ keys are kept secret,
DoS attacks. However, TESLA++ fails to provide all of thef ESLA++ provides security guarantees based on the size of
properties necessary for a VANET authentication frameworthe interval and the bandwidth of the medium. This is diffi¢re
TESLA++ lacks non-repudiation and multi-hop authentic&&nd much easier to control than other cryptographic techasiq
tion.Without these we need the full authentication framgwowhich base security guarantees on computational capesilit
of VANET Authentication using Signatures and TESLA++#hich can vary greatly across attackers (e.g., a natio® stat
(VAST) to meet the VANET requirements defined in Secversus a lone attacker with a laptop).
tion 111, To take advantage of the shorter stored MAC, an attacker



wants a smaller stored MAC to match the MAC for an attackeguickly authenticated. This also implies that senders khou
selected message using a legitimate party’s key. For examptoadcast messages within the next couple of intervals. If a
if the shortened MAC is calculated as MAC _ (X) where X MAC has a key index that corresponds to disclosure multiple
is a broadcast MAC and an attacker wants to spoof a messagervals in the future, receivers can ignore the MAC sir t
M', the attacker will try to broadcast a MAC valié such data will be old by the time message and key are broadcast.
that after the spoofed sender broadcasts his/her key for fftee real time requirement in VANETSs reduces the maximum
interval (/;) the MAC for the attacker's message matchasumber of MACs stored to less than the maximum number
the receiver’s stored MAC (i.e., MAE._., (MACk,(M’')) = that could be broadcast in two TESLA++ intervais 200ms).
MACk....(Y)). With more stored MACs, the chance that &iven VANETSs have a bandwidth 661/b/s [2], an OBU will
message key combination (and corresponding MAC) corrgave to store at most the maximum number of bits transmitted
sponds to a previously heard MAC increases. However, tite 200ms times space savings of the receivers MA@,

receiver’s key K,..,) is secret so an attacker cannot calculatel .2Mb - H‘jﬁ% For example, if broadcast MACs are 80
the shortened MAC for a given broadcast value. bits and receiver “ACS are 24bits long, receivers only have

Without knowledge of the receiver’s key, an attacker’s best reserve less than 1/2 a megabyte of space. Even with a
strategy is to broadcast as many MACs for a given kdiymited space of 1 megabyte, a receiver can handle more than
interval as possible in an attempt to make it appear as thougle maximum amount of data an attacker can force the receiver
an attacker generated message and a legitimate user’s kegtore.
correspond to a previously heard MAC. If a receiver beligzes In this section we have described a modified version of
has heard every possible MAC in the appropriate key intervalESLA, TESLA++, which reduces the storage requirements
the receiver will mistakenly verify every TESLA++ key andfor receivers without reducing security. As such, TESLA++
message pair it receives as authentic since it will have @dec provides a broadcast authentication scheme based on symmet
of the corresponding MAC. Assuming the re-MAC-ing processc cryptography without a vulnerability to memory-based®
uniformly assigns MACs, this problem reduces to the coupaitacks.
collector problem where each attacker broadcast MAC is an
attempt tq have a receiver record a new shortened MACs. V. VANET AUTHENTICATION USING SIGNATURES AND

Even W|t_h a very short stored MAC, an att.acker will have TESLA++ (VAST)

a difficult time fooling a receiver with an arbitrary message ) L i
With a relatively short stored MAC of 16bits, there are VANETS require an authentication framework which
216~ 64000 shortened MACs and the attacker needs fgyovides more than just authentication of packets. Non-
send on average'®log2'6 = 220 or roughly one million repudiatipn i_s necessary for attribution and eff|C|e_nt nﬂhﬂip
MACs to ensure he can forge an arbitrary message fr&ﬁmmumcatlon. The framework must allso provide efficient
a sender in a key interval. In the case of VANETs with §nd timely authentication to prevent flooding or computedio
DSRC bandwidth of 56Mb/s, a 100ms TESLA++ interval',:)os attacks. The previous works discussed in Section Il
and an 80bit sender MAC, an attacker can only send0 and _Sec_tion Il were good fi_rst approaches to VANET au-
thousand MACs in an interval. As such, the probability thentlcgnon,_ but are _not er)_<|bIe enoug_h to meet all of the
an attacker successfully fooling a receiver with an artmfapropertles discussed in Section Ill. In this work we propase

message with a 16bit stored MAC and the aforemention8§W framework, VANET Authentication using Signatures and
bandwidth and interval is around 7%. A 32 bit MAC would ESLA++ (VAST), which uses a combination of ECDSA

reduce the probability of success 10~5. If we consider signatures and TESLA++ to verify each packet. TESLA++

the additional overhead for each packet’s header and the |g§9vides an efficient DoS resilient authentication mectiani

index, the actual number is smaller. When attackers canrt fiQ Verify legitimate packets and filters out the majority ad-m
collisions in the larger broadcast MAC, TESLA++ with smallicious or spurious messages. Once an OBU verifies the packet

time intervals and relatively small receiver MACs provides USiNg TESLA++, the OBU may verify the ECDSA signature
negligible probability that an attacker can spoof anotieader |f Non-repudiation is necessary (e.g., the message wilkeau
as a result of the storage optimizations, independent of Refriver alert or any other situation where the message may
computational power of the attacker(s). negatively |mpac_t th_e driving experlence). The _smnatdse a
Maximum Storage. In the previous paragraph, we showe@nables authentication for multi-hop communication. & .th
how TESLA++ remains secure even when storing small@BU has no record of the TESLA++ MAC, the OBU will
MACs. The reason to use smaller MACs is to reduce storaeg%”fy the signature, provided the OBU's CPU and message
constraints in TESLA++ and prevent pollution/memory-lsase’Uffer indicate it has processing power to spare. In thiseec
DoS attacks. Here we discuss the upper-limit on memory coff€ Present VAST and discuss how it meets the requirements
sumption for TESLA++ in different VANET configurations.set_ out in Sectlon. I.II: authentmatlon, non—.repgd|at|omSD
When storing only re-MACed values the maximum memorgSistance, and efficient multi-hop communication.
consumption is a function of the maximum number of MACs VAST is shown in Figure 2 where the sender broadcasts
which can be broadcast in an interval and how long MACs af® authenticated messagg. Note that receivers perform two
stored. legr_w, the acc_eptable latency is on the Orde.r of a fe Note that the per broadcast packet overhead of source adaineislower
hundred milliseconds in VANETSs [12], the TESLA intervalye information overshadows the receiver stored key iratex other data
should be made small (50 to 100ms) to ensure messagesuaed to determine when to replace a MAC.



Sender Receiver
1. ogi = Sign(M, K5} ,..)
2. pgi = MACKSendi (MHJSZ)
3- St
4. pr =MACk,,., (1si)
5. store(prl|t)
(a TESLA++ interval later)
M,0si,Ksend;
7. if(h(KSendi)! = KSendi,l)
ignore(M)
else
8. :U’/R = MACKRecu (MACKSendi (‘Z\/‘[HUSZ))
9. i (lookup(p|i) == 1)
10. Verify(osi, M, K, q0)"
11. accept(M)
else
12. if(CPU_util < w and#_Mess_In_Queue < \)
13. Verify(osi, M, K&, q0r)
14. accept(M)

Fig. 2. VANET Authentication using Signatures and TESLA+K g.,,4, are symmetric keys used for TESLA+K§e/n;1M are ECDSA keysx* Step 10
is only performed when non-repudiation is necessary.

types of verification: 1) a TESLA++ verification in steps 7computational load, but other metrics could be used. The onl
8, and 9 and 2) digital signature verification in step 1@ay a malicious party can trick receivers into verifying ithd
when the application requires non-repudiation or step BRnatures during times of high computation is by sending
when TESLA++ authentication fails (possibly due to a lost TESLA++ authenticated signature. Under such a scenario,
MAC) and if CPU utilization and the number of message®cipients can determine which entity sent the signature,
in the processing queue are below certain thresholds (i.@nd ignore signatures from any sender that has a history of
computational DoS is not an issue). These thresholds pgovistoadcasting invalid signatures. The storage techniqsesd u
flexibility within VAST such that VANET system designersin TESLA++ (see Section IV and steps 4 and 5 in Figure 2)
can mold the authentication framework to meet applicatioeduce storage needs and prevent pollution attacks [4].
needs. As such, the exact values of the thresholds depend 0fe final issue in VAST is when to broadcast data. For

the suite of VANET applications and should be selected ong&, fastest authentication, an OBU can broadcast a MAC as
the application requirements are defined. soon as the data is known and broadcast the message, key,
TESLA++ provides authentication and a filter of the datand signature as soon as possible based on the time syn-
broadcast during times of high computational load. The prehronization and transmission delay in the network. Howeve
viously received and recorded MAC (steps 2 to 5) ensures tineVANETs each OBU broadcasts a message every 100ms.
validity of the message and the signature while the hasimchd@b reduce lower layer overhead and network contention, an
ensures the proper key is used (step 7). The digital signat@BU can “piggyback” the MAC for the current heartbeat
included with every message provides non-repudiation g canterval by broadcasting it in the same packet as the message
the relevant application requires non-repudiation\érmust key, and signature for the last interval. Of course this does
be forwarded to other VANET participants which may havdelay authentication one heartbeat interval (100ms) sihee
missed the broadcast of the original TESLA++ MAC (step 3Jnessage is only broadcast at the start of the next inter-

Under VAST, the digital signature is authenticated usinfft- Figure 3 presents a graphical representation of the two
TESLA++ (steps 7 to 9) before it is verified, preventing th&Chniques. It is important to note that the two techniques
majority of computational and memory-based DoS attack§duire the transmission of the same amount of data on
Authenticated signatures prevent attackers from brodidgas (€ @pplication/security level, but present a tradeofiveen
invalid signatures while posing as other VANET entities. I@Uthentication delay and lower level overhead. Only once we
the case where the receiver has no record of the TESLAR@E a better understanding of the VANET network and the
MAC, the receiver will only verify the signature if the extra¥@rous applications can we state which technique provides
computation will not lead to a DoS (see step 12). We chooB8ter properties.
to use CPU utilization«) and number of messages in the VAST allows for multi-hop communication and authenti-
processing queue\] to determine thresholds for acceptableation through the use of both TESLA++ and ECDSA sig-



Heartbeat Period Heartbeat Period [ Structure [ Size |
- i i+1 Vehicle Info 192 bits
S ECDSA Signature 320 bits
'g MAC, MAC KEY 80 bits
L w ECDSA Only Packet Contents 64B
[Tl |MACi| |MiKi0| |MACi+1| |Mi+1Ki+10 | TESLA Only Packet Contents  44B
23 VAST Packet Contents 84B
TABLE I
Re) Time SiZE OF DATA IN THE VARIOUS PACKETS
g
<
% i |Mi—1Ki—1 o MACi| |Mi Ki GMACi+1| [ Operation [ Comp. Time ]
o< ECDSA generation 4ms
a= ECDSA verification 7ms
Symmetric Cryptography| 1us
Fig. 3. Comparison of the Two Modes of Operation for VAST: Ipdedent (Hash or MAC)
& Piggybacked MACs
TABLE Il

COMPUTATIONAL TIMES OF SIMULATED CRYPTOGRAPHICOPERATIONS

natures. Vehicles further away will miss the sender’s oagi
TESLA++ MAC broadcast so ECDSA signatures are needed

for authentication. However, if OBUs were to simply verify(as the receiver address), and the authentication dataras co
any signature they receive, a computational DoS attacktoybineq in Table II. For simulation, the OBU's radio range is
be possible. Instead, the relaying OBU should include tig or gt 1o 300m, signal attenuation is modeled according to ns-
inal sender's/forwarded message and signatifg.(||7swa)  2's two ray ground model, and the bandwidth is one DSRC
as part of the relaying OBU's own message¥.{iy = channel (6Mb/s) [2]. For this simulation we focus on the
Myew||Mywallofwa) which are authenticated using either theyerhead associated with message authentication andeignor
relaying nodes signature or TESLA++ authenticator. Nowpe certificate broadcast and verification process sincetite

the recipient several hops away can use TESLA++ {0 verifyme for each mechanism (i.e., only one signature from an
the validity of the relayers message (which includes thgiority is necessary to verify a sender's public key, TESL
original sender’s signature) and only if that is authentit W 5nchor “or public key and TESLA++ anchor).

the recipignt expend the computation to verify the original Fo; simulation we assume OBUS’ cryptographic perfor-
sender’s signature in the forwarded message. In the casewhg,nce corresponded to the values from Raya et al. [3] shown
the TESLA++ data allows authentication, but the forwarded Taple 11I. To analyze the performance of the different

signature is invalid, the receiving OBU can label the relayi schemes under different traffic scenarios we use the differe
OBU as a potential attacker and ignore the relaying OBUS; es summarized in Table IV.
future messages. In the case with authentic, but false data i o simulation of ECDSA, we assume a fixed size queue
the original message (i.e., the sender signed a lie), th@®ige 14 store up to 50 messages while waiting for signature veri-
in the original message indicates the true origin of theefal§ication and that if the queue was full any received message
data. ) . ) was dropped. A larger queue would decrease the number of
In this section, we presented VAST and explained how dfqnned packets, but would also increase authenticatitarysle
fulfills the different requirements from Section IIl: authe gjnce packets would be in the queue longer. For simulation of
tication, non-repudiation, DoS resilience (computatiamd TEg) A we consider any message that was not verified within
memory-based), and multi-hop communication. We discuss § second as dropped. For simulation of VAST, we assume that
simulation of ECDSA, TESLA, and VAST in Section VI andis te message queue is larger than 10 messajes (.0)
compare the performance of each. the message is dropped. For our simulation, we allow full
CPU utilization (v = 100%) since the number of messages in
VI. SIMULATION OF MESSAGEAUTHENTICATION the queue provides sufficient evidence of computational DoS
MECHANISMS (i.e., if the message queue is growing the OBU is receiving
To evaluate the efficacy of our scheme, we use ns-2 [1@lessages faster than it can process them).
to simulate VANETs using ECDSA, TESLA, or VAST on In each traffic scenario, OBUs drive for 1 minute of simu-
a 1 kilometer long stretch of a large highway (4 lanes détion time to fill their queues and begin to process messages
traffic in each direction with 50 meter median between ea@fter this warm-up period, we simulate the VANET for an
side of the highway) with varying traffic densities, traffic
speeds, and packet error rates. We only simulate highway

o i . - fi R
traffic since this presents a scenario where the autheioticat | Q“a? Y [ =L |
f k ters the greatest load due to a large number 1raffic Density 175 cars in radio range
ramewor en.CO.un e g ) ) g _g ; Wireless Errors P(error) = 0.00 - 0.50
of vehicles within range at a given time. During simulation Traffic Speed | 10m/s (20mph) - 40m/s (90mpHh)
each vehicle broadcasts a heartbeat message every 100ms [1] TABLE IV
This heartbeat message contains the size of the packet, the SIMULATED TRAFFIC VALUES

OBU’s address, location, and velocity, the broadcast asdre
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350 ECDSA T T T T T

TESLA —6— For OBUs using TESLA, denser traffic introduces delays
300 1 VAST —+— ] when channel contention causes more messages to be missed.
250 | i For VAST, as traffic density increases and more packets are

missed due to channel contention, OBUs use signatures to
verify packets when the corresponding MAC was missed.
150 t 1 However, OBUs used TESLA++ to authenticate a significant
fraction of packets so processing queues remain relatively
empty. Figure 6 shows the percentage of received packets

200

100

Avg. Authentication Delay (ms)

50 |- 1 that were authenticated using signatures under VAST and
o ‘ ‘ ‘ ‘ ‘ ‘ confirms that as more packets are lost due to contention VAST

0 10 20 30 40 50 60 70 8 utilizes the included signatures to authenticate the ngessa
Avg. # OBUs in Range When 75 OBUs were in range, channel contention reduces the

number of received packets such that 50% of those packets is
less than the number of packets received during the 25 cars
in range scenario, allowing for VAST to handle that many

additional 10 minutes of simulated time where each OBU {fgnature verifications. This finding indicates that thercte,

the 1km stretch of the highway records the total number Bther than OBU processing capabilities, limits the ratdai
messages received, number of messages dropped (due todtfiientication possible in our simulation of VAST.
processing queues or long time between message reception arf '9ures 7 and 8 show the impact of increasing losses
key broadcast), and authentication delay. Authenticadilay N the wireless network on packet processing capabilities
is defined as the amount of time between when the send%rI authentication delay. The vehicles” speed was fixed at
OBU knows the data and when a receiver can authentica@™/s (70mph) and traffic density was 25 cars in radio
the data. In our simulation we choose to have TESLA++ ari@n9e- VAST performs well independent of the error rate as
TESLA piggyback future MACs or key exposures in the cufl Smoothly adjusts to different error rates, using TESLA++
rent heartbeat message. This optimization reduces batidwiti€ majority of the time when error rates are low and using
usage since key exposure can occur in the same message 'HS'§ Signatures as error rates increase (see Figure 9). When
future MAC, but as a result the smallest possible authetiiza P2cket error rates are low, VAST uses TESLA++ to avoid

delay for those schemes is the time between two heartb84f€SSive computation. With more packets lost to wireless
messages (100ms). errors, VAST begins verifying signatures in packets since

the corresponding MACs were lost. ECDSA performs well
with more wireless errors. With more errors there are less
packets received. This reduces the computational load due
Figures 4 and 5 show the impact of increasing traffic density signature verification and improves packet processitg ra
on the percentage of received packets processed (i.e., éompared to previous simulations. The increase in packst lo
percent dropped) and the average authentication delay. Fareases authentication delay for TESLA since it is sdvera
these scenarios the average vehicle speed was fixed at 30ntérvals between when an OBU receives a message and a
(70mph) and 10% of packets were uniformly dropped &AC and when the OBU receives a key it can use to verify
random due to wireless reception errors. Across all sceparithe MAC. As a result, when approximately every other packet
VAST performs well with little authentication delay and 200 is dropped (50% drop rate) the authentication delay ineas
of data received authenticated. As traffic density incrgaséo approximately two intervals.
when OBUs only use ECDSA the processing time is too largeWe also ran simulations with speeds varying between 10m/s
and as queues fill up delays increase and packets are dropg20mph) and 40m/s (90mph), but the change in speed did

Fig. 5. Authentication Delay vs. Traffic Density

A. Simulation Results
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1.0 quiring additional sender overhead. Since VANET partinipa
N acquire certificates from aoffline authority, certificates must
3 use digital signatures rather than TESLA or TESLA++ to
g 095 authenticate an OBU'’s credentials (public key and hashnchai
§ 09 anchor) to another OBU. As such, we need a mechanism to
@ prevent DoS attacks where malicious parties trick receiver
E 0.85 into wasting bandwidth repeatedly broadcasting their own
S 08 c_ert|f|cates or Was_tmg processing power verifying invalid
o signatures on maliciously crafted certificates. We propose
0.75§ e broadcasting certificates at fixed intervals to reduce battiw
07 ‘ ‘ ‘ VAST —e— usage. To reduce computational DoS attacks, a receivefdshou
0 01 02 03 0.4 05 verify the signature on a certificate after the sender behave
Packet Error Rate legitimately for a short period of time. After the receiveash
Fig. 7. Packet Process Rate vs. Wireless Losses authenticated some small number of messages from a sender
using TESLA++, the receiver will verify the sender’s cettifi
350 ‘ ‘ ‘ ‘ cate. This approach requires no additional sender ovednedhd
i EEoth o only requires the receiver to store a counter in addition to a
300 | VAST —&— 1

potential certificate.
250 | i For certificate distribution we follow the idea presented by
Hu et al. where OBUs only broadcast their certificates once
or twice every second [6]. This limits certificate basedfitaf
150 | 1 to a fixed amount. Given the relation between urgency of
o—© . VANET messages and distance, the probability is high that
100 c . - | OBUs will have received certificates before they are close
50 | 1 enough to receive relevant safety messages with strong time
‘ ‘ ‘ ‘ i deadlines (i.e., Emergency Electronic Brake Light (EEBL)
0 0.1 0.2 03 04 05 notifications [1]). Other works have suggested mechanisms
Packet Error Rate where OBUs will broadcast their certificate whenever they
hear a “first message” from an OBU for which they do not have
a certificate. This approach may provide faster acquisitibn
certificates, but this provides a means for traffic amplifozat
not have a statistically significant impact on packet preirgs 21tacks. In such an attack, a malicious party poses as a
capabilities or authentication delays. new QBU (which is S|mple'con3|der|ng OBUs WI.|| lack thg
The simulation results in this section show that our scherfigrtificate necessary to verify the keys used to sign thet *firs
is flexible and efficient enough to provide timely authertitma  MeSSages” are invalid). In response to this new OBU, all

of VANET messages under a wide range of scenarios that pfi-the other OBUs within radio range would respond with
duce ill effects for prior VANET authentication mechanisms their certificates. Depending on OBU density, a small number
of fake “first messages” can cause a flooding attack on the

network where certificate responses consume the majority of
the bandwidth.

In this Section, we present certificate distribution and ver preventing computational DoS attacks that leverage ivali
ification mechanisms which prevent DoS attacks without leertificates is a Cha”enging prob|em. Using one Signature t

sign a set of certificates [5], [7] would cut down on com-
putation associated with certificate verification if the GBU

VAST —e— ‘ ‘ ‘ » listed in the set are driving together. However, an authasit
unable to predict which OBUs will be within radio range at
a given time. As such, aggregated signatures for certiicate
would require the same computation on average (i.e., one
signature verification per sender) and consume additional
overhead since the sender will have to broadcast their own
certificate and any additional certificates associated wieh
aggregated signature. In addition, there is nothing stappi
a malicious party from broadcasting a fake certificate that i
not valid. Rather than reducing the computation associated
with verifying a certificate, our approach is to build some
confidence that the corresponding OBU is a valid VANET
participant before verifying the certificate. Our approaces
Fig. 9. Portion of Signatures Verified vs. Loss Rate a type of puzzle in the sense that the sender must expend some

200 r

Avg. Auth. Delay (ms)

Fig. 8. Authentication Delay vs. Wireless Losses

VII. CERTIFICATE DISTRIBUTION & V ERIFICATION

0.6

Perc. Signatures Verified

0 0.1 0.2 0.3 0.4 0.5
Packet Error Rate
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computational or storage resources before a receiver iy A. Analysis

the certificate. Prior work based on puzzles forced a semder t one drawback to waiting untit messages are successfully
generate a Merkle Tree over a set of messages and the g{gfhenticated using TESLA++ before verifying a certificate
the root of the tree before receivers will verify the certife 5 the delay between when a receiver first hears a message
[14] or to generate a specific hash for a given message [fbm a sender and the time when the receiver verifies the
The Merkle Tree approach will not work in VANETSs wherecertificate. With TESLA++, a receiver requires a pair of
senders cannot predict the contents of the next messages O%Hckets to authenticate a message (i.e., the MAC packet
could queue up messages, but this would introduce a loggg the message packet). Given some messages may be lost
delay which would negatively impact the safety applicaiongue to errors in the wireless channel, the time needed to
Message specific puzzles are fine in asymmetric networksccessfully authenticate messages may be greater than the
where senders have an abundance of computational powgfie to broadcast: heartbeat messages. If the message is
but in VANETs OBUs will have limited resources. Instead W¢yc|uded in the same packet as the next MAC (i.e., messages
propose the use of the TESLA++ based authenticators ag,a piggybacked), this will cause a larger delay since tpsin
way to prove work done by the sender. the current packet means the receiver cannot authenticate 2
In our scheme, the receiving OBU uses a trial period Whefﬁ’essages, the dropped message and the subsequent message
the receiver assumes the certificate and TESLA++ anchor a[gce the corresponding MAC was lost. In this section, we
valid and uses those values to verify the nexmessages cajculate the average number of packets needed before a
from the sender. After the sender expends resources to @0disceiver verifies a certificate assuming packets are reteive
x valid messages, the receiver will expend the computatigp, probability ». We analyze the scenario where MACs
necessary to verify the signature. During the trial perioel t 53re sent separately from messages and the scenario where
OBU will only verify the messages are properly authentidatemessages are piggybacked (i.e., message the MAC for
under TESLA++. Note that signatures are not verified and t"r\?essag,,erl are sent in the same packet). For these calculations
OBU will not alert the driver or change vehicle dynamics ijye assume packet loss is an independent process so the loss
response to messages from the sender in question during H?i%ception of one packet has no impact on the reception of
trial period. Once the receiver has successfully authat®it he next packet.
« messages from the sender, the receiver will verify thgacs and messages are transmitted separately. When
signature on the certificate to authenticate the public k@yacs and messages are transmitted separately, the proba-
and the TESLA++ anchor. A receiver's threshold) (can bility of authenticating messagé and message + 1 are
also change over time to reflect different CPU utilizatioh. |independent. The probability of receiving the two packets
a receivers processor is idle, the value ofcan be small needed to authenticate a message is simply the probability
since the computation associated with verifying a certifiéa ¢ receiving two packets in a row, or®. In VANETS, a
acceptable. If a receiver's processor is under heavy aitin, sender will broadcast one MAC and one message per interval
the value ofz should be larger so that only after a potentiady the probability of authenticating 1 message from a given
attacker acts like a legitimate sender for a long time wil thgander during one interval i&®. We can model the number
receiver spend the processing time to verify a certificatith W of intervals needed to successfully authenticate a message
a properly selected (the number of TESLA++ authenticatedy geometric distribution X, = Geometri¢r?)). After
packets before credential verification), receivers willokn the first message is authenticated, the number of intervals
that the sender has invested a certain amount of computatigBeded to authenticate a second message can be modeled as an
memory, bandwidth, and time into using those credentialggependent, identically distributed random variablagsithe
An attacker can still trick receivers into verifying invali yeception of the authenticated message has no impact on the
credentials, but the attacker has to waste resources toadene,etwork reception rate or the authentication of the nexketc
x messages which are properly authenticated under TESLAYie can model the number of intervals needed to authenticate
Such an approach has zero overhead at the sender sidefc(:;\fa;ess(—igeS as a sum of geometric random variables or

compared to previous work where a hash tree was built [14} x .. The average number of intervals to authenticate
or puzzles were solved [9]), since the sender uses VAST Withmessages is

no modifications and simply rebroadcasts their own certdica xz 1)
every few seconds. This approach also limits resource usage 2
on the receiver’s side to only storing the possible credénti wherer is the probability of successfully receiving a packet.
(i.e., the certificate, public key, and TESLA++ anchor) and MACs and messages are piggybacked. When MACs and
counter for how many TESLA++ authenticated messages wenessages are transmitted in the same packet, the loss of one
received from that sender. packet prevents the receiver from verifying two messages (i
Limiting certificate broadcasts to a fixed frequency anthe lost message and the message that corresponds to the
waiting until x messages are successfully authenticated usilegt MAC). To model this interaction between packet loss
TESLA++ provide efficient mechanisms to prevent bandwidtind authentication we use a Markov Chain where the current
and computational Denial of Service attacks. In the nextate encodes the reception or loss of the previous packet th
subsection, we analyze how long it will take to analyze contains the MAC and how many TESLA++ authentications
messages under varying network conditions and configurativtom a sender have occurred. Figure 10 (a) contains the
parameters. Markov Chain which represents the authentication of the firs
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TESLA++ message. Figure 10 (b) contains the Markov Chain 14 " Messages in Independnt Packes (+=2) ——
which represents the!” authentication of a message using vl Messages In Independent Packets (a)
TESLA++ wheren > 2. The major difference between (a) 2 Messages Piggybacked (x=3)
and (b) is that in (b) the receiver starts with the MAC since it § 0 ™
. . . . . £ A
was received during the previous successful authentitatio 5
g
g
start r r z
2
z

0.5 0.6 0.7 0.8 0.9 1
Probability of Successful Packet Reception (r)

Fig. 11. Average number of intervals for a receiver to sudodgs
authenticater = 2 or x = 3 TESLA++ packets

to time, we simply multiply by 100ms per interval based on
the standard for the frequency of heartbeat messages [2]. If
Fig. 10. Markov Chains for Different Phases of AuthentioatiUsing We assume the OBUs first hear each other at a distance of
TESLA++ Dy ear, travel at a relative velocity df (in meters per second),

and waitN intervals on average before verifying a certificate

We can analyze the average time spent in transition StaEﬁﬁ]ereN is the output of Eq. 1 or 4), the average distance

of these Markov Chains [15] to find the average number @f..\cen the OBUs when the certificate is verifigd, (i ,)
packets broadcast by a sender before a receiver verifies the po ostimated as '

certificate. This analysis finds that on average

r+1
r2 ) Dyeqr should be close to 300 meters based on the reliable
packets are needed to successfully authenticate one fttuketrange of DSRC. However, the value for and N depend on
average number of packets needed to reach{th&AC, 1 the traffic scenario and the network conditions.
Auth.} state). Analyzing the chain in Figure 10 (b) we find To analyze the impact of waiting to verify a certificate

DVerify = Dgear — VNO.1 (5)

that on average and alert a driver we can analyze a situation with a given
1 3) traffic, driver reaction time, and deceleration to detemmii
r2 our mechanism would impair the VANETSs ability to prevent

packets are needed to authenticate an additional messdgeaccident. We find that our mechanism does introduce a
Based on our assumption of packet reception independer®@ll delay, but still provides drivers ample time to respon
we can sum the two times to find the average time needed®@ dangerous si_tuation. As a worst case scenario, consider
authenticate 2 packets. Given packet reception is indegendW0 OBUs speeding at 30 meters per second (roughly 70
of prior packets, each additional authentication requaes MPh or 110 km/h) and headed directly towards each other
additional-;; packets on average (see Eq. 3). We can calculdé = 2 x 30m/s) with poor network performance: (= 0.5).

the average number of packets needed to authenticatd! # = 2 and messages are piggybacked, the OBUs will be

packets using the following equation. separated by 240 meters on average when certificate verifi-
cation occurs. At these speeds, if the driver receives am ale
Eq. 2+ (z—1)Eq. 3= " +1 + 2= 1_+= t " (4) when the certificate is verified, the driver has 4 secondsrbefo

r? r? r the two vehicles collide (assuming the drivers do nothirig).

Comparing Equations 1 and 4, we find that broadcasting= 3, the OBUs will be separated by 216 meters and the time
MACs and messages separately ensures, on average, the weiimpact is reduced to 3.6 seconds. If we assume both drivers
fication of certificates in less intervals, but with more petsk take 0.5 seconds to react and apply the brakes so each vehicle
for all values ofz andr > 0. More packets are used wherdecelerates ath/s?, whenz = 2 the OBUs will stop with 30
messages are broadcast in their own packets, because eaeters between them. Whan= 3 the OBUs will stop with
OBU broadcasts two packets per interval and thus the aver&gmeters to spare. Of courseuifis larger, the probability of
number of packets broadcast before certificate verificatioeceiving packets is reduced, or the vehicles are travaling
occurs is 2 times Eqg. 1. a greater speed, the vehicles may not stop in time. However,

Figure 11 compares the average number of intervals befovith several seconds to respond to an alert the drivers could
a receiver verifies a certificate with the value of = 2, simply turn to avoid an accident.

x = 3, and a range of values fat. As expected, the number Our certificate management scheme prevents OBUs from
of intervals decreases as the probability of receiving peck waisting bandwidth broadcasting their own certificates or
improves ¢ increases). To translate these values from intervalgisting computation verifying invalid certificates while-
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curring zero sender overhead and a limited receiver ovdrheaessage and the key. If the receiver misses the message and
(the storage and management of per sender counters). Analisy packet (only the MAC is received), the receiver will not
shows that the scheme does delay certificate verification dmalve the data. A similar issue is present in TESLA, when
thus driver alerts, but still allows drivers ample time tepend the recipient only receives the key broadcast they will not
to a dangerous situation. know what data that key authenticates. When only messages
are received, but the MAC for VAST was lost or the next key
broadcast for TESLA is lost authentication is still possilih
VAST, the receiver can use the signature to verify a message
In this section we discuss some remaining issues which WefeTESLA++ authentication fails and the processing queue
not addressed earlier in the paper. is not full. In TESLA, a receiver can use any future key to
Authentication Delay. The delay between when a nodeauthenticate a previously received packet.
receives a message and when the node can authenticate ti®/en if receivers do miss a small number of heartbeat
message is an important value in VANETs. For examplghessages applications will still work. The VANET heartbeat
safety messages require a small authentication delayvdt®e messages used for most safety applications are frequently
drivers will not have sufficient time to respond to an alert iBroadcast (every 100ms) and each message overrides the
a dangerous situation. values from previous messages (i.e., the vehicle’s current
For VAST, the authentication delay depends on the tingsition and velocity is more important than where it wasma fe
between when the sender broadcasts the MAC and when théments ago) [1]. As such, even if a VANET recipient misses
sender broadcasts the message, the key, and the signatur@. hessage and key packet, the sender will broadcast updated
both cases, the delay is roughly the time between when tleation and velocity information within a relatively shor
sender knows the data and when the sender reveals the daédiod of time. Bai et al. [1] discuss this issue using theints
The sender could reveal the data and a signature along véith #1 “network-level metrics” and “application-level metsit
MAC (before revealing the TESLA++ key), but OBUs shouldrhe probability of packet loss is a network-level metric for
rely on TESLA++ for authentication to prevent computationaeliability. While, some applications only need one message
DoS due to signature verification. As a result, the recemdts within a given time window to work (“Application-level T-
wait until at least the TESLA++ key is broadcast (or shoulvindow Reliability”). Even with poor network reliability,
have been broadcast) before the message is authenticatedapplication reliability is fairly good. For example, if medrk
TESLA++ can utilize the parameters defined for TESLAeliability is 50%, an application with a time window of 0.5
and achieve a similar authentication delay. According toi§e seconds has a reliability of 97%.
et al. [16] the delay between MAC and key broadcasts within
TESLA is a function of the maximum synchronization error
between nodes, the maximum network delay between hosts,
and the size of the TESLA time interval. If GPS synchroniza- In this paper, we analyze the different requirements of Ve-
tion is used, synchronization between nodes is arames hicular Ad Hoc Network (VANET) authentication mechanisms
for expensive GPS units [17] and less thH0ns for more and find that prior approaches fail to meet all of the necgssar
economic devices. Given thékm maximum transmission properties. To address this problem we propose a new aiithent
range of DSRC and a 6 Mb/s throughput (the rate for @ation building block TESLA++ that represents a DoS restlie
single channel of DSRC), the network delay is less thamrsion of TESLA. Our authentication framework VANET
5ms for single-hop communication. If we assign an intervahuthentication using Signatures and TESLA++ (VAST) uses
of 5ms, the authentication delay associated with TESLA+both ECDSA signatures and TESLA++ to provide timely and
is 1 interval or5ms. However, this prevents senders fronefficient authentication of VANET messages while remaining
piggy-backing messages like we did in simulation (whenmesilient to DoS attacks. Simulation results show that urade
the MAC for the next message was included in the currerdnge of scenarios VAST authenticates 100% of the received
heartbeat message). If senders use an additional broadadetia while maintaining acceptable authentication delaygs<t
specifically for key disclosure, each sender must broaduast case of 107ms). In addition, we propose a certificate manage-
only the key, but also all of the lower level data (MAC andnent scheme that prevents Denial of Service attacks without
Physical layers) associated with a packet for an extra 48bytequiring additional work from senders. The combination of
of broadcast information [18]. The sender only broadcastsVAST and our certificate management techniques provide
key at the end of an interval where the sender broadcast ecomplete system to efficiently manage authentication of
message (as opposed to at the end of every interval) so YWNET messages and credentials without exposing VANET
bandwidth usage is a function of the number of messagegaurticipants to Denial of Service attacks.
Without more real world data about acceptable authenticati
delays and effective throughput of the DSRC channel it is
difficult to make any definite statements about which apgroac
is better: a small interval with more packets or a largemirge  We would like to thank reviewers for their insightful feed-
which corresponds to the heartbeat message interval. back and suggestions on how to improve this work.
Packet Loss. For TESLA++ to work successfully a receiver This research was supported in part by CyLab at Carnegie
needs both the original MAC packet and the packet with tiellon under grants DAAD19-02-1-0389 and MURI W 911
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