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Abstract—Heavy-hitter detection underpins line-rate DDoS
mitigation and rate-limiting, yet its resilience against adap-
tive adversaries is largely unexplored. We build an end-to-
end evaluation framework that embeds heavy-hitter detection
logic in a switch-level simulator, and auto-tunes its parameters
using reinforcement learning to rate-limit elephant flows in the
network. We subsequently confront the protection system with
an adaptive adversary that learns to maximize throughput while
evading detection and show that it manages to breach the
configured bandwidth cap by up to 299%, exposing systematic
blind spots. To harden the monitoring system we apply a form of
joint adversarial training: detector and adversary co-evolve and
reach an attack-defense Nash equilibrium in which the attacker’s
ability to exploit network bandwidth has been reduced by a factor
2.2x. Lastly, we show that it is possible to use machine learning
to create smart packet-synthesizers which are able to perform
bandwidth exploits on 8 out of 9 tested systems, without any prior
knowledge on the targeted detection system. We refer to this as
a zero-shot attack as it does not require knowledge about the
targeted heavy-hitter detection system to perform its function.
Our open-source framework helps quantify underilluminated
attack surfaces and provides a constructive approach towards
adversarially robust data-plane flow monitoring.

I. INTRODUCTION

The resources of any real computer network are limited and
therefore managing the sharing of resources among network
entities is essential for the system’s operation [1], [2], [3], [4].
The particular security aspect considered in this paper is the
problem of ensuring that packet streams emitted by entities
comply with bandwidth limitations [5]. This problem arises in
the context of protecting network infrastructure against Denial-
of-Service (DoS) attacks, but also when ensuring fair resource
sharing and improving network QoS [6], [7], [8]. In general,
to enforce compliant behavior of network flows requires to
observe and monitor flows [9], [10], [11], where a flow is
a sequence of packets which all share some common flow-
identifier (e.g., source and destination addresses and ports).

In large-scale network systems, flow monitoring cannot
simultaneously achieve low cost, high accuracy, and low
latency [5], [12]. The volume of flows is too large compared to
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the resources available to the average network device, thereby
forcing monitoring systems to make trade-offs [13]. A modern
solution approach for this problem is to ignore the small flows
and focus on the heavy-hitters [14], [15], [16], [17], [18].
Heavy-hitters are flows which consume a significantly larger
amount of bandwidth compared to the average. The concrete
specification of the flow-identifier defines the semantics of
what a heavy hitter is: For example, grouping all packets with
the same destination under one common identifier /D means
that a heavy hitter will indicate a potential Distributed Denial-
of-Service (DDoS) attack. In contrast, grouping packets by
source allows locating potentially unfair or malicious traffic
emitters that consume a larger amount of bandwidth than what
would be fair, thereby identifying potential DoS attacks.

State of the art DDoS-protection methods [16], [17], [18]
make use of specialized Heavy-Hitter-Detector (HHD) algo-
rithms which have the ability to identify large flows in the
network traffic using only a fraction of the memory and
compute resources required by a naive approach. The tradeoff
is that HHDs may report false-positives or false-negatives and
their theoretic accuracy guarantees are often probabilistic [19],
[10], [20], [21]. In particular since both HHD algorithms as
well as DDoS protection systems are typically benchmarked
and evaluated on static packet-traces that have either been
collected or synthesized, not much focus has been put on
whether traffic-patterns generated by an adapting adversary
have the ability to avoid detection by the HHD algorithm and
thus circumvent defensive rate-limiting systems.

This paper explores the extent to which smart adversaries
are able to circumvent HHD-based protective rate-limiting sys-
tems by means of training smart agents using Reinforcement
Learning (RL). The focus lies in particular on the heavy-hitter
detection part of the defense structure.

Contributions: This work demonstrates that while HHD
algorithms provide theoretic guarantees on their accuracy,
evasive packet-patterns can be generated when considering
more practical implementations. By means of joint training of
adversary and defender we are able to improve the robustness
of HHDs to evasive strategies, as well as generate artificial
traffic patterns that are able to exceed the allowed bandwidth
cap without any prior knowledge on the rate-limiting system.

We first describe the problem and environment setup in
Section II and apply RL in order to automatically tune HHD
hyperparameters (e.g., thresholds, refresh periods, decay-rates)



to maximize the rate-limiting performance.

In Section III we introduce Neural Traffic Agents (NTAs)
which are trained to generate traffic patterns which (partially)
circumvent the rate-limiting systems in order to consume a
larger amount of bandwidth than what would be allowed.
Evaluations show that for all HHD algorithms it is possible
to design evasive traffic patterns, ranging from 10% to 299%
overuse using synthetic background traffic or from 78% to
671% when evaluated using captured background traffic.

Section IV-B demonstrates how combined adversarial train-
ing of attacker and defender can be used to improve the
resilience of a HHD algorithm, e.g., ELASTICSKETCH [15],
to evasive traffic patterns, reducing the exploitability from
299% to 139% by a factor of 2.2 and improving rate-limiting
performance form 60.8 to 102.4 by a factor of 1.7.

Lastly, we show in Section V that it is possible for an
NTA to develop sophisticated evasive traffic pattern strategies,
without ever having seen any of the HHD algorithms we
consider in this paper. We achieve this by creating a highly
flexible surrogate HHD algorithm called Neural Monitor Agent
(NMA) which serves as a training partner for the NTA. NTA
and NMA train against each other in an attack-defense setup
and learn increasingly better counter-strategies by interacting
with the respective opponent. The final trained NTA performs
successful zero-shot attacks on 8 out of 9 HHD algorithms,
where zero-shot means that the attacking NTA does not know
which HHD algorithm it is trying to evade, and it also cannot
adjust its strategy once the attack has started.

All code associated with this paper is open-source [22].

Related Work: Defensive systems such as POSEIDON
[16], JAQEN [17], and INDDOS [18] approach DoS from
multiple angles. POSEIDON performs traffic monitoring and
rate-limiting entirely in a P4 data plane and uses sketch-
based compressive data-structures to measure flows. JAQEN
uses special universal-sketches [23] to aggregate network-
wide measurements for improved HHD detection, while
INDDOS uses a special data-plane algorithm BACON to
quickly detect and subsequently protect DDoS victims. All of
these works however only evaluate against staticly generated
attack-patterns. Methods such as NIDSGAN [24] and DEEP-
PACKGEN [25] have shown that specially-designed traffic
patterns can severely reduce the accuracy of traffic- and flow-
classifiers, thereby posing a security risk. NIDSGAN uses
a Generative Adversarial Network (GAN) [26] to perturb
malicious traffic such that it gets misclassified by a Net-
work Intrusion Detection System (NIDS). DEEP-PACKGEN
employs a RL-based framework for finding adversarial traffic
patterns that fool a target NIDS. Other approaches such as
PAC-GAN [27] use GANs to generate realistic packet-level
traffic, but do not consider the goal of generating antagonistic
behavior.

II. RATE LIMITING HEAVY HITTERS IN THE DATA PLANE

In this work we regard the task of using HHD in order to
rate-limit flows that exceed some set amount of bandwidth.
HHDs are useful in this context as they allow reducing the

Algorithm 1 Packet Processing Pipeline
1: requires hhd > A HHD algorithm
2: requires 7' Bs > Token-buckets for rate-limiting
3: procedure PROCESSPACKET(p, timenow)
4 hhd.update(p.ID, p.size, timenow)
5: isHeavyHitter  hhd.query(p.ID)
6: if isHeavyHitter then
7
8
9

T Bs.insert(p.1D)
> If full, token buckets are freed in LRU order

: isAllowed T Bs.withdrawTokens(p.ID, p.size)
10: if isAllowed then
11: p. forward()
12: else
13: p.drop()

number of flows that need to be monitored by a token-bucket
system by focusing the attention on the heavy-hitters, thereby
not requiring a token bucket for every flow in the packet
stream.

A. Problem Environment

We consider a network system consisting of up to n concur-
rent flows whose packets pass through a simulated data-plane
with an ingress-queue, a HHD algorithm, and a token-bucket
based rate-limiter. Packets that are successfully forwarded by
the data-plane arrive at a receiver which explicitly acknowl-
edges received packets to the source.

1) Traffic Generation: We generate traffic pseudo-randomly
such that the duration of individual flows follows an exponen-
tial distribution with mean 1 second, and the throughput per
flow follows a Weibull distribution with mean pn = 20 MTU/s
where MTU is the maximum transmission unit. Since we
simulate the environment, the MTU does not have to be
concretely instantiated but it lies typically between 1.5 kB and
65 kB in real network systems. The number of active flows at
any point in time is randomly distributed between 0 and n with
mean n/2. Flows have an average rate of p and a 10% chance
to exceed the rate-limit threshold 2y = 40 MTU/s. This limit
is chosen to not be too low to the point where it cannot be
considered an excess anymore, and not too high which would
allow too much unfair behavior to not be considered as bad by
the monitor. The top 10% of flows have an expected rate of
2.87p, while the bottom 90% have an expected rate of 0.65p.
Packet sizes are uniformly distributed between 0.01 MTU
and 1 MTU. Figure 1 visualizes statistics collected from
a simulation trace. Except for experiments in Section V,
we use n = 1000 as the maximum number of concurrent
flows. We use freshly generated synthetic traffic in favor
of captured traces in order to avoid overfitting of machine-
learning methods to specific packet captures, thereby skewing
results. For evaluation purposes we also use packet-captures to
replay more realistic traffic. In particular we use data provided
by MAWTI [28], [29] (see Appendix F). Throughout this work
we exclusively use synthetic data for training purposes.
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Fig. 1: Synthetic data trace: Color and brightness indicate the
strength of the smoothening filter applied to the time-series.

2) Data Plane: The precise data-plane logic we simulate
is as follows: An incoming packet lands in the ingress queue.
The queue has a processing rate of p n and will therefore
become congested under high load. Packets that make it into
the queue get processed by the HHD algorithm which decides
whether to perform token-bucket based rate limiting on the
flow or not. The number of available token-buckets is limited
and we perform Least-Recently-Used (LRU) based eviction
when necessary. The token buckets are configured to have a
refill rate of 2 and a capacity of 4,.. When a packet belonging
to a flow that is in a token bucket does not have enough tokens,
the packet is dropped. Otherwise the packet is forwarded.
Algorithm 1 describes the high-level logic in pseudocode.
The rate-limiter is constrained to 10 token-buckets, and the
memory of the HHD algorithm is limited to n/10 memory
cells, where a “memory cell” can hold either a number, a
timestamp, or a flow-ID.

In summary, the HHD acts as a filter for which flows should
be rate-limited using a token bucket. By construction, packets
can only be lost due to congestion or rate-limiting (which has
no false negatives). The data-plane logic is designed based on
the common high-level characteristics of different state of the
art rate-limiting systems [16], [17], [15], [14].

B. Tuning Heavy Hitter Detectors

In this work we perform experiments on nine different HHD
algorithms: ELASTIC-SKETCH (ES) [15], HEAVY-KEEPER
(HK) [14], MISRA-GRIES (MGQG) [30], SPACE-SAVING (SS)
[31], COUNTMIN-HEAP (CM) [19], COUNTBAYES-HEAP
(CB) [21], ALBUS (AL) [20], CouNT-HEAP (CH) [32], and
HASHPIPE (HP) [33]. These nine methods cover a range of

different approaches to HHD: CH, CM, and CB are sketch-
based and estimate the size of all flows in the packet stream,
and use a min-heap to track heavy hitters. SS, HP, and MG
use a counter-based approach which focuses on measuring the
size of a few large flows with higher accuracy. AL and HK
extend on the counter-based approach and implement special
approaches for decaying the counters in order to remove the
need to manually refresh the counters over time. ES combines
sketch-based and counter-based approaches to strike a better
balance between measuring small and large flows.

These algorithms all have some hyperparameters that need
to be tuned in a realistic deployment. Some hyperparameters
are common across multiple methods:

Sketch- and heap-based methods (e.g. CM and SS) re-
quire periodic refreshes in order to expel stale information
from memory. The Refresh-Time (RT) is tuneable and has
significant performance implications: A short RT reduces
the time the HHD requires to identify new heavy hitters,
while a longer RT increases the accuracy of the HHD as it
aggregates more information into its decisions.
Decay-based approaches (AL and HK) need to tune their
decay-rates and related parameters in order to balance
responsiveness and accuracy.

All HHDs require a tuneable threshold parameter in order to
decide whether some detected heavy-hitter is large enough
to be subject to token-based rate limiting.

We use Reinforcement Learning (RL) in order to optimally
set these parameters. RL is a type of machine learning in
which an agent, in this case the HHD algorithm, improves
itself by interacting with a training-environment and learning
which hyperparameter configurations are best by observing the
rewards it receives.

C. Optimizing HHD Hyperparameters using RL

Considering the scope of this paper, the two most relevant
aspects of RL for the purpose of HHD tuning are: The policy 7
which decides which actions to take, and the reward function
p which assigns rewards to the entity being trained.

7 is a function that outputs a choice of hyperparameters
for the HHD algorithm H (e.g. refresh-period, threshold,
decay-rate, etc.). We implement this function as a 1-layer
feedforward neural network with input dimension 0, i.e. a
constant function that has no arguments, but which can still
be trained and optimized using deep-learning based backprop-
agation. The output of a policy-function like 7 is referred to
as an action and is fed into a running HHD simulation.

p"HDP is a function that gives rewards to the HHD de-
pending on the execution trace of the simulation. Concretely,
we define pHHP to do the following: Every time that the
HHD processes a packet of size s and with id I D, and marks
the flow ID for token-bucket based rate-limiting, the HHD
receives a reward of s. Whenever the token-bucket drops
a packet of size s” due to rate-limiting, the HHD receives a
reward of 2 s'. To summarize, the HHD receives a penalty
for inserting flows into the rate-limiter, but it receives rewards
whenever the rate-limiter drops a packet.



AL CcB C™M ES HK MG SS CH HP

RpS (S)}177.4 | 64.5| 30.0| 22.3 39.% 15. 189.5 63.3 2374
RpS (R)] 1116.3 941.f 140 1221 33[L 699.8 950.2 9f16.2 3.1

TABLE I: Average Reward per Second (RpS) achieved by dif-
ferent HHD algorithms after RL-based hyperparameter tuning
on synthetic (S) and real (R) traf c.

and display the results for a single packet-trace in Figure. 2.
Table | provides statistically more signi cant measurements
collected over 320 independent runs. Rewards are signi cantly
higher on the real compared to the synthetic traces because in
real data streams there are fewer but more extreme outliers.
A rst surprising observation is that the different methods,
despite all having a common goal of identifying heavy-hitters,
exhibit vastly different performance when measured based on
the gathered rewards. The reason why this is possible is that
the HHD algorithm must cooperate with the rate-limiter in
order to gather rewards which requires three characteristics:

Responsiveness: The HHD must quickly identify heavy-

hitters while they are still hitting. Detecting a heavy hitter
Fig. 2: Cumulative rewards of tuned HHDs: Shown are 10 that has already elapsed 90% of its lifetime is of little value.
evaluations for each HHD method over the same packet-trac@jagnitude: To correctly prioritize which ows to rate-limit,

Each run randomizes the used hash-functions which is whythe magnitude of ows must be inferrable from the HHD.
sketch-based methods (e.g., CB) exhibit random uctuations,|t is not suf cient to know whether a ow is a top-k heavy-
while hash-less methods (e.g., MG and SS) are deterministiChitter; we require to know which of the heavy hitters are
the biggest and which we can expect to exceed the allowed
rate in order to maximize the impact of the rate-limiter.
This reward-scheme serves the purpose to penalize the HHBelectivity: In order for a token-bucket to perform its task
for marking too many ows as heavy-hitters, while rewarding and generate value, it requires a minimum amount of time
it whenever a reported heavy-hitter exceeds its allowed rateassigned to a single ow in order to deplete the heavy-
The choice of this reward function is motivated in Section V. hitter's token capacity and start dropping its packets. The
The reward function "HP s the same for all HHDs we tune. HHD therefore needs to be selective with which ows it
1) Training Procedure: We use Proximal Policy Optimiza- marks as heavy-hitters as it will be unable to receive positive
tion (PPO) [34] in order to learn the best choice df for rewards if it switches too quickly.

each HHD H. We simulate the training environment nativelyhese qualities determine the ability of HHDs to succeed in
as a MDP. Each training step begins by gathering executifie experimental setup we consider in this paper. From the
traces of 32 independent (randomized) simulations, where eagfasurements we see that for example AL and HP perform
simulation spans 6 seconds. We then perform 100 steps of PRfAsiderably better than the other methods and we attribute
based on the gathered data. Each step of PPO optimiZzes this to a combination of good selectivity and magnitude
such that it maximizes the cumulative received rewards. Evasytimation: AL can be highly selective by tuning its rate-
10 training steps (i.e. 1000 PPO steps) we evaludteon parameter and only allowing the highest-rate ows to be
longer simulations of 60 seconds (again over 32 independeiiérked for rate-limiting. HP on the other hand provides very
random runs). The evaluation-performance 8f is measured stable magnitude estimates by counting the aggregate volume
by the average Reward per Second (RpS) it receives, higla¢a few ows. According to the collected data, what appears to
being better. We use the RpS measurements to checkpointdbethese methods apart from conceptually similar approaches
best trained policy ™. If the best RpS has not been surpasseflich as MG, ES, and HK is the ability to estimate the
in the last 100 training steps, we reduce the learning-rate igagnitude under different traf ¢ conditions: AL and HP have
allow for better ne-tuning. Training stops if the learning-ratehe ability to estimate the absolute rate of individual ows
reduction brought no improvement. For more details we refgidependent of how much other trafc is passing through.
to Appendices D and E. On the other hand, MG for example decrements the counters
2) Tuned HHD Performance: The training procedure deat a rate proportional to the amount of traf c. This helps
scribed in the preceding section yields optimal policié$! , it expel stale information quicker, but it comes at the cost
AL ... for each HHD algorithm. We evaluate the methods byf coupling the estimated magnitude of heavy-hitters to the
measuring the cumulative rewards earned over 60 seconds tiowerall link-rate, making it more dif cult to decide whether a



Algorithm 2 Neural Traf c Agent

1: requires M2R206 . History matrix
2: requires NN . Time-series transformer
3: timejast  time  now

4: procedure PERFORMACTION(tim@gow )

5: a getAcksSince(time |ast)

6: timest time now

7 M[0;2] a

8: (t;n;s) NN(M) . t: wait, n: count, s: size

9: M[:;;0] M[;0]+1

10: M shiftRowsDown(M)

11: M[O] [O;time now;_;t;Nn;s]

12: sendP ackets(t; n; s)

13: . Send n packets of size s within the next t seconds
14: sleep(t)

total +s or s based on whether the packet arrives at its

Fig. 3: Reward rates of tuned HHDs: The positive and negatiggstination or not. For a brief look into the effects of reward
axes indicate the (smoothed) rate at which HHDs earn rewatR€ APpendix C. Informally, this reward function incentivizes

(positive axis) and pay penalties (negative axis) respectivelffie NTA to send as much trafc as possible over the link,
while avoiding packet-loss (in particular due to token bucket

rate-limiting) as much as possible. Analogously to the HHD
ow is exceeding its allowed rate. This behavior can be see¢nethods we measure performance in terms of average RpS. In
in Figure 3 which plots the rate of reward gain and loss ovgarticular, the RpS of the NTA captures the rate of successfully
time. At 32 seconds we see a sudden increase in penalties jfeddsmitted data minus the rate of lost data (in MTU=s). If
by MG which is due to the low amount of traf ¢ at that pointthe NTA achieves an RpS higher than 40 it is exceeding its
in time leading to almost no counter-decay and thus in atingllowed rate set by the token-buckets, see Section II-Al.
the magnitude estimates of ows.

CM suffers from the same issue as decay-based methéadsThreat Model

except in this case the ow estimates generally increase withIn the context of this work the NTA acts as an “attacker”
higher trafc. The related sketch-methods CH and CB pathile the HHD is the “defender”. The capabilities and threat
tially counteract this problem by de-biasing the ow estimategnodel of the NTA are identical to those of other ows in
thereby reducing the in uence of the current traf c-rate on théhe network and it can therefore not spoof its address. It has

scale of the ow magnitude estimates. the ability to receive ACKs for the successfully transmitted
packets and can emit packets with sizes in the range between
Ill. CIRCUMVENTING RATE LIMITING 0:01IMTU and IMTU with arbitrary frequency. The latency

WITH LEARNED ATTACKS from NTA to the switch is 100ms, from the switch to the
The previous section has described how we tune HHgceiver 200ms and from the receiver back to the NTA 100ms.
hyperparameters in order to maximize the effectiveness of a . .
limited number of token-bucket rate limiters in a simulate§- Enabling Smart Packet Synthesis
setting. In this section we will now show how an adaptive The premise of the NTA is for it to control the timing and
attacker can learn to circumvent ow monitoring systemsize of packets such that it is able to at least partially evade
and in particular HHDs through smart packet synthesis, addtection by the HHD and thus consume a larger amount of
achieve in some cases a disproportionally high bandwidtandwidth than allowed. To enable this, we require the NTA to
consumption by partially evading detection. have the ability of generating non-trivial traf ¢ patterns based
To that end we create a Neural Traf c Agent (NTA) withon past observed events such as received ACKSs.
the ability to generate and emit packets based on decision§o that end we employ a transformer-based NN architecture
taken by a Neural Network (NN). The NTA itself is modeledas the NTAs policy function NTA [35]. The policy NTA
as a RL agent that can learn based on the actions it takestputs a vector [t; n;s] of 3 elements : 1) how much time t
In particular, we set up its reward function such that foshould elapse beforeNTA is evaluated again, 2) the number
every packet with size s 2 [0:0IMTU; 1MTU] that theof packets n we want to emit in the next t seconds, and 3)
NTA emits, it pays a penalty of s. If the packet makes itthe size s of the next n packets we emit.
through the HHD and rate-limiter without being dropped or The function NTA takes as input a 20 6 dimensional
lost, the NTA receives an ACK and a reward of 2 s. Thusmatrix M where the i-th row of M contains information about
for every packet it emits it will end up either receiving inthe i-th last action taken. More precisely, the i-th row of M



Training ACKs | Aeks (S) INTA HHD e [NTA HHD post [NTA HHD g
Evaluating ACKs ACKs Lin. Corr. [ 0.21 (p=0.29) 0.44 (p=0.022)]  0.41 (p=0.033)

) ';I)As FF':F')[S’ NR;AS :';';2 g;’; g‘;g Rank Corr]  0.27 (p=0.16) 0.47 (p=0.014 0.18 (p=0.3
NTAAL 738 | 181.9] 525( 186] 643 190Pp  TABLE IV: Correlation between NTA and HHD performance:
NTACE 712 | 1015] 62.0] 651] 631 1188  The rst column measures correlation between NTA RpS from
NTACH 952 | 56.1 | 51.4| 30.2| 85 57.5 Table Il and HHD RpS from Table | (i.e. pre-attack). The
zliii ‘11‘5190-4 ig-j j;-;‘ ji-z 2’;: ;2617 second column measures correlation only from Table Il (i.e.
- 54~9 27-2 23-1 15-3 48." 29-5 post-attack). The third lcolumr) measures correlation between
Sk 67-0 18-9 - 47-3 18-7 82-‘] 19-1 ! NTA RpS and thg HHD; rglatlve R'pS. gain between pre- and

: i : - : post-attack. Statistical signi cance is indicated by p.
NTACH 66.6 | 102.3] 67.9| 1004 614 112}
NTAHP 61.7 | 233.2] 68.7| 2254 734 227p

TABLE II: Reward rates of NTA and HHD algorithms: Values
in row NTAH give the score of the trained NTA policy
NTAH and of the HHD algorithm H running policy M.
ACKs andA€Ks indicate whether oret the NTA receives

ACK-packets during training and/or evaluation.

Training ACKs | ACKs
Evaluating ACKs ACKs

®) NTA | HHD | NTA | HHD | NTA | HHD

RpS RpS RpS RpS RpS RpS

NTAAL 75.9 | 1100.7] 51.6| 1105. 711 110p
NTACB 1141 9628 | 65.0| 959.1] 107 9740
NTACM 1705 155.1 | 47.3| 1328] 116B 167|2
NTAES 308.2| 1251 | 46.0| 239.1] 106 257]3
NTAHK 31.6 | 280.7 | 450 30.8 30.3] 323p
NTAMG 711 | 659.1 | 232 7455] 6131 693p
NTASS 75.0 | 954.1 | 478| 955.3] 86.4 953p
NTACH 1045 9795 | 107.d 968.6] 1102 9810
NTATE 729 | 9480 | 706 9440] 76.0] 946F  Fig. 4: Table Il visualized. A lled left/right side of the marker

TABLE IlI: Evaluation of NTAs and HHDs on real trafc. indicates the NTA received ACKs during training/evaluation.
The dashed lines indicate the principal linear correlation axes.
The relative HHD gain is measured between Table | and II.

contains the following data: 1) i itself indicating the order of

this data-point, 2) the time t elapsed between the i-th past ac-

tion and now, 3) how many ACKs have been received betwe@ﬁpeCtiny. The rst two rows indicate whether the NTA was

the i-th and i 1-th past actions, and 4) the output of'TA  trained/evaluated with the ability to receive ACKs or not. The

at the i-th past action. In simpler terms, M can be understogdher rows are structured such that for examphg AMS

as a time-series of length 20 with information about the pagdicates that we evaluate the learned NTA poli¢y/ #M®

performed actions and received ACKs. Algorithm 2 describegainst the MG heavy-hitter detector with previously learned

the NTAs procedure in pseudocode. policy MG . The NTAs and HHD's performances are indi-
We app|y a time-series transformer to our input M b)GatE‘d in terms of RpS in their respective columns. The rst

performing positional encoding of the the temporal datdhing we would like to point out is that the NTA achieves

features of M, embedding the remaining features of M using" RpS greater than 40 against all HHDs when the ACK-

a fully connected neural network, adding the two and givingPh guration matches between training and evaluation which

it as input to a transformer with 2 layers, 4 heads, and 18€ans that in all cases it has found a way to exceed its

dimensional input. allowed rate of 40 MTU=s, even when it cannot receive
o ) feedback information through ACKs. Secondly, by comparing
C. Training and Evaluating the Neural Sender Agent with Table | we see that all HHDs gain signi cantly higher

As we have seen in Section 1I-C2, the characteristics odwards when pressured by the NTA compared to when no
HHDs vary greatly which is why we train a custom attacksmart ow emitter is present in the system. This makes
policy NTAH  for each mentioned HHD method H, whereintuitive sense as the NTAs behavior of aggressively grabbing
NTA H generally means “NTA trained versus H”. bandwidth makes for an additional opportunity for the HHDs

Tables Il and lll present the evaluation of the trainetb collect rewards by imposing a rate-limit on it. Furthermore,
NTA policies NTAH  on synthetic (S) and real (R) traf ¢ the attacks learned by the NTA on synthetic data also transfer



NTAES NTAAL

(a) Visualizing evaluated against®S (b) Visualizing evaluated against®*

Fig. 5: Traf c patterns generated by the NTA evaluated against the respective targeted HHD (ES and AL). The rate is computed
as the quotient of packet-size and inter-packet interval. The cumulative rewards indicate the aggregate sum of payload volume
that bypassed the HHD minus the volume that was dropped by the HHD.

to the experiments with real background traf ¢, and in fadhe strategies developed byTAES and NTAAL  against
perform even better than in the synthetic case since it can m&R and AL respectively. We see that there are high-level
its behavior behind other extreme heavy-hitters that appeamilarities between the two shown strategies. Both attack
more prominently in the real traf ¢ than the synthetic onepatterns boil down to alternating between a high sending
A phenomenon which surprised us at rst is that there seermste (360 MTU=s and 91 MTU=s respectively) and a low
to be no signi cant negative correlation between the HHBending rate (53 MT U=s for both). In essence, the NTA has
performance before the NTAs attacks (Table I) and the NTAgarned to use a very aggressive sending rate when it is not
attack scores (Table Il). This is at rst glance unintuitive in sononitored by the HHD, and to use a low sending rate when
far as that one would expect the NTA to achieve better resuitsis being rate-limited. Interestingly, the NTA has learned
when matched against HHDs that have low performance im two independent training sessions against different HHD
terms of RpS. Table IV presents quantitative numbers on tlgyorithms, that 53 MT U=s seems to be an optimal choice as
and we see that the correlation between pre-attack HHD dod/ sending rate. At rst glance this seems odd since the rate
NTA is insigni cant and if anything weakly positive. As alimit is 40 MTU=s, meaning that even when holding back,
followup we also measure that there is signi cant positivehe NTA attempts to use 13 MTU=s more bandwidth than
correlation between NTA and HHD score post-attack. Thallowed, meaning that it chooses to receive 40 13 = 27
is visualized in Figure 4. RpS opposed to the 40 that it could get by following the
Our understanding of this phenomenon is that if a HHEate-limit. Since this is a clearly suboptimal strategy in the
such as AL achieves higher performance than MG it suggest®rt-term, the NTA must see a long-term bene t in this. Our
that it has managed to tune its polic§- to tvery welltothe understanding is that the NTA uses the packet-loss incurred
general traf ¢ distribution, whereasM® is unable to adjust by the rate-limiting to sense the earliest opportunity when it
perfectly to the packet stream statistics. It appears howewan switch to the high sending rate again. If the NTA were
that the high degree of specialization of- leads to more to send at the allowed rate of 40 MTU=s, it would never be
vulnerabilities in terms of allowing an adaptive adversary sucubject to rate-limiting but it would also never learn whether
as NTA to nd exploitative traf c patterns since”" relies it is being monitored by a token bucket or not. On the other
more on the traf ¢ characteristics tharM® , and therefore is hand if the rate is too high, the penalties paid may outweigh
not prepared to handle traf ¢ patterns outside of its narrothhe bene t of acquiring the knowledge of when to strike with
comfort zone. the high rate. Ultimately the tradeoff depends on how long
The possibility of this phenomenon arising should serve #3 NTA thinks that it may take to be evicted from the rate
a word of caution when deciding on which HHD algorithmimiter. Intuitively, if the time is expected to be long, say 10
to deploy as high performance and accuracy achieved whggtonds, it is not worth performing aggressive probing since
benchmarked on static network traces does not necessalilg gains do not outweigh the expected costs one incurs for
translate into protecting well against adaptive adversaries. the duration of the probing. On the other hand if we expect to
be evicted from the rate limiter within 0:1 seconds, probing
D. Analyzing Smart Traf ¢ Patterns can be done more aggressively since we do not expect it to
To give some more concrete insight and context into thast for long. A further similarity between the two distinct
adversarial traf c-patterns generated by the NTA we analy2¢TA strategies is the occurrence of steps in the rates. This
two synthesized packet-traces in this section. Figure 5 sho@® be seen more clearly in Figure 6 which plots the traces



Algorithm 3 PSRO applied to NTA ES

1: requires NTAES . Initial NTA policy
2: requires FES . Initial ES policy
3: procedure TRAIN(env, n)
4: PNTA ES f NTAES g
5 PES f ES g
6: for i in range(n) do
7: G evaluatePairwise(P NTAES PpES)
8: . G is the game between NTA and ES
o: (NNTA-NES) NashEquilibrium(G)
10: . N NTA is the distribution over PTAES
11: . N ES analogously over PS
12: env:set(HHD) random(P ES;NES)
13: NTAES  env:train(NTA)
Fig. 6: Phase-space diagram of NTA policies. Every dot4: enviset(NTA) random(P NTAES - NNTA)
represents an action taken by the NTA in a collected tract®: hew _€nvitrain(HHD)
The dashed lines are isolines indicating equal sending-rate16: PNTAES P NTAES 4 RINES
17: PES p ES 4+ ES
18: return PNTAES  pES

in phase-space where the time dimension has been removed:
For NTAAL  one observes four clusters: two strong ones

at sending rates 53 and 91 as already discussed, but al§QHD) to learn from each other in an iterative manner, thus
minor cluster at 69 as well as a fourth cluster at 82 which igeating increasingly more robust attack and defense policies.

connected to the cluster at 91 and therefore hard to distinguigfle demonstrate this approach in applied to ES and AL.
For NTAES it is more clear and it is possible to clearly

separate at least four clusters at the following levels: 53, 12, Population-based Multi-Agent Reinforcement Learning
310, and 360. These jumps can also be seen in Figure 5a akhe key idea we describe in this section is based on the
whenever the NTA goes from the low to the high sending ratebservation that while NTAES  may be very successful

it does not ramp up its rate instantly, but rather does so in wedt nding exploits in ES, there may also exist a new ES
seems to be 4 steps. These steps are not involuntary but s@akécy ~=5 which is very successful at detecting and limiting
the purpose of checking whether the NTA has for sure beeT*ES . In general, for both NTA as well as ES, there is
evicted from the rate limiter or not. Evidence for this is thaalways the possibility of the opponent nding a new strategy
each step takes around 400ms which corresponds preciselyitat counters your own strategy. By iteratively nding more
the NTA's roundtrip-time which suggests that the NTA wait@nd more counter-strategies for both NTA as well as ES we
for ACKs conrming that the step-up in sending rate wasre able to train better and better policies that leave less room
successful before considering a further increase. Figure 6 tdis counter-policies.

us that these steps are a common pattern among the manyhe training method called Policy-Space Response Oracles
learned strategies as can be seen based on the clear clu$RB&RO) [37] formalizes this idea into a concrete method. We
of NTACM — gnd NTASS have reformulated the core of the training procedure within the
context of of this paper and noted in Algorithm 3. On a high
level, the training procedure works by iteratively growing a
population of NTA policies P'TAES  and ES policies PS .

The preceding section has shown that generating adversafia¢ populations are expanded by training new policies (e.g.
traf ¢ patterns that circumvent HHDs and rate-limiters is NTAES ) against a mixture of different opponent policies
possible. The extent to which an NTA can avoid the effectse.g. a mix over FS) in order to allow the policy being trained
of being rate-limited depend on the concrete HHD algorithio learn how to counter multiple strategies. The mix of the
used. An odd observation was that highly performant HHBpponents policies is not chosen arbitrarily but rather based
systems like AL can provide a larger attack surface for adapn the opponent's game-theory optimal strategy, i.e. the Nash
tive attackers despite its robust appearance, compared to dquilibrium [38]. The output of PSRO are the two populations
example HK which achieves consistently lower scores. In thi&NTAES  and PES . By probabilistically combining all poli-
section we show that it is possible to increase the robustnegss within PES according to the optimal Nash equilibrium,
of HHD algorithms like AL to adversarial attacks, as welive obtain a more robust HHD that provides a well-rounded
as greatly enhance the effectiveness of low-performers lidefense due to having experienced all possible adversarial
ES at rate-limiting ows echibiting antagonistic behavior. Weattacks by an adaptive packet emitter during the PSRO training
achieve this by means of applying multi-agent reinforcemeptocedure. We use mixed-integer linear programming [39] to
learning and allowing attacker (i.e. NTA) and defender (i.€ompute Nash equilibria.

IV. ROBUSTIFYING HEAVY HITTER DETECTION
USING MULTI-AGENT REINFORCEMENT LEARNING
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(@) NTA and ES policies evaluated and order@da) Policies from Figure 7a ordere(t) Policies produced by the NTA co-training with
based on the PSRO iteration (0 to 9) in whicising nearest-point hierarchical (roeS and AL evaluated against each other as well as
they were trained. and column-) clustering [36]. against strategies from Sections Il and lIl.

Fig. 7: The matrix-plots show the evaluation of NTA and ES policies trained by PSRO. Each column represents one policy
from PES | while each row is one of the attack-patterns i . The lower-left triangles measure NTAs RpS while the
upper-right measure ES's RpS. For example consider the cell in row 6 and column 7 of Figure 7a. The dark red triangle
indicates the NTA receiving 92 RpS, while the green triangle means that ES achieves 100 RpS. These two scores capture
the performance of the 6th NTA and 7th ES policies generated by PSRO when evaluated against each other.

1) Intuition on Merging Policies for Robustness: ConsideBection 1V-Al, it would be like having two instead of one
a hypothetical scenario in which™AES  and PFS each “rock” options: The rocks may be different but they essentially

contain 3 policies (call them “rock”, “paper”, and “scissors”)perform the same task.

The NTA picks to play a policy (i.e. and adversarial traf ¢ We have furthermore performed an analogous PSRO-based

TAES i i
]E)attgrsn)ffrom ITES A ’Wh”e tt?]e HHD F'Ckls ac]?n gukratlon training run between NTA and AL, yielding strategy popula-
or rom - ASSUMINg € usual ruies of rock-papery, . pNTAAL  pAL of size 10 each. In both runs, the Nash

H : H H NTAES
scissors (i.e. for example if NTA picks and the equilibria NNTAES  NNTAAL  'NES ‘and NAL appearing

rock
; ES : :
HHD picks  pape , then the NTA achieves 1 RpS while the in the training procedure (see Algorithm 3) can happen to
oth pure as well as mixed. The nal output however has

HHD gets +1 RpS) the optimal strategy for the HHD is to picl%
uniformly at random between the three available policies f%r pure equilibrium, meaning a single strategy from each of
, and PA- is chosen as the best

ES as this is the best choice which minimizes the ability fcgNTA ES  PES PNTAAL

the NTA to cause damage. This way we have _Co”?b"?e_d thr fe. These strategies are indicated with subscript cot and
HHD strategies (rock, paper, and scissors) which individual aluated in Table 7c.
can each be exploited with a targeted attack, into a single

(probabilistic) policy that perfectly defends against any attacks1) Quantifying Robustness Increase: Section III-C has pre-

from the NTA. While such simple and clear-cut examplegiously shown that an adaptive adversary such as NTA can

usually do not occur in practice, the core idea remains vesghieve an average RpS of 159:4 when matched against a

much applicable. rate-limiter using ES for heavy-hitter detection. 159:4 RpS
. . .. corresponds to an overuse of 299% compared to the allowed
B. Evaluation of Adversarially Robust Policies rate of 40 MTU=s. From Table 7c we see that after improving

We have performed 9 iterations of PSRO applied to tHeS through PSRO-based adversarial training, the highest score
adversarial setting between NTA and ES, resulting in twachievable by the NTA is 95:6 RpS, which corresponds to an
policy populations P'TAES  and PES of size 10 each; 1 overuse of 139%. The adversarial training has thus allowed to
initial policy plus 9 new policies each. The resulting strategieduce the exploitability of bandwidth by adaptive adversaries
game between the attacker-entity NTA and defender-entity B$ a factor of 2:2 = 299% 139%. At the same time, we
is shown in Figure 7. The rst Sub gure 7a displays the gambave improved the performance of ES from 60:8 to 102:4
with policies ordered based on which iteration of PSRO thé3pS by a factor of 1:7. Both old {'TAES ) as well as new
were trained, and looks therefore quite unstructured. In theg‘oIAES ) attacks perform signi cantly worse on ES after
second Subgure 7b we order the policies based on theio-training ( ES) compared to before £5). Regarding the
similarity instead and we discover signi cant structure ando-training between NTA and AL we observe qualitatively
similarity amongst both attack- as well as defense-strategidge same results except that the exploitability is reduced by
For example, the rst 3 columns (ES strategies) in Sub ga smaller amount from 85% to 64% by a factor of 1:3. The
ure 7b all exhibit very similar behavior. Likewise, the rowseason for this is that AL has a stronger baseline performance,
7 and 8 form a group of similar NTA policies. To linktherefore leaving less room for improvement by means of
this observation back to the rock-paper-scissors analogy fremversarial co-training.



(a) Traces with ES as HHD (b) Traces with AL as HHD

Fig. 8: The left and right plots are attack traces resulting from PSRO-based adversarial co-training between NTA and ES
/ AL respectively. In blue we have the attacks from Section IIN{AES and NTAAL ) pitched against ES and 2%
respectively. Red and green indicate the co-trained NTA attafif§ 5 and NIAA- | but in the green case it is against

the old HHD policies (ES and L), while in red it is against the co-trained HHD policie§; and 4% .

2) Visualizing the Effects of Multi-Agent Adversarial TrainAlgorithm 4 Neural Monitor Agent

ing: In Figure 8 we visualize the nal attack-traces generatedL: requires Cs . Array of numbers of length n
by the adversarial co-training. The blue indicates the old attack: requires IDs . Array of ow IDs of length n
while green and red are the new one evaluated against tige requires TSs . Array of timestamps of length n
old HHD defender policy from Section Il as well as the 4: requires NN . Transformer-based neural network
newly co-trained one. Generally we see that the red and greeén procedure PROCESSPACKET(size, ID, tim@ow )

traces also jumpy between high and low sending rates as we  1Ds® [ID;1Ds]

have discussed in Section Ill. The difference to the old blug: Cs? [size;Cs]

strategies is that the blue ones have larger high sending rates ~ TSs [time now; TSs] time now

than the red and green ones. We see from Sub gure 8a that isID ® IDs==1D

blue reaches peaks of 360 MT U=s while red and green anly: isEmpty® IDs ==0

go as high as 220 MTU=s. Sub gure 8b indicates the sami:  (iSHH; prio) NN(Cs % TSs%isID %isEmpty 9

qualitative observations with blue reaching 91 MT U=s whilg.2: . isHH is a 1-d boolean value
red and green staying lower at 80 MTU=s. Red and greds: . prio is a (n +1)-d vector
surpass blue in terms of RpS, which suggests that the ald i findinsertindex(isiD  %isEmpty % prio)
blue attacks were overcon dent in their ability to overuse larges: if i > 0 then
amounts of bandwidth due to the HHD's inability to defend.é: if IDs[i 1] == 1D then
against these unseen traf ¢ patterns. Thanks to the adversatial Cs[i 1] Cs|i 1] +size
co-training however, ES and AL are both prepared for sucts: else
overcon dent strategies and are therefore able to intercept the Csli 1] size
attacks more regularly and quickly. 20: IDs[i 1] ID
21: TSs[i 1] time now
V. GENERATING ZERO-SHOT ATTACKS 29 return isHH

ON DATA-PLANE HEAVY-HITTER DETECTION

The preceding section has shown how applying adversarial
multi-agent reinforcement learning can help nd more robugs trained on data of type A but evaluated on data of type B
con gurations for HHD. The success of the method hingdbat differs signi cantly from A [40].
in particular on the ability for the NTA to generate a rich . )
population of traf ¢ patterns that cover possible exploits in A. Requirements for Successfully Learning Zero-Shot Attacks
thorough way. In this section we show that the NTA policies The idea is to apply the PSRO adversarial training procedure
generated by PSRO not only make good “training-partners” fay NTA and some HHD algorithm G. The NTA will learn
improving the robustness of HHD algorithms like ES, but thatvasive traf ¢ patterns PTA by interacting with G and when
they also are effective adversarial traf ¢ patterns that work dnaining is done, P'TA is evaluated against a HHD algorithm
HHD algorithms not encountered during training. We refer tH 6= G. To ensure WA contains good strategies, it is
this as a “zero-shot attack” based on the concept of “zero-shestsential for the training-partner G to provide resistance and
learning” in the context of machine learning, where a modedxibility in order to act as a useful proxy for unseen HHD
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(S) AL CB CM ES HK MG SS CH HP

NTA 59.9|73.1| 85.2| 86.8f 31.4 509 634 742 542
NTA 67.0|78.1| 104.8 1162 32.9 615 748 8d6 7}]1

best

NTAH 73.8|71.2| 95.2| 1594 444 54.9 6710 666 617

TABLE V: Evaluation of the NTAs zero-shot attackgil”

on HHD con gurations learned in Section Il. The values in the
table indicate the NTA's RpS score\.l# is the best attack
the NTA has learned among the 25 from Figure 9.

(R) AL cB CM ES HK MG SS CH HP

NIA 81.3192.1| 90.1| 113p 1048 921 99|4 911 819

. . . . NTA
Fig. 9: Strategic game displaying the matchups betweemest 100.01 117.3 212.3 1758 19345 144.1 1G7.6 116.9 1p6.2
NTA and NMA after nishing adversarial training based on NTAH |75.9 [ 114.1 170.% 308f2 72.9 71] 75{0 1d4.5 73.9

PSRO. Lower-left and upper-right triangles measure NTAS .
and NMAs RpS respectively. TABLE VI: Evaluation of ZSAs on real traf c.

algorithms H 6= G. If G is too rigid and unable to captuftetwork is the same we use for all other HHD algorithms
a wide range of behavior (e.g. G can not perform simildthose hyperparameters we tune. In particular, we refer to
heavy-hitter detection as an algorithm® Ho matter how it @ con guration of the NMAs neural network as its policy
is congured), it is likely that the NTA will exploit this “M? . We have encountered two challenges when training
characteristic. But by doing so, it will not learn strategies th#e NMA: scaling and reward engineering.

work against H and thus the zero-shot attack will fail. The sca]ing_re|ated prob|em is that Simu|ating the NMA
requires evaluating a neural network for every packet that
arrives at the NMA. With 32 training environments and each
Since all HHD algorithms we have discussed until now environment simulating 6 seconds and 1000 ows sending
are fairly rigid, with at most 3-4 tuneable parameters, they 20 packets per second, we arrive at 3:8 million data-points
are not suitable training-partners H for the NTA. For this for one learning step, which is too expensive. We therefore
reason we design a new HHD algorithm from the ground upreduce the training scale for the NMA by lowering the
with increased eX|b|I|ty in mind. We call this new algorithm maximum number of concurrent ows to 100 and 0n|y
Neural Monitor Agent (NMA) and it combines concepts from rynning 4 training environments in parallel.
HHD algorithms like AL and SS with deep neural networks in The other problem regards the rewards we give the NMA
order to provide a lot of tuneable parameters that can aid it inin order to learn to perform heavy-hitter detection. The
covering a wide range of behaviors. The pseudocode for thenitial idea was to give positive rewards only, namely when
NMA is given in Algorithm 4. It works by keeping an array of the rate-limiter drops packets from overusing ows as a
ow-IDs IDs, counters Cs, and timestamps TSs and letting consequence of the NMA's detection. We found however
a neural network NN process these arrays to produce twothat the NMA would resort to marking almost every ow a
outputs: Firstly, a prediction on whether a ow is a heavy- heavy-hitter because it incurs no risk in doing so, therefore
hitter or not. And secondly, a priority-value for each ow ID  providing little incentive towards more accurate detection.
in IDs. The priorities are then used to decide which is the For this reason we introduced a pena|ty to be pa|d for every
lowest priority ow that will be evicted from the data-structure. packet that is marked as be|onging to a heavy-hitter, and
This method therefore borrows a priority-heap-like approachoffset this initial penalty by providing twice the amount of
from SS and MG, in addition to time-stamp functionality from rewards when the rate-limiter drops a packet. This is the

AL. The neural network NN has to perform the priority reward scheme presented at the beginning in Section II-C.
management and decide at what point a ow should be

reported as heavy-hitter. We would like to emphasize that tEe
NMA is not designed to be a compute-ef cient algorithm to™
be deployed in in favor of other HHD algorithms. Instead, Figure 9 shows the evaluation of the strategic game between
it is designed to purely act as an adversarial training partméTA and NMA after completing the adversarial training
for the NTA in a simulated training environment. We refer tprocedure. This section analyzes how well the attack patterns
Appendix B for a discussion on the network model design.learned by the NTA work against HHD algorithms it has never
1) Challenges in Training the Neural Monitor Agent: Since&ncountered before. As is the case with the adversarial training
the NMA has the same interface as any other HHD algorithbetween NTA and AL in Section IV-B, several of the learned
mentioned in this work, the procedure we use to train its neugalicies PNTA are redundant and can thus be pruned.

B. The Neural Monitor Agent

Zero-Shot Attack Analysis
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