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Princeton University

Nico Hauser
ETH Zürich
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Abstract—Although our lives are increasingly transitioning
into the digital world, many digital assets still relate to objects
or places in the physical world, e.g., websites of stores or
restaurants, digital documents claiming property ownership, or
digital identifiers encoded in QR codes for mobile payments in
shops. Currently, users cannot securely associate digital assets
with their related physical space, leading to problems such as
fake brand stores, property fraud, and mobile payment scams.
In many cases, the necessary information to protect digital assets
exists, e.g., via contractual relationships and cadaster entries, but
there is currently no uniform way of retrieving and verifying
these documents. In this work, we propose the Geo-Enabled
Cryptographic Key Oracle (GECKO), a geographical PKI that
provides a global view of digital assets based on their geo-
location and occupied space. GECKO allows for the bidirectional
translation of trust between the physical and digital world. Users
can verify which assets are supposed to exist at their location, as
well as verify which physical space is claimed by a digital entity.
GECKO supplements current PKI systems and can be used in
addition to current systems when its properties are of value.

I. INTRODUCTION

Public Key Infrastructures (PKIs) are critical for establish-
ing secure communication between entities. The web PKI,
for instance, secures most web traffic by providing X.509
certificates, vouched for by Certificate Authorities (CAs).
Similarly, the Resource PKI (RPKI) enables route origin
validation for the Border Gateway Protocol (BGP). How-
ever, PKIs face challenges, such as attacks on validation [1],
mismanagement [2], and CA compromise [3]. Improvements
like certificate transparency (CT) enable retroactive attack
detection by logging all issued certificates.

In high-security scenarios, PKIs should proactively prevent
attacks. This can be achieved by leveraging multiple sources
of evidence, similar to multi-factor authentication methods
like OAuth [4] or FIDO [5]. Location is a natural choice,
as it is intuitive for users, well-supported by mobile devices,
and rooted in societal practices such as land ownership and
cadaster records. Space ownership provides a tangible source
of trust for enhancing PKIs.

We categorize the use cases enabled by location evidence
into two classes defined by the direction of the trust transfer.
In the first category, trust rooted in the physical world—e.g.,
through a user’s location service on their mobile device which
can be additionally verified by the user by showing a map
projection—is transferred to the digital world to retrieve digital
assets linked to the location. This category includes adding
location-anchors to a digital certificate (e.g., users can obtain

the postal service location-anchor if they visit a post office),
enumeration of present physical IoT devices and their owners
(e.g., used by delivery drones flying near user’s premises), and
detection of fake payment services (e.g., “evil twin” attacks
where an adversary conceals their malicious service as the
real one), by enumerating all digital assets tied to the user’s
location, and thus revealing the trust conflict to the user.

In the second category, trust rooted in the digital world, in
the form of a digital identifier—in particular a domain name—
is transferred to the physical world. This category includes
confirming location in the real world of hotels or rental
properties (e.g., via cadaster or a user-trusted accommodation
platform), binding trusted entities to IoT devices’ physical
presence (e.g., enumeration of ATMs trusted by a subset of
banks), and protection of public and internationally recognized
actors (e.g., humanitarian organizations such as the ICRC).
This leads us to the following research question: How can we
extend the web PKI with geographical information to allow
the bidirectional transfer of trust between the physical and
the digital world, while preserving scalability?

To address this, we propose the Geo-Enabled Cryptographic
Key Oracle (GECKO) to allow owners of a physical space
to define valid cryptographic material for their claimed space
using geo certificates (GeoCerts). Users define trusted issuers
locally, enabling verification of spatial claims based on their
territorial view, even during disputes. The core component of
GECKO, the geo map server, uses a sparse Merkle hash tree to
efficiently handle overlapping GeoCerts and support efficient
queries at diverse granularity levels, i.e., both fine-grained
queries and queries for large areas. To improve scalability,
data is stored at intermediate tree nodes. We analyze the sys-
tem’s security and discuss approaches for location validation.
Finally, the extended version of this paper [6] shows how
our prototype can ingest an estimated 330 million globally-
distributed GeoCerts and serves 19 000 queries per second,
proving its readiness for Internet-sized deployments.

II. PROBLEM STATEMENT

Public key infrastructures provide verifiable bindings be-
tween elements within a universe, e.g., domain names, and
a set of properties, e.g., digital identities in the form of
certificates. In this work, we propose using an anchor in the
physical world, i.e., relating to a physical space, providing an
additional human-verifiable aspect for certificates. In contrast
to the domain namespace, physical space does not suffer from
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homograph attacks (due to uniform representation of space via
longitude, latitude, and altitude) and physical space ownership
is intuitive to users. Henceforth, we refer to the user that
validates a PKI binding as the relying party. By relying on
an independent physical anchor, a relying party can increase
the certainty of an existing web PKI binding. A relying party
can thus effectively transfer trust between the digital world,
e.g., in the form of a digital certificate, and the physical world,
e.g., by visiting a place and verifying the veracity of a claim
in person. This opens up several novel use cases.

A. Use Cases

To motivate and frame our work, and to convey a sense of
usefulness to it, we present several real-world examples where
transferring trust from the physical to the digital world, and
vice versa, provides benefits to a relying party.
Prevention of Payment Fraud. Before authorizing a pay-
ment in a suspicious location, a relying party can check
which digital entities claim this physical space, and then
decide whether or not to proceed with the payment. This
detects ATMs set up by scammers, fake car parking meters, or
legitimate mobile payment QR codes covered by fake codes,
if the web PKI certificate presented during the transaction is
not cryptographically tied to GeoCert for that space.
Detection of Fake Stores and Services. A relying party
wants to ensure that a store, e.g., selling products of a certain
brand, or service, e.g., a WiFi hotspot, is legitimate. Fake
services, such as fake WiFi hotspots, known as evil twin
attacks [7], in a mall or airport, can be prevented by the
space owner declaring the presence of the legitimate hotspot,
as GECKO will show a discrepancy between the space owner’s
GeoCert and the one presented by the WiFi hotspot. Fake
stores may also be detected by verifying whether the store
at the relying party’s location is legitimate (e.g., verified
and approved by the city), which transfers trust from the
physical to the digital world, disallowing e.g., payments to
non-approved stores. On the other hand, fake stores related
to a certain brand can be detected by verifying whether the
brand’s GeoCert claims to have a store at this location, and
matching said GeoCert to the one presented via the web PKI,
i.e., transferring trust from the digital to the physical world.
Protection of Public and Internationally Recognized Ac-
tors. A relying party may want to check whether spaces
allegedly belonging to public services, such as police stations,
hospitals, vaccination clinics, etc., are legitimate before vis-
iting them. Similarly, a relying party may want to recognize
whether a building is associated with a humanitarian organi-
zation such as the International Committee of the Red Cross
(ICRC). In both cases, the relying party’s confidence in the
service provider is improved and illegitimate providers can be
avoided [8], [9].
Confirming Land Ownership. A relying party may want
to verify the veracity of land ownership (or of a temporary
lease) before buying or renting apartments online to prevent
real estate fraud. Once the land is purchased or rented, the
new owner can then claim the relevant space.

Veracity of Location Statements. In addition to real estate,
the veracity of a location statement in the digital world is an
important factor in reasoning about the represented physical
assets. This allows the relying party to verify proximity claims,
e.g., “the parking spot is close to the city center”, or the
opposite, e.g., “no noise from the highway reaches the hotel”.

B. Requirements

Although trust transfer from the physical to the digital
world is missing in the current web PKI ecosystem, the
inverse already takes place indirectly. Businesses often add
their address or a link to their location in a map service, such
as google maps, to their website protected through TLS. We
argue that the current approach is insufficient to achieve strong
guarantees for several reasons. If an external map service
is used, it necessitates another trusted entity. If the address
is directly added on the website, its detection and correct
parsing is a non-trivial task. Furthermore, the address may be
modified or spoofed by an injected script, e.g., an external
advertisement. Additionally, in the absence of a verifying
authority, the legitimacy of a location claim is only asserted
by the domain owner itself. Finally, since the website content
is only protected with the symmetric TLS session key, it does
not provide non-repudiation of the binding between domain
and address. For a system to support the aforementioned use
cases, we identify the following main requirements:

• Efficient Indexing: Provide an efficient way of indexing
location and space in the physical world at an adequate
granularity for the use cases.

• Verifiable Bindings: The bindings between physical
space and digital identifiers must be verifiable by the
relying party.

• Backward Compatibility: Do not require changes to
certificates that are currently in use, or devices deploying
these certificates.

• Low Overhead: Minimize impact on the current web
PKI’s performance and operational costs.

C. Attacker Model

We focus on a system to efficiently distribute space own-
ership statements and verify their veracity and completeness.
The attacker may: (1) read, block, and inject arbitrary mes-
sages between the relying party and other entities in the
system, and (2) compromise various actors participating in
the system. Section IV discusses the security implications
of varying compromised actors. We deem attacks on the
location verification process, i.e., issuing space ownership
statements, out of scope for this work, though we provide early
observations on the problem space and mitigation strategies
in the context of GECKO in Section IV. Furthermore, attacks
on the location service of mobile devices are not considered,
but there exists ample research on the prevention of such
attacks [10], [11], [12], [13], [14]. Thus, the attacker cannot:
(1) tamper with the location verification process, i.e., manip-
ulate a location verification entity into issuing a false location
ownership statement, (2) influence the perceived location of
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the relying party, and (3) compromise the relying party (as
this would trivially defeat any authentication mechanism).

D. Assumptions

We assume that all entities, i.e., the relying party, space
owner, and the infrastructure servers (geo log servers, map
servers, and CAs) are bootstrapped with authentic certificates
and public keys of their trusted entities. For the log server,
map server, and CA, the authenticity of these cryptographic
objects can be verified through gossiping. Additionally, we
assume that log servers and map servers perform gossiping
on their respective signed Merkle tree heads, to detect split
view attacks. For the relying party and space owner, the initial
configuration containing relevant cryptographic objects should
come from a trusted source, e.g., bundled in a browser, or
served by a trusted organization.

III. DESIGN AND EVALUATION

GECKO is designed to satisfy the previous requirements,
namely efficient indexing of physical space, cryptographically
verifiable space-to-identifier bindings, backward compatibility,
and low overhead. This is achieved through space-related
attributes stored in geo certificates (GeoCerts). The owner of a
space requests a GeoCert, a cryptographic object representing
the owner’s claim of the space. The relying party then validates
the cryptographic object of interest, e.g., a TLS certificate,
based on relevant GeoCerts.

A. Deployment Scenarios

We present two deployment scenarios for GECKO. In an
initial web PKI extension deployment scenario, geographic
information is piggy-backed on web PKI certificates as X.509
extensions and can thus reuse existing web PKI infrastructure.
This ensures that space owners can immediately enhance their
existing web PKI certificates with geographic information and
continue logging them with the existing CT infrastructure. The
only requirements are a web PKI CA that supports GECKO
and issues GeoCerts, and a GECKO map server. The short-
comings of such a deployment are that the issuance of new
geographic information is tied to the issuance of new web PKI
certificates, reducing the flexibility of the system and putting
additional burden on CAs and the logging infrastructure if
geographic locations are frequently updated.

In a standalone deployment scenario, we propose a sepa-
rate certificate hierarchy based on certificate authorities dedi-
cated to creating geographical certificates. By decoupling the
GECKO hierarchy from the web PKI hierarchy, we ensure that
they can be updated independently, enabling a wider range of
use cases and simplifying the revocation process. However,
compared to the previous scenario, it additionally requires
dedicated CAs and CT log servers.

In both deployment scenarios, GECKO is incrementally
deployable and relying parties immediately benefit from the
additional protection by GECKO even if there is only a single
CA, map server, and log server. As the partial deployment

expands, relying parties can incorporate the newly participat-
ing CAs into their local trust view to extend the coverage
of GeoCerts, and increase GECKO’s resilience by adding new
map servers to their map server pool. The concepts introduced
in this section are orthogonal to the certificate hierarchy and
thus apply to both deployment scenarios. We will highlight
the difference between the scenarios, where applicable.

B. Components

GeoCerts. GeoCerts are used by a space owner to specify
attributes for a claimed space. Space is encoded as a set of
frustums1. A frustum is defined by a closed polygon speci-
fied through latitude and longitude positions on the WGS84
ellipsoid approximation [15] and a minimum and maximum
altitude. The volume of the frustum is the intersection of the
ellipsoidal shell between the minimum and maximum altitude
and the polygon extruded along the normals to the ellipsoid.

The GeoCert binds this space to attributes, such as
the intended use of the certificate in this space, e.g.,
“wireless access point” or “payment terminal”. Another
attribute is a URI identifying the space owner, which
uses the custom scheme gecko to represent a GECKO
URI. This URI may include identifiers of the GeoCert
itself as path, query, or fragment within the URI. For
example, gecko://bank.com?branch=newyork and
gecko://bank.com?branch=london could be used for
two GeoCerts of the New York and London branches of a
bank, respectively. The list of attributes is extensible, enabling
unforeseen use cases.

Within a web PKI extension deployment, since GeoCerts
are encoded as X.509 extensions in existing certificates, they
already support the creation of certificate chains. However,
in a standalone deployment, in addition to these attributes,
GeoCerts must contain fields to allow the creation of certificate
chains similar to X.509 certificate chains, i.e., starting with a
self-signed root certificate, possibly with multiple intermediate
certificates, and ending with a leaf certificate. An additional
requirement for the validity of a GeoCert chain is that the 3D-
volume of a child certificate must be contained in the volume
of its parent certificate.
Geo CA. GeoCerts are issued by geographical certificate
authorities (geo CAs). Before issuing a GeoCert, the geo CA
validates the space claim of the certificate through a well-
defined method, e.g., by physical inspection. The validation
method may be added as an attribute to the GeoCert, as is
discussed in Section IV. In the web PKI extension deployment
model, existing web PKI CAs act as geo CAs. However, even
in the standalone deployment model, existing web PKI CAs
would likely also operate geo CAs, since they already have the
necessary infrastructure to issue (geo) certificates. Examples
of standalone geo CAs are organization-specific CAs, e.g., an
eduroam CA issuing GeoCerts to protect wireless networks
in universities, or in-person location verification CAs. A

1A frustum is the portion of a solid that lies between two parallel planes
cutting this solid.
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concrete example of an in-person location verification CA is
the Swiss postal company, which operates the Web PKI CA
SwissSign and also performs address verification through their
postal workers. By collaborating with the national cadaster,
SwissSign could offer their customers the automatic creation
of GeoCerts for their apartments and houses.
Trust Preference. A relying party defines its personal trust
preference, which is a relative ordering of geo CAs, indicating
the trust placed into each geo CA. Hence, two relying parties
can specify different, even conflicting, trust preferences and
ensure that none of their less trusted CAs can claim space
that is already claimed by their more trusted CAs. Concretely,
the trust preference consists of a set of N geo CAs (CAi) with
their respective trust level (TLi) and space (Vi) in which they
are allowed to issue certificates, stored as the set of tuples
TP = {⟨CAi, Vi,TLi⟩}i∈[1,N ]. This allows a relying party to
accept less trustworthy CAs but restrict them to certain areas,
e.g., use a state-operated CA of questionable trustworthiness
but only for certificates issued within that state. The concept of
locally defined trust preferences was introduced in F-PKI [16],
but instead of applying trust preferences on geo CAs based
on the validated area, they evaluate the trustworthiness of web
PKI CAs based on the validated domain.
Geo Log Server. The geo log server collects certificates
in a public append-only log. It is identical to a certificate
transparency (CT) [17] log server, except that it aggregates
GeoCerts instead of X.509 certificates. In the web PKI exten-
sion deployment model, CT log servers remain unchanged.
Map Server. A map server periodically fetches GeoCerts
from log servers and stores them in a sparse Merkle hash tree
to provide efficient proofs of presence or absence. GECKO
comprises (1) a geo map server which provides space-based
lookup, i.e., returns all GeoCerts claiming a certain space, and
(2) a domain map server which provides domain-based lookup,
i.e., returns all GeoCerts related to a certain domain.

C. Workflow

Figure 1 shows an overview of the GECKO interactions.
GeoCert Issuance. First, the space owner requests a Geo-
Cert from the geo CA with a certificate signing request (CSR)
which includes all relevant certificate fields (step 1). The CA
validates the location claim in the CSR (step 2) and issues
a precertificate. The precertificate is sent to geo log servers,
which reply with signed certificate timestamps (SCT) (step 3).
The CA encodes all SCTs and signs the final GeoCert, which
is sent back to the space owner and geo log servers (step 4).
Propagating Certificates to Map Servers. The map servers
collect GeoCerts from the geo log servers and validate, via the
MHT append-only property, that the received certificates are
complete. After collecting certificates for a fixed time interval
(the maximum merge delay (MMD), which is typically 24 h),
the map servers ingest these certificates into their database
(step 5) and release a new signed tree head (STH).
Client-Side Validation. The relying party contacts either
the geo or domain map server to fetch GeoCerts. They send
the requested location and the radius of interest to the geo
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Fig. 1: System Overview.

map server and retrieve all existing certificates for a given
location (step 6a), or they query the domain map server for
all certificates issued to a given domain (step 6b). The response
from the map server is either (1) a proof of presence (PoP), i.e.,
a path to the relevant node in the Merkle tree including the set
of certificates in this node, or (2) a proof of absence (PoA),
i.e., a path in the Merkle tree leading to an empty subtree
indicating the absence of any certificates (steps 7a and 7b).
Based on the certificates contained in the PoP or the PoA, the
relying party validates the object of interest, e.g., by checking
if a TLS certificate is issued to the same domain that claims
this space.

D. Data Structure

For the domain map server, we use an F-PKI map
server [16]. For the geo map server, we must enable relying
parties to retrieve the set of all certificates located within a
given space along with a proof of presence or absence. To rep-
resent space, we use frustums described by a WGS84 polygon
and a minimum and maximum EGM2008 altitude [15].

Inspired by F-PKI, a sparse Merkle tree (SMT) is used to
store certificate data and prove the correctness of responses,
while an append-only consistency tree stores the signed tree
heads (STH) and records the version history of the SMT.
Compared to F-PKI, instead of hierarchical trees following
domain-name structure, i.e., adding one SMT per subdomain,
GECKO makes use of a single SMT with a geographical
structure. More specifically, the SMT is a two-dimensional
surface tree dividing the earth’s surface in a mosaic-like
fashion as shown in Figure 2a. Moreover, each node in the
k-d tree is the root of a binary altitude subtree that divides the
altitude dimension as shown in Figure 2b. The data structure
thus divides an ellipsoidal shell around the earth’s surface.
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(a) The surface tree divides the world into smaller regions encoded by bit
strings. Arrows point from parent nodes to their children. Red dashed arrows
indicate longitude splits and blue solid arrows indicate latitude splits.

(b) Red dashed, blue solid, and green dotted arrows indi-
cate longitude, latitude, and altitude splits, respectively.

Fig. 2: Visual representations of the SMT dividing the physical space.

The SMT hash value of each node is computed by applying
a hash function on the node’s children hashes (if present)
concatenated to the certificates associated with the node. An
important property is reducing the number of nodes associated
with a given certificate: (1) certificates can be associated with
intermediate or leaf nodes in the tree, which ensures that
certificates covering large volumes such as countries, states, or
cities, can efficiently be stored, and (2) the nodes with which
a certificate is associated, cover an over-approximation of the
certificate’s polygon, which enables proofs of absence without
requiring precisely modeled certificate space borders.

E. Evaluation

The extended version of this paper [6] includes details
on the used encodings and algorithms, and analyzes the
performance of a prototype GECKO implementation on a
GeoCert dataset derived from real-world data. It shows that
GECKO’s data structure achieves auditability using the ad-
ditional consistency tree, and that a map server running on
a single machine can serve up to 19 000 queries per second
and ingest our estimated 330 000 000 global GeoCerts with
lifetimes of less than 6 months. To support even higher query
rates or more certificates, GECKO can easily be sharded, e.g.,
based on the GeoCert location, or load can be distributed
among multiple map servers due to its stateless query-response
paradigm. Furthermore, it analyzes a relying party’s overhead
for using the map server, showing that the cumulative (non-
network) latency overhead of building and verifying GECKO
queries and responses takes less than 7.1 ms (95th percentile)
and that the space overhead is modest with request sizes below
94 B and response sizes of several kilobytes.

IV. SECURITY ANALYSIS

In this section, we analyze the security of GECKO. In
particular, the security properties of the verifiable space-to-
identifier bindings used by the relying party to validate the
cryptographic object of interest. Note that in some cases, the

GeoCert itself is the object of interest, especially in the web
PKI extension deployment model.

GECKO has two goals: (1) fetching all relevant GeoCerts
and (2) verifying the object of interest once all relevant
GeoCerts are available. We split the first goal into two objec-
tives with distinct attacker models, namely the detection and
prevention of attacks. As described in Section II-D, we assume
that the relying party is bootstrapped with the necessary
cryptographic material, in particular authentic certificates and
public keys of all trusted CAs, log servers, and map servers.

The first objective is to detect attacks by the different actors,
namely the CAs that issue GeoCerts, the log servers that
operate an append-only GeoCert log, and the map servers that
aggregate GeoCerts by space and domain, respectively.

Objective (Fetching—Attack Detection). A relying
party that receives an authentic response from a map
server can detect an attack by a CA, a log server, or
a map server (or any combination of colluding entities)
after the attack has occurred and prove the occurrence
to other entities.

This objective holds since all operations produce crypto-
graphic evidence, i.e., GeoCerts issued by CAs and signed
MHT roots for log and map servers, which can be used to
pinpoint the misbehaving entity. The detection of split-view
attacks by one or more log servers or map servers is discussed
in more detail at the end of this section.

However, ideally, attacks should not only be detected after
a (possibly lengthy) time period, but instead be prevented.
Analogous to F-PKI, the relying party requests responses from
multiple trusted map servers and considers the union of all
certificates from all map server responses to reduce the impact
of a single malicious map server. Hence, the second objective
is preventing attacks by any number of possibly colluding
actors, as long as a single benign map server is reachable
and the certificate was logged by a log server.
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Objective (Fetching—Attack Prevention). A relying
party that receives an authentic response from a benign
map server is ensured that all GeoCerts for the queried
space are returned if each certificate is covered by at
least one benign log server.

This objective holds since the responses from all map
servers are combined via union, hence a certificate from the
benign map server’s response cannot be removed.

Furthermore, as long as each certificate is covered by at least
one benign log server, the log server adds the certificate within
the maximum merge delay, e.g., 24 h, after the respective SCT
was issued, and the map server ensures that all certificates
from all log servers are fetched. The guarantees of this
objective are thus directly related to the number of log servers
N that must issue an SCT for a certificate to be considered
valid and the number of trusted map servers M that the relying
party requires to respond. Hence, an attack on the GeoCert
fetching objective, i.e., not returning the complete set of
certificates, is prevented if at most N − 1 log servers and
at most M − 1 map servers are malicious.

Finally, once the relying party has received the set of all
GeoCerts for a given space or identifier, it determines, based
on this set, whether a received cryptographic object of interest,
e.g., a TLS certificate, is valid or not.

Objective (Validation). A relying party can, based on its
trust preference and the set of all GeoCerts in a certain
space or with a certain identifier, deterministically restrict
the set of valid cryptographic objects.

Based on its trust preference, the relying party selects the
relevant GeoCerts, i.e., the GeoCerts that are signed by the geo
CAs with the highest trust level. This ensures that all GeoCerts
issued by a malicious geo CA are ignored, as long as there
exists a GeoCert issued by a more highly trusted geo CA. The
cryptographic object of interest is compared to the attributes
contained in these GeoCerts, i.e., if the object conflicts with
any attribute in any GeoCert, it is rejected.
Split-View Attacks. In split-view attacks, a trusted log
server presents the map server (and thus indirectly the relying
party) with a (correctly) signed tree root of a different Merkle
tree to hide GeoCerts. While this attack cannot be prevented,
it is very difficult to perform stealthily and can easily be
detected if map servers (and geo CAs) gossip recent STHs
among themselves. Similarly, a map server performing a split-
view attack and presenting different views to relying parties
is prevented by the append-only consistency tree which never
removes an STH. A map server doing a split-view attack must
continue to maintain multiple consistency trees and ensure that
relying parties and auditors of different versions never compare
their trees. Hence, standard solutions like CT monitors or
gossiping can help detect split view attacks [18], [19].
Location Verification. GECKO enables the co-existence of
location verification methods with different levels of security.
For example, in an initial deployment, low-effort verifica-
tion methods, such as first-come-first-serve space allocation,

crowd-sourced verification, or mail-based verification, may
bootstrap the geo CA database, while a using more reliable
but costly in-person verification in later stages. Concretely,
if each GeoCert contains the type of location verification
that was done by the CA before submitting it to the system,
we can extend the trust preference with location verification
(LocVeri), i.e., TP = ⟨CAi,LocVeri, Vi,TLi⟩i∈[1,N ]. Less
secure verification mechanisms are assigned lower trust levels
and only considered if no certificate verified by a more
secure verification method exists in a given space, prevent-
ing downgrade attacks. Geo map servers may use location
verification methods as a filter to reduce overhead, e.g., only
supporting GeoCerts issued by a certain method. We envision
the emergence of preferences recommended per use-case, akin
to the list of trusted CAs distributed by the browser vendors.
The extended version of this paper [6] contains a more in-
depth discussion of location verification mechanisms.

V. RELATED WORK

We review and compare related work on other (geographi-
cal) PKIs and location privacy.

A. Public Key Infrastructures

GECKO takes inspiration from F-PKI [16], in particular
regarding the idea that the validation should be performed
at the relying party based on a local and individual trust
preference. The main difference and challenges of this work
are the manipulation of spatial data, i.e., finding sensible
geographical projections, combining different space claim vali-
dation mechanisms, and ensuring the completeness of returned
GeoCerts while providing efficient spatial indexing. Although
our focus is on the web PKI, the GECKO framework is
flexible and extensible and could enhance other PKIs with
geographical information, such as RPKI or DNSSEC.

B. Location Privacy

Location data, especially time series, is considered sensitive
user information [20]. Since the map server learns the location
of the relying parties through queries, this may raise privacy
concerns. The sporadic nature of GECKO queries and the fact
that many users will perform queries for the same locations,
i.e., in places where GeoCerts are commonly used, limit the
inferable information. Increasing the query radius, querying
using the coarse grid defined by the SMT, or relaying the
queries via proxies can offer additional protection. There is
extensive research on mechanisms to preserve privacy for
location-based services [21]. GECKO clients could be en-
hanced with similar mechanisms, allowing users to preserve
their privacy.

C. GeoPKI

Kim et al. [22] propose a geographical PKI (GeoPKI) based
on special certificates containing geographical information,
called GeoCerts. The GeoPKI database then provides a map-
ping from the geographic coordinates to the GeoCert valid
at this position. Depending on the certificate issuance process,
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GeoCerts are assigned different security levels, e.g., preferring
extended validation (EV) certificates to self-signed certificates.
GeoPKI considers the globe as a unit cube and separates it
into arbitrarily small cubes by splitting along the three axes
one by one. Each of these cubes is then assigned a single
valid GeoCert. Furthermore, they make use of hierarchically
structured MHTs to delegate space ownership.

Unfortunately, their system has several limitations in terms
of practicality and usability. It does not allow the presence of
multiple GeoCerts (issued by different CAs) at one location.
Their Cartesian coordinate system leads to inefficiencies by
covering large spaces that are unlikely to require certificates,
e.g., the Earth’s core, and by not aligning cubes to the Earth’s
surface, increasing the number of nodes required to represent
common spaces, e.g., a house or shop. Additionally, by directly
tying physical space to public keys, inconsistencies with other
PKIs may occur. Finally, revocation is done by claiming the
space with a GeoCert of a higher security level, which means
that once an EV GeoCert, which has the highest security
level, exists, it cannot be revoked by this CA anymore (unless
signatures from multiple CAs overwrite the GeoCert).

We innovate on the basic concept of a PKI based on a
geographically structured MHT and address these deficiencies.
GECKO’s data structure provides significant improvements in
terms of efficiency and real-world feasibility, compared to the
purely theoretical work of Kim et al. In particular, GECKO
minimizes the number of MHT nodes (and their tree depth)
associated with a certificate or query, reducing processing,
storage, and network overhead. In GECKO, multiple certifi-
cates can be assigned to a single node, which (1) avoids the
need for precise borders between neighboring certificates con-
sisting of many nodes (instead, fewer border nodes containing
both certificates are used), and (2) keeps GECKO future-proof,
i.e., supports novel use cases that require new overlapping
certificates or more fine-grained space claims. While GeoPKI
mandates cube-like shapes, GECKO supports frustums with
variable heights (including cube-like shapes) aligned to the
earth’s surface, which minimizes the node count for common
shapes such as houses and large areas such as countries.

VI. CONCLUSION

With the increasing digitalization of real-world processes,
the relevance of the web PKI continues to grow, as it es-
tablishes trust in diverse use cases. Recognizing that location
information is intuitive and valuable for users to establish trust,
we explore the technical challenges of integrating it into the
web PKI. GECKO demonstrates that the web PKI can be
enriched with location information in a scalable manner today
and only requires standardization of GeoCerts and deployment
of a geo map server. Providing location information through
GECKO addresses use cases with no prior solutions since lo-
cation information is fundamentally different from the domain
name information currently provided by the web PKI. Once
deployed, we anticipate a plethora of new use cases to emerge,
offering enhanced security through location information.

ACKNOWLEDGMENTS

We gratefully acknowledge support from Princeton Univer-
sity, ETH Zurich, the Zurich Information Security and Privacy
Center (ZISC), and the Werner Siemens-Stiftung (WSS) Cen-
tre for Cyber Trust at ETH Zurich.

REFERENCES

[1] H. Birge-Lee, Y. Sun, A. Edmundson, J. Rexford, and P. Mittal,
“Bamboozling certificate authorities with BGP,” in Proceedings of the
USENIX Security Symposium, Aug. 2018.

[2] sslmate, “Timeline of certificate authority failures,” Oct. 2022. [Online].
Available: https://perma.cc/VZ3E-GMW9

[3] H. Hoogstraaten, R. Prins, D. Niggebrugge, D. Heppener, F. Groenewe-
gen, J. Wettink, K. Strooy, P. Arends, P. Pols, R. Kouprie, S. Moorrees,
X. van Pelt, and Y. Z. Hu, “Black Tulip: Report of the investigation into
the DigiNotar certificate authority breach,” Tech. Rep., Aug. 2012.

[4] D. Hardt, “The OAuth 2.0 Authorization Framework,” IETF, RFC 6749,
Oct. 2012.

[5] FIDO Alliance, “Fast IDentity Online (FIDO) standard,” 2022. [Online].
Available: https://fidoalliance.org
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