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Abstract

Post-quantum cryptography has gained urgency with recent
advances in quantum computing. This transition is particu-
larly consequential for inter-domain routing, whose compro-
mise can undermine connectivity across the Internet. Current
work on making routing security quantum-safe has focused
primarily on migrating existing mechanisms, especially the
RPKI, to post-quantum cryptography. We argue that this
framing is too narrow. Rather than treating the transition
as a one-time replacement of cryptographic algorithms, we
examine how post-quantum constraints may reshape routing
security itself. We discuss more flexible designs that accom-
modate multiple algorithms, the scalability challenges of
post-quantum signatures, and alternatives based on more ef-
ficient cryptographic primitives. Based on these observations,
we outline a broader research agenda for routing security in
the post-quantum era.
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1 Introduction

With recent advances in quantum computing [10], the threat
of a cryptographically relevant quantum computer (CRQC),
i.e., a machine capable of breaking today’s cryptography at
scale, is becoming imminent. To address this threat, stan-
dardization bodies have published recommendations for the
migration to quantum-safe cryptographic algorithms, com-
monly referred to as post-quantum cryptography (PQC). The
NIST timeline aims for migration by 2035 [32], and similarly,
a European Union roadmap targets a migration date of 2030
to 2035 for different use cases [2]. For some systems, changes
are already underway; e.g., changes to the web PKI are al-
ready being implemented and evaluated by large players such
as Google and Cloudflare [3, 6, 11, 45], and Let’s Encrypt is
planning to issue post-quantum certificates by 2027 [8].

The need to secure inter-domain routing, the mechanism
that underpins the Internet, against the looming quantum
threat has been recognized by the routing community, espe-
cially given that routing attacks can have widespread con-
sequences and undermine the security of other (possibly
already quantum-proofed) systems [14, 40].

Discussions on how to quantum-proof inter-domain rout-
ing revolve around securing the Resource Public Key Infras-
tructure (RPKI), the out-of-band system used to verify infor-
mation exchanged via the Border Gateway Protocol (BGP).
An approach to replace the cryptographic algorithms used
in the RPKI is described in RFC6916 [20], and this approach
could be used to switch the RPKI to new quantum-safe algo-
rithms. However, the suggested migration approach requires
operators to maintain two synchronized sets of information
(one for the old algorithm, one for the new one) for an ex-
tended period of time until all participants have switched. An
algorithm migration as described in RFC6916 has never been
tried in practice; its feasibility has been called into question,
and alternative approaches have been suggested [4, 17, 31].

Like RFC6916, the suggested alternatives and community
discussion all revolve around how to best perform the mi-
gration to a new post-quantum algorithm, with a secondary
focus on the performance impacts of PQC on the RPKI. The
central argument of this paper is that the current conversation
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focus is too narrow and places less emphasis on two important
aspects.

First, the emphasis on the migration to PQC is too short-
sighted and neglects the possibility of having to change al-
gorithms more than once, for example due to the discovery
of cryptographic weaknesses. This is of particular concern
in the context of new PQC designs which are less battle-
tested than classical cryptography. Famously, the Rainbow
signature scheme advanced to the final NIST standardization
round before a way to break it on a laptop was found [13].
Of course, in case of a broken algorithm, the migration pro-
cedure could be applied again, but, as emerges from the
discussions on the topic, migration is a slow process and
requires substantial operational effort.

Second, the community has focused on quantum-proofing
the currently deployed routing security mechanisms, pri-
marily route origin validation (ROV). While this is under-
standable from a practical point of view, a discussion on how
quantum-proofing could enable or hinder the future evolu-
tion of routing security is also warranted. BGPsec provides
a concrete example. Although it protects against more so-
phisticated routing attacks than ROV alone, it has yet to see
widespread deployment, despite being standardized almost
a decade ago [27], in part because of concerns about cryp-
tographic processing on routers and increased convergence
times. A naive replacement of its existing signatures with
more expensive PQC schemes would only exacerbate these
deployment barriers. The post-quantum transition therefore
strengthens the case for exploring more resource-efficient
ways to achieve routing security rather than simply replacing
the cryptographic algorithms in existing designs.

Broadening the discussion on quantum-proof inter-domain
routing to include new, more flexible designs and additional
security mechanisms opens up a large design space, and we
present several promising research directions in this paper.

Ethics statement. This work raises no ethical concerns.

2 The Quantum Threat

We start by contextualizing the cryptographic capabilities of
quantum computers and providing an overview of PQC.

Symmetric vs asymmetric cryptography. Although a large-
scale quantum computer has yet to be built, researchers have
devised quantum algorithms that can break cryptographic
algorithms in use today. It is important to note that asym-
metric and symmetric cryptography are impacted differently.
The security of asymmetric schemes, e.g., RSA or elliptic
curve cryptography, hinges on the fact that their underlying
mathematical problems, such as integer factorization or the
discrete logarithm problem, are considered hard to solve.
Quantum computers, however, are expected to be able to
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Table 1: Key and signature sizes and sign-
ing/verification costs for representative classical
and post-quantum signature schemes. Timings were
measured using liboqs and OpenSSL on an M4 CPU.

Scheme Public Key (B) Sig (B)  Sign (us) Verify (us)
ECDSA P-256 64 64 15.8 35.7
RSA-2048 256 256 681.5 19.4
ML-DSA-44 1,312 2,420 114.8 33.0
ML-DSA-65 1,952 3,309 181.8 53.1
Falcon-512 897 666 97.6 15.8
SLH-DSA-128s 32 7,856  182,561.6 189.3
SLH-DSA-128f 32 17,088 9,007.0 503.8

solve both these problems much more efficiently.! For exam-
ple, by applying Shor’s algorithm [39] to retrieve the private
key from a public key, thus breaking existing asymmetric
cryptography.

The situation is different for symmetric cryptography:
although Grover’s algorithm [21] could, in theory, be used
to attack symmetric cryptography, such attacks are believed
to remain impractical given the limited attack speedup and
the inability to parallelize the algorithm [7, 44, 47]. Hence,
existing symmetric cryptography is expected to remain safe,
even when faced with a quantum-capable attacker.

Signatures vs encryption. The threat posed by quantum
computers also impacts the two distinct purposes of asym-
metric cryptography differently.

The first purpose of asymmetric cryptography is to ensure
the confidentiality of information. Generally, this means that
asymmetric cryptography is used to protect or exchange
a symmetric key. A quantum attacker could retrieve these
keys, breaking confidentiality. What makes this threat par-
ticularly insidious is that an attacker can collect currently
undecryptable data and decrypt it once a quantum computer
becomes available. This places even data exchanged before
the availability of a CRQC at risk. In systems that handle
confidential data, e.g., TLS or SSH, the possibility of these
so-called “harvest now, decrypt later” attacks is the main
driver for an early replacement of cryptographic algorithms.

The second purpose of asymmetric cryptography is to
ensure the integrity and authenticity of data via signatures.
Because a quantum attacker could forge signatures arbitrar-
ily, all signatures, regardless of when they were issued, lose
their trustworthiness once a CRQC appears.

Post-quantum cryptography. To address the quantum threat,
new asymmetric cryptography schemes are being developed

'However, this is neither free nor instant: a 2021 estimate requires 890 MWh
to break RSA-2048 in 8 hours (about 85 U.S. households’annual use) [36].
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and standardized to replace the existing ones. NIST has al-
ready standardized three such post-quantum cryptography
schemes: ML-KEM (key encapsulation) [34], ML-DSA (sig-
natures) [33], and SLH-DSA (signatures) [35]. The standard-
ization of Falcon, another signature scheme, is ongoing [1].2
These signature and key encapsulation schemes are consid-
ered safe against quantum computers. Unfortunately, they
are not usually a drop-in replacement for current algorithms,
as their larger key sizes and signatures (see Table 1) must
be considered. Some PQC algorithms are also more com-
putationally expensive. As for classical algorithms, the key
and signature sizes (and the computational cost) of PQC
algorithms increase with higher security levels.

Crucially, the security of SLH-DSA hinges on very differ-
ent properties than those of the other schemes. Most schemes
rely on different mathematical puzzles than classical asym-
metric cryptography, which has no known efficient quantum
algorithm to solve them. Because these algorithms are young
and less battle-tested than classical cryptography, they are
often used in a hybrid construction. In a hybrid construc-
tion, as used, e.g., by TLS [26], a PQC algorithm is combined
with a classical one, and messages are signed or encrypted
once with each algorithm. Because an attacker would have
to break both algorithms, this alleviates concerns regard-
ing the maturity of PQC algorithms while still providing
quantum-safety.

SLH-DSA, on the other hand, is based on symmetric cryp-
tography and derives its security from well-understood hash
functions. Although based on hash functions, SLH-DSA still
functions as a regular signature algorithm with a private-
public key pair. Its drawbacks are a significantly increased
computational cost and larger signature size. SLH-DSA is
more expensive but a more conservative option in terms
of security assumptions compared to ML-DSA and was in-
cluded by NIST as a safe “backup” algorithm.

3 The State of Quantum-safe Inter-Domain
Routing

This section gives an overview of routing security mecha-
nisms and summarizes the ongoing discussion on how to
migrate the RPKI to PQC.

3.1 Routing Security Mechanisms

BGP is the inter-domain routing protocol used by autonomous
systems (ASes) to exchange reachability information. BGP
relies on the resource public key infrastructure (RPKI) to
provide security. The RPKI is an out-of-band system that

“The comparatively small signature size and verification cost of Falcon make
it an attractive candidate. However, it relies on floating point operations,
which appear to be challenging to implement efficiently without creating
side-channel vulnerabilities [22, 29, 48].
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can be used to verify information exchanged via BGP. The
hierarchical design of the RPKI mirrors the assignment of
Internet resources, with the five regional Internet registries
(RIRs) as trust roots. As the RIRs delegate resources (such
as IP address ranges) to other entities, they attest to this
delegation via certificates. In the RPKI, each participant is
also a certificate authority, allowing it to further delegate its
resources. RPKI participants can publish signed objects with
information about their resources. Usually, this information
is published to a repository hosted by a RIR, but a delegated
repository may also be used. In the latter case, a reference to
the sub-repository is included in the higher-level repository.

The simplest and most widely deployed security mecha-
nism is route origin validation (ROV). In ROV, ASes publish
route origin authorization (ROA) objects attesting their own-
ership of a specific prefix. ROV-validating ASes download
the RPKI information from all repositories, starting with the
trust roots, and verify the associated signatures following
the chain of trust. Data is downloaded and verified by a sep-
arate service, not the BGP routers, and pushed to the routers
after verification. Using this information, BGP speakers then
check the originating AS of each received prefix announce-
ment against the prefix owner stated in the RPKI information
and reject announcements for which a different origin AS is
registered in the RPKI. This mechanism is opt-in; if no ROA
for a certain prefix exists, even ROV-validating ASes accept
all routes towards that prefix.

ROV is only the simplest security mechanism and it only
protects against misconfigurations and a narrow slice of rout-
ing attacks. Two complementary mechanisms provide fur-
ther protections. The first step up from ROV is "autonomous
system provider authorization" (ASPA). ASPA is currently
being standardized [9, 43] and allows ASes to authorize their
upstream providers; validating ASes then use this informa-
tion to check the plausibility of received announcements. An
even stronger mechanism is BGPsec [27], in which routers
sign the AS-level path of all announcements they process.
Unlike ROV and ASPA, BGPsec works in-band and requires
routers to perform cryptographic operations themselves. BG-
Psec was standardized almost a decade ago but has yet to be
deployed in practice, in part due to performance concerns.

3.2 Migration Pressure

Since the RPKI is used to certify publicly available infor-
mation, routing security relies only on signatures, not on
encryption, and “harvest now, decrypt later” attacks do not
apply. Still, a large-scale quantum computer would have a
devastating impact on routing security: Once a CRQC is
available, classical signatures lose their trustworthiness, and
validating ROVs will no longer prevent prefix hijacks, as an
attacker could forge the corresponding ROAs, too. Worse
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yet, if signatures can be forged, ROVs must be disregarded
to preserve the opt-in nature of the RPKI. Otherwise, at-
tacks on non-ROV-enabled prefixes become possible. The
simplest such case is an attacker creating a cryptographi-
cally correct (but illegitimate) ROA for a currently unsigned
victim prefix, tricking validating ASes into rejecting the legit-
imate announcements for the victim prefix. More elaborate
attacks are also possible [17]. Thus, to avoid chaos, vulnera-
ble signatures must be replaced before the quantum threat
materializes. Implementing such a change will take consider-
able time and require coordination among RPKI participants.
As the estimated arrival date of a CRQC keeps inching closer,
starting this process as early as possible seems prudent.

3.3 Discussions on PQC for the RPKI

The RPKI currently uses RSA signatures [25] that need to
be replaced to address the quantum threat. RFC6916 [20]
specifies a migration procedure towards a new signature
algorithm for the RPKI. As support for the new algorithm
is expected to pick up gradually, this migration procedure
includes a transition period during which two RPKI trees
exist, one for each algorithm. Once all ASes have migrated to
the new algorithm, the old tree is abandoned. The feasibility
of the RFC6916-approach has been called into question, and
a test migration from RSA to ECDSA has been suggested as
a dry-run for a later migration to PQC [4, 41].

Alternative proposals for an easier transition to a new
algorithm exist. These include a “mixed tree” approach [17]
and a hybrid [31]. pqRPKI [28] proposes a design change
based on Merkle tree ladders, greatly reducing the number
of required signatures to cope with the size of PQC signa-
tures. Additionally, there is orthogonal work on shrinking
RPKI size by removing redundant information and signa-
tures, which is beneficial given the increased size of PQC
keys and signatures [38].

Although these proposals have launched a discussion on
the post-quantum future of routing security, their focus lies
on two distinct problems. The first problem that existing
proposals tackle is how to approach a globally coordinated
migration of the RPKI to a new algorithm in order to provide
cryptographic agility. The second problem, addressed by
designs such as pqRPKI, is how to shrink repository size
or otherwise handle the increased storage requirements of
PQC. The next section aims to complement this discussion by
raising two questions that these existing works do not focus
on. First, is there an alternative to coordinated migration to
enable cryptographic agility? And second, what impact will
PQC have on the future of routing security, e.g., on BGPsec?
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4 A Broader Perspective

Stepping back from the question of how to migrate the RPKI
to post-quantum cryptography, we consider how routing
security can remain adaptable if cryptographic algorithms
need to change again in the future and how the higher cost
of post-quantum cryptography will affect the design and
deployment of stronger routing security mechanisms.

4.1 Migration: One and Done?

The need for cryptographic agility and the possibility of
future algorithm changes are addressed through migration
rounds. We instead suggest exploring how to reduce the
dependence on repeated ecosystem-wide migrations. The
proposed solutions for migration all consider an algorithm
change to PQC a one-time event. In reality, however, we
should consider the need or desire to change algorithms
more than once, and repeated algorithm migration rounds
are likely not an adequate solution. The most evident situa-
tion in which changing algorithms becomes necessary again
is the discovery of new weaknesses in cryptography. Such
attacks may render a signature algorithm useless in a short
time, which would require an emergency migration to a
new signature algorithm. The currently discussed migration
strategies do not address this risk. In fact, RFC6916 considers
an emergency migration infeasible, describes algorithm mi-
gration as an orderly multi-year process, and acknowledges
the possibility of downgrade attacks during the transition
period [20].

Even if an algorithm remains secure, switching to a newer,
more resource-efficient algorithm may be desirable; however,
it may be impractical if the costs of migration outweigh
the benefits. This is already the case: the RPKI uses RSA
signatures, despite a cheaper option being available in the
form of elliptic curves [41]. A similar situation may arise
again with PQC algorithms, e.g., the not-yet-standardized
Falcon is cheaper than ML-DSA, and more PQC algorithms
are bound to be developed in the future. Still, the selection of
a new algorithm cannot be postponed indefinitely; waiting
too long to introduce a PQC algorithm conflicts with the
need to start the migration early.

What emerges from the discussion around RPKI migration
is that a migration will require substantial operational ef-
fort. If cryptographic agility is achieved only by system-wide
algorithm migration, the same effort would have to be put
in again when the need for migration arises in the future.
We instead suggest shifting the focus away from migration
towards design changes that make routing security less de-
pendent on any one signature algorithm and that make new
algorithms easier to roll out. Implementing any such changes
will require significant, coordinated effort, but as such an
effort will be required to quantum-proof the RPKI in the first
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place, this occasion appears to be a good opportunity. We
explore possible research directions in Section 5.

4.2 Routing Security Beyond ROV

The community is currently focused on ROV [4, 17, 31, 41],
the only widely deployed routing security mechanism cur-
rently. However, the switch to PQC has implications for
the future of routing security beyond ROV, particularly for
BGPsec. An important characteristic of ROV is that infor-
mation is fetched and verified in bulk and out-of-band by
dedicated validators, which are then pushed to routers; BGP
messages are not modified. The same applies to ASPA. Al-
though the use of dedicated validators is primarily intended
to avoid potentially heavyweight operations on routers, it
has a secondary benefit: implementing changes (such as a
new algorithm) is, at least in theory, simplified, because only
a few validator machines per AS need to be updated. BGPsec,
however, follows a very different model than ASPA and ROV.
In BGPsec, router certificates are distributed through the
RPKI, but information is verified in-band, with every router
verifying and signing the AS-level path of prefix announce-
ments it processes. These signatures are included in BGP
messages. Although a draft document [46] acknowledges
the need for PQC signatures in BGPsec and suggests new
signatures for BGPsec router certificates (but not yet for UP-
DATE messages), we are unaware of any discussion of the
impact PQC would have. Quantum-proofing BGPsec faces
issues related to message size and ease of updating.

Message Size. Naively replacing the ECDSA signatures
currently specified for BGPsec with PQC signatures would
significantly increase the size of BGPsec messages (see Fig. 1).
Falcon-512 signatures already push messages with more than
five hops (5.3 % of paths) past the default 4 KiB message size
limit of BGP. ML-DSA-44 pushes essentially every message
past 4KiB, though all remain within the 64 KiB ceiling of the
extended message format (RFC 8654 [15]). The most conser-
vative scheme, SLH-DSA-128f, inflates 60 % of messages past
even the extended limit. Although the extended message
format accommodates larger messages, this capability must
be negotiated bilaterally, so extended messages require all
on-path sessions to support it. We show the message sizes
for pure PQC signatures, if a hybrid signature scheme were
used (as is common), messages would be even larger.

Future Migrations. Since BGPsec is not currently deployed,
a PQC migration could be circumvented by deploying BG-
Psec with a PQC signature algorithm right away. However,
as argued in Section 4.1, we need to consider the need for
future algorithm changes in BGPsec, too. Although BGPsec’s
design includes a migration strategy that involves every
message carrying double the signatures (one old, one new),
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Figure 1: CDF of BGPsec UPDATE message sizes with
different signature algorithms over 18.16 million AS
paths from a Route Views 2 snapshot on July 13, 2026.

such an algorithm migration is even less feasible than for
the RPKI for two reasons. First, during the migration period,
messages would carry twice the signatures, further increas-
ing message sizes and potentially increasing processing and
convergence times. Second, and more importantly, because
BGPsec operates directly on routers, an update to BGPsec
implies an update to all participating BGP routers. Given
that updating a few RPKI validators per AS already presents
an operational challenge, an algorithm migration for BGPsec
seems prohibitively expensive and infeasible.

Both these problems show that quantum-proofing BGPsec
is not as straightforward as replacing a signature algorithm,
and this makes it even less likely that BGPsec will see wide-
spread adoption anytime soon. The fact that PQC is not
easily applicable to BGPsec strengthens the case for explor-
ing design changes and alternatives, and we explore a few
promising directions in the next section.

5 Two Alternative Approaches

Two paths towards quantum-safe routing seem particularly
promising. First, supporting multiple signature algorithms
may enable better security-cost tradeoffs and allow for more
flexibility. Second, moving from classical to PQC signatures is
not the only way to quantum-proof a system, and alternatives
to PQC are worth considering.

5.1 Supporting Multiple Algorithms

Rather than considering algorithm migration as the solution
to cryptographic agility for routing security, we instead sug-
gest making the RPKI (and associated mechanisms) more flex-
ible, i.e., exploring the possibility of using multiple signature
algorithms. Supporting multiple algorithms encompasses
two independent directions: using different algorithms to
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sign objects with different purposes, and using multiple dif-
ferent algorithms to sign a single object.

5.1.1 Different algorithms for different objects. We observe
that not all keys in the RPKI have the same trust requirements
and lifetime; hence, different signature algorithms should
be used depending on the use case. In particular, trust in
the RPKI is rooted in a handful of trust anchors, a set of
keys owned by the RIRs. These are long-lived keys; they
are rotated rarely and are distributed out of band, e.g., by
updating validator software.? Since trust anchors are hard
to replace and compromise allows forgery of arbitrary RPKI
information, they are a particularly attractive target for a
quantum attacker. Due to the importance and long lifetime
of these keys, SLH-DSA is an ideal choice for trust roots, as
it is the most conservative PQC option in terms of security
assumptions. Although significantly more expensive, the
fact that SLH-DSA derives its security from well-understood
hash functions makes it less likely that weaknesses in the
signature scheme will require a replacement of trust anchors.
In the current RPKI database, switching the trust roots to
SLH-DSA only increases the overall size by 43 KiB and adds
1 ms of verification overhead (Table 2). We view this as a
practical first step towards quantum-proofing the RPKI.

Lower-level certificates and signatures on ROA objects
may then use other, cheaper PQC schemes, given the large
number and validation frequency of such objects: ROAs and
CA certificates live for days to months, number in the hun-
dreds of thousands [42], and are periodically re-validated by
every validator. For these objects, directly replacing the signa-
ture algorithm with the conservative SLH-DSA inflates repos-
itory size roughly eightfold and verification time roughly
tenfold (Table 2), so using a cheaper, less conservative signa-
ture is likely more appropriate. Provided the trust roots are
safe, lower-level signatures can always be re-issued. This has
two advantages. First, even if the algorithm used for these
signatures is vulnerable (either to a quantum attacker or to
cryptanalysis), re-issuing these signatures frequently can,
at least temporarily, provide protection, if attacks take suffi-
ciently long.* Second, it facilitates changing the algorithm
used for lower-level signatures.

Another option for lower-level objects is signing and veri-
fying them in bulk. As proposed for the RPKI [28] and the
Web PKI [3], Merkle-tree-based batching can substantially
reduce the cost of post-quantum signatures. Instead of sign-
ing every object individually, a certification authority signs

3In-band key rotation (RFC9691 [30]) can be used for trust anchor succession,
but only as long as the existing signature algorithm is considered safe;
otherwise, an attacker could forge a signature for a new trust root.

4This is known as quantum-annoying: using classical signatures with a
lifetime shorter than the time a quantum computer would need to break
them. [18, 23]. The obvious risk is underestimating the speed of such attacks.
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Table 2: Estimated RPKI repository size and per-
validator cryptographic verification time with and
without Merkle Tree Batching,.

Algorithm(s) Repository (GiB)  Verify (s)
Root Non-root Plain Batch Plain Batch
RSA-2048 RSA-2048 0.97 0.73 17.5 2.6
SLH-DSA-128s RSA-2048 0.97 0.73 175 2.6
SLH-DSA-128s Falcon-512 1.62 0.81 15.6 2.4
SLH-DSA-128s ML-DSA-44 3.43 1.02  32.6 4.4
SLH-DSA-128s SLH-DSA-128s 7.84 1.53 186.7 22.3
SLH-DSA-128s RSA-2048 + ML-DSA-44 3.79 1.06 50.0 6.4
SLH-DSA-128s Falcon-512 + ML-DSA-44  4.45 1.14 48.2 6.2

a Merkle-tree root covering multiple objects, amortizing the
asymmetric signature cost across the batch. We estimate the
resulting RPKI costs with SLH-DSA-based roots and report
the results in Table 2.° The estimates are consistent with
those reported for pqRPKI [28] and additionally show the
effect of using different algorithms for root and lower-level
CAs. With batching, even expensive signatures incur mod-
est overhead: using SLH-DSA only for the five root CAs is
nearly negligible, while batching greatly reduces the number
of lower-level signatures. Compared with the current RSA-
2048 deployment without batching, a full SLH-DSA hierarchy
increases repository size by roughly 560 MiB and verifica-
tion time by about 5s, whereas a mixed SLH-DSA/Falcon
configuration is even smaller and faster to verify.

Batching shows promising results at first glance. How-
ever, the results are based on the current relatively flat RPKI
hierarchy. How effectively batching can absorb the cost of
post-quantum cryptography, if delegated RPKI repositories
become more common, remains future work.

5.1.2  Different algorithms for the same object. Inter-domain
routing’s global scope makes algorithm migration a coordi-
nation problem. Routing information propagates across in-
dependently operated networks, and signatures must be ver-
ifiable by participants beyond the signer’s immediate peers.
Maintaining interoperability therefore requires agreement
on supported cryptographic algorithms, motivating coordi-
nated algorithm migration. By contrast, connection-oriented
protocols such as TLS and SSH can negotiate algorithms be-
tween endpoints, allowing new algorithms to be introduced
with less global coordination.

Signing the same object with multiple algorithms could
loosen this coordination requirement. Relying parties could
independently select which algorithms to trust and which

Based on an rpki-client 9.8 snapshot from July 13, 2026 (547,129 objects),
using batches of 64 objects for ROAs, manifests, and ASPAs.



Routing Security in the Post-Quantum Future

signatures to require, allowing new algorithms to be intro-
duced without universal agreement on a single algorithm or
combination. Within a selected combination, a relying party
could require all component signatures to verify.

This approach raises two main challenges. First, differ-
ent verification policies may cause the same object to be
accepted by some ASes and rejected by others, raising ques-
tions about operational behavior and routing consistency.
Second, carrying and verifying multiple signatures increases
resource costs, particularly for PQC. To estimate these costs,
we extend the model in Table 2 to two algorithms per non-
root object, adding their signature sizes, public-key sizes,
and verification costs while counting shared content and
Merkle proofs only once. Batching substantially reduces the
additional cost for signed objects, but certificates and CRLs
remain unbatched. These estimates inform the resource costs
of multi-signature RPKI; they do not establish its end-to-end
scalability or the feasibility of applying the same approach
to BGPsec.

Nevertheless, this form of agility may become increas-
ingly relevant as national standards diverge in their choice
of post-quantum algorithms [5, 19]. Further research should
examine how to accommodate such diversity while preserv-
ing interoperability and predictable routing behavior. One
direction is to investigate whether groups of networks with
shared trust could coordinate algorithm migration within a
smaller scope. Architectures such as SCION [16, 49] already
provide scoping for trust roots and update policies, offering a
basis for exploring this approach. However, preserving inter-
operability across domains with different algorithm choices
remains a research challenge for such architectures as well.

5.2 Alternatives to Asymmetric Crypto

Replacing classical asymmetric cryptography with a PQC
equivalent wherever signatures are needed is the most obvi-
ous solution to quantum-proofing existing systems. However,
PQC is not the only solution. Symmetric cryptography is
also not threatened by a quantum attacker. We believe that
exploring where and how signatures could be replaced with
symmetric primitives, such as MACs or hash functions, is
another promising research direction.

The idea was explored before active discussion on post-
quantum cryptography: SPV [24] authenticates the BGP UP-
DATE messages using symmetric primitives only, but its se-
curity degrades if the same few-time keys are reused across
multiple path announcements. With the increased cost of
PQC, the efficiency advantage of symmetric cryptography
is more relevant than ever. SLH-DSA already shows that a
many-time signature can be built from symmetric primitives
alone, and its large signatures are the price of turning few-
time keys into a many-time scheme [12]. While SLH-DSA is
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designed as a general-purpose many-time signature scheme,
more tailored solutions may offer sufficient security at a
lower cost for specific use cases. We believe this direction is
worth exploring further, especially for BGPsec’s hop-by-hop
authentication, though symmetric primitives may also be
more widely applicable.

Delayed-disclosure message authentication codes in the
style of TESLA [37] occupy the same symmetric-only space
at an even lower cost, at the price of serving only live, loosely
synchronized verifiers. If and how this restriction can be
reconciled with routing security is another avenue worth
exploring.

6 Conclusion

The current conversation around quantum-safety for BGP
and the RPKI is focused primarily on migration strategies
and the implications of PQC for existing mechanisms, but the
design space around quantum-proof inter-domain routing is
much larger. We suggest exploring more flexible routing se-
curity designs that can accommodate multiple cryptographic
algorithms and better adapt to future changes. More funda-
mentally, the high cost and large signatures of post-quantum
cryptography may make some existing designs, such as BG-
Psec, increasingly difficult to deploy, motivating alternative
constructions based on more efficient primitives such as
symmetric cryptography and potentially new routing archi-
tectures designed with post-quantum constraints in mind.
The post-quantum transition should therefore be viewed not
only as an algorithm-replacement problem but also as an
opportunity to rethink routing security for greater efficiency,
flexibility, and scalability.
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